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1.0 INTRODUCTION

The CBSV Web Service application allows verification of the name and Social Security Number
(SSN) of individuals against the Social Security Administration’s (SSA’s) master file.

A CBSV Web Service user termed as “Requesting Party” throughout this document will need to
develop aWeb Service client to interface with SSA CBSV Web Service application.

This document identifies the interface specifications between a CBSV Requesting Party and the
SSA CBSV Web Service. The exchange of data in the form of requests and responses between
Requesting Party and SSA is described in detail. An overview of SSA’s architectural components
that interact with the CBSV Web Serviceis aso provided.
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20 CBSV CONTEXT FOR USE

The CBSV service will verify if asubmitted name and SSN combination match SSA’ s records for
any business or other entity (i.e., User) that has registered to use the service and has obtained the
written consent of the number holder.

Once the Requesting Party’s submission passes SSA’s finance and agreement checks, CBSV
returns verification results, including a ‘Y’ to indicate that the information submitted matches
SSA’srecords, ‘N’ to indicate that the information submitted does not match SSA’s records, ‘D’
to indicate that, according to SSA’ s records, the Number Holder is deceased. Specific information
as to which data elements did not match SSA records will not be available.

The CBSV Web Service will provide real-time results for single name/SSN combinations, one at
atime. As part of the Web Service User Login process, the Web Service client will submit the
Web Service User Identifier (ID) and password, as well as the data that is to be verified. The Web
Service client sends the encrypted verification request to SSA’s CBSV Web Service.
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3.0 PROCEDURAL PREREQUISITES

In order to be €ligible to use the CBSV Web Service interface, the following CBSV registration
criteriamust have been met, as per SSA guidelines:

e Registration Fee ($5,000) must be paid;
e Form SSA-88 must be completed by applicant and approved by SSA;

e Form SSA-1235 (the CBSV User Agreement between SSA and the requesting party for
use of CBSV) must be completed by applicant and approved by SSA; and

o Registration process must be completed via SSA’s Integrated Registration Services
(IRES) Business Service Online (BSO) Application to obtain a CBSV Web Service User
ID and password and to activate the CBSV Web Service Role.

InterfaceSpecCBSVWebServicevi[1].1.doc2 510/02/2008
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40 GENERAL TECHNICAL PREREQUISITES
The following technical prerequisites must be satisfied by the CBSV Requesting Party to use the
CBSV Web Service:

e Provision of a public key of the x.509 Digital Certificate that will be used to sign the
Simple Object Access Protocol (SOAP) envelope. The certificate must be from a
recognized source.

e Establishment of a Web Service development environment that supports using the .NET
and/or Java-based programming language technol ogies.
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5.0 WEB SERVICE REQUIREMENTS

Development of Web Service clients for Web Service transmission requires the following
technical characteristics:

e Conformance to World Wide Web Consortium (W3C) Web Service standards, including
SOAP, Web Services Description Language (WSDL), and Web Service Security
(WS-Security, also known as WSS).

o Presence of atransport layer security using Secure Hypertext Transfer Protocol (HTTPS),
using Secure Sockets Layer (SSL) Certificates signed by well known, trusted
Certification Authorities (CAS).

e Protections using the following authentication mechanisms:

» Client authentication using the User ID /Password as part of the WSS SOAP header;
and

» Strong authentication (using x.509 Client Certificates), which authenticates the
Requesting Parties based on a digital signature over the SOAP: body and a timestamp
element.

InterfaceSpecCBSVWebServicevi[1].1.doc2 7 10/02/2008
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6.0 INTERFACE OPERATIONS

CBSV Requesting Parties must register for a User ID and password with SSA prior to using the
CBSV Web Service. They must also acquire an x.509 certificate and provide SSA with a public
key for this certificate prior to using the Web Service. WSS is used in tandem with an x. 509
certificate.

Requesting Parties must register for a User ID and password via the IRES utility prior to using
the web service. Requesting Parties must notify SSA of the name of the person whose Form SSA-
88 will be used to request access to the CBSV Web Service.

The Requesting Party can verify one name/SSN per request; every request must be a separate web
service call.

Data is exchanged between Requesting Party Application and SSA using CBSV Web Services.
SSA will publish the WSDL required to secure the exchange of data.

The CBSV Web Service provides two operations:

e Ping: The ping operation is used to determine if the SSA resources are available.
Reguesting Party’ s credentials are used to authenticate the request. (ref. Figure 1 - CBSV
Web Service Ping Process Data Flow)

o Verify: The verify operation compares the data provided by the Requesting Party with the
data in the SSA master files. (ref. Figures 2 and 3 - CBSV Web Service Verify Process
Data Flow)
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7.0 SEQUENCE OF REQUESTSAND RESPONSES

The following diagrams (Figure 1 for the Ping operation, and Figures 2 and 3 for the Verify
operation) show the typical sequence of requests and responses between the SSA Requesting
Parties and the CBSV Web Service architectural components.

Upon receiving a request, several preliminary validations are performed. Specific responses for
each validation are described in Section 8.0. Queries include the following:

e Schema Validation — Is the request data in accordance to the format specified in the
schema?

e Authentication — Is the question “Who is the user and is the user really, who he/she
asserts’ answered successfully

e Authorization — Once authenticated, is the user authorized to perform the requested
operation on the requested resource?

If any of the queries return a negative result, the requested operation cannot be performed.

If the queries are successful and return positive confirmations, the requested operation may be
performed. Specific responses for each operation are described in Section 8.0.
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8.0 STRUCTURE OF REQUESTSAND RESPONSES

Requesting Parties must use the WSDL provided by SSA for Web Service client development.
Information about how to invoke CBSV Web Services is contained in the WSDL. The WSDL is
provided in Section 9.0.

SSA uses SOAP and WS-Security. SOAP headers that include credentials are required in all
requests (see Overview of Requests for credentials required for a specific request in SOAP
Header).

The following WS-Security options are required for securing CBSV':

e The SOAP header must conform to the “Web Services Security UsernameT oken Profile.”
It must contain UsernameToken of type wsse: Username with an appropriate password of
type wsse: PasswordText.

o The SOAP message must be signed, leveraging “Web Services Security: SOAP Message
Security” guidance.

o Todigitaly sign the message, the Requesting Party will need an x.509 certificate from a
trusted provider (for example, VeriSign, Entrust, etc.) or an internal CA. The Requesting
Party will provide SSA with a public key for this certificate.

The Requesting Party will send the .cer file that contains the public key from their x.509
certificate to SSA at web.servicetesting@ssa.gov. In order to alow the attachment to pass
through SSA’s firewall, the .cer extension should be changed to .txt, or the file can be sent using
compression software with a.zip extension.

8.1 OVERVIEW OF REQUESTS

Operation Major data elements sent with the request Section

ping The Requesting Party’ s credentials in SOAP header 8.21

verify The Requesting Party’ s credentialsin SOAP header; 8.3.1
SSN, Name, and other optional data as verify parameters

8.2 PING REQUEST AND RESPONSE STRUCTURE

The ping operation is used to determine if the SSA resources are available. The Requesting
Party’s credentials are used to authenticate the request.

InterfaceSpecCBSVWebServicevi[1].1.doc2 13 10/02/2008
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8.2.1 Request

The following data elements will be sent in the SOAP Header of the Ping request (see example
for attributes that may be required to support these parent elements):

Element Value Value Example
Required?

<wsse: SecurityTokenReference > Required | Valueisthe | Seeexample
Public Key in Section

of the 8.2.1.1
certificate

<wsse: User nameT oken> Required Includes 8- See example
digit in Section
<Username> | 8.2.1.1

and
<Password>;
See example
for child
elements that
may be
required
(such as
Nonce,
Created)

< ds:Signature Required | Seeexample | See example
xmins="http://www.w3.0rg/2000/09/xml dsi g#" > for child in Section
elementsthat | 8.2.1.1

may be
required

<Username> - Contained within this tag is the Requesting Party’s User ID. IRES will perform
validation to ensure that a User 1D is submitted, and its length is 8, and that it is alpha-numeric.

<Passwor d> - Contained within this tag is the Requesting Party’s password. IRES will perform
validation to ensure that a password is submitted, its length is 8, and that it is a pha-numeric.

InterfaceSpecCBSVWebServicevi[1].1.doc2 14 10/02/2008
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8.2.1.1 PING Request SOAP Header
<soapenv: Envelope xmlns:soapenv="http://schemas.xml soap.org/soap/envel ope/">
<soapenv:Header>

<wsse: Security soapenv: mustUnderstand="1"
xmins:.wsse="http://docs.oasi s-open.org/wss/2004/01/oasi s-200401-wss-wssecurity-
secext-1.0.xsd">

<ds:Signature
|d="Signature-16260234" xmins:ds="http://www.w3.0rg/2000/09/xmldsi g#"'>

<ds.Signedinfo>

<ds:CanonicalizationM ethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xml dsi g#rsa-shal"/>
<ds:Reference URI="#id-1934804">

<ds:Transforms>

<ds:.Transform Algorithm="http://mww.w3.0rg/2001/10/xml-exc-c14n#'/>
</ds:Transforms>

<ds.DigestM ethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds.DigestVaue>nfdgOvUMsiWz40JvaleinM CM/x0=</ds.DigestVaue>
</ds:Reference>

</ds:Signedinfo>

<ds.SignatureVaue>

JAIMc6Qt5K 9K ZssnEG8v3rts7oTr7dBjMte3XwkckM Y W 1lwhab9oFx6DgaX ncjd3Uk30
KuD1BaPDD

bustMXNY X pJ7zY M/K CCWY e4j2j4PQ6rX URQTflyAL 7qzBxqHL 8En28FXY K twedw7
80HAMRSsSSIB

WEZZd7/rlw54izU87x1=
</ds.SignatureVaue>
<dsKeylnfo |d="Keyld-18464534">

<wsse: Security TokenReference wsu:1d="STRId-22046976"
xmins:wsu="http://docs.oasi s-open.org/wss/2004/01/0asi s-200401-wss-wssecurity-
utility-1.0.xsd">

InterfaceSpecCBSVWebServicevi[1].1.doc2 15 10/02/2008
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<wsse:Keyldentifier
EncodingType="http://docs.oasi s-open.org/wss/2004/01/oasi s-200401-wss-soap-
message-security-1.0#Base64Binary"

VaueType="http://docs.oasi s-open.org/wss/2004/01/0asi s-200401-wss-x509-token-
profile-1.0#X509SubjectK eyl dentifier">u9L Fn414C
6Fdpr1x875aHM 6tV kk=

</wsse:Keyldentifier>
</wsse: Security TokenReference>
</ds.KeyInfo>

</ds:Signature><wsse: UsernameT oken wsu:1d="UsernameT oken-16302158"
xmins:wsu="http://docs.oasi s-open.org/wss/2004/01/0asi s-200401-wss-wssecurity-
utility-1.0.xsd">

<wsse:Username>PECA S924

</wsse;
Username>

<wsse: Password
Type="http://docs.oasi s-open.org/wss/2004/01/oas s-200401-wss-username-token-
profile-1.0#PasswordText" >1newpass</wsse: Password>

<wsse:Nonce>TKIX9rZyRHr6A o5wJIGgXjw==

</wsse:Nonce><wsu: Created>2008-07-
21T14:42:25.104Z </wsu:Created></wsse: UsernameT oken>

</wsse: Security>
</soapenv:Header>

<soapenv:Body wsu:ld="id-1934804"
xmins:wsu="http://docs.oasi s-open.org/wss/2004/01/0asi s-200401-wss-wssecurity-
utility-1.0.xsd"/>

</soapenv:Envelope>

8.21.2 PING Request SOAP Body
N/A

InterfaceSpecCBSVWebServicevi[1].1.doc2 16 10/02/2008
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8.2.2 Response

8.22.1 Operation Response

The following status code responses will be returned:

Element Value Element Value
<statusCode> 0000 <statusDescription> Successful
<statusCode> 0151 <statusDescription> System Failure

8.2.2.1.1 PING SOAP Success Response
<soapenv:Envel ope xmlns;soapenv="http://schemas.xml soap.org/soap/envel ope/" >
<spapenv:Body><nsl:ActionResponse xmins:nsl="http://chsv.ssa.gov/ws/datatype" >
<nsl:responseCode>0000</nsl:responseCode>
<nsl:responseDescription>Successful </nsl:responseDescription></nsl: ActionResponse>
</soapenv:Body>

</soapenv:Envelope>

8.2.2.2 Failure Responses

The following SOAP fault responses will be returned if the request does not pass schema
validations, or if the user is not authenticated or not authorized:

SOAP Fault Sample SOAP Body
Schema Validation <env:Fault>
Failure <faultcode>env:Server</faultcode>
<faultstring>Schema validation failure</faultstring>
</env:Fault>
Authentication Failure <env:Fault>

<faultcode>env:Server</faultcode>
<faultstring>Authentication Failure</faultstring>
</env:Fault>

Authorization Failure <env:Fault>
<faultcode>env:Server</faultcode>
<faultstring>Authorization Failure</faultstring>
</env:Fault>

System Failure <nsl:responseCode>0151</nsl:responseCode>
<nsl:responseDescription>System Failure
</nsl:responseDescription>

InterfaceSpecCBSVWebServicevi[1].1.doc2 17 10/02/2008
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8.3 VERIFY REQUEST AND RESPONSE STRUCTURE

The verify operation compares the data provided by the Requesting Party with the datain the SSA
master files. The Requesting Party’s credentials are used to authenticate the request. One verify

request per customer.

8.3.1 Request

The following data elements will be sent in the SOAP Header of the Verify request:

Element Value Value Example
Required?
<wsse: Security TokenRefer ence> Required Vaueisthe See example
Public Key of | in Section
the certificate | 8.2.1.1
<wsse: User nameT oken> Required Includes 8- See example
digit in Section
<Username> 8211
and
<Password>;
See example
for child
elements that
may be
required (such
as Nonce,
Created)
<ds:Signature Required See example See example
xmlns="http://www.w3.0rg/2000/09/xmldsi g#"> for child in Section
elements that 8.2.1.1
may be
required
<ssn> Required 9-digit SSN 123456789
<firstName> Required 10-character CASEY
First Name
<middleName> Optional 7-character WATSON
Middle Name
<lastName> Required | 13-character SONES
Last Name
InterfaceSpecCBSVWebServicevi[1].1.doc2 18 10/02/2008
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Element Value Value Example
Required?

<dateOfBirth> Optional MMDDYYYY | 07041976

<gender Code> Optional For M M

<Username> - Contained within this tag is the user’s User ID. IRES will perform validation to
ensure that aUser ID is submitted, itslength is 8, and that it is al pha-numeric.

<Passwor d> - Contained within this tag is the user’'s password. IRES will perform validation to
ensure that a password is submitted, itslength is 8, and that it is alpha-numeric.

<ssn> - Contained within thistag is a 9-digit SSN. CBSV will perform validation to ensure that a
SSN is submitted, it is 9 digitslong, and is within valid value ranges of SSNsissued by SSA.

<firstName> - Contained within this tag is a first name (nho suffixes). CBSV will perform
validation to ensure that a first name is included in the request, that its maximum length is 10 and
that it contains only upper-case letters A to Z. Any other characters such as apostrophes, spaces,
periods, and hyphens are removed and the name is compressed. If the name exceeds 10
characters, the excess characters at the end of the name are truncated.

<middleName> - Optionally contained within this tag is a middle name (no suffixes). CBSV will
perform validation of the middle name, if it isincluded in the request, to verify that, its maximum
length is 7 and it contains only upper-case letters A to Z. Any other characters such as
apostrophes, spaces, periods, and hyphens are removed and the name is compressed. If the name
exceeds 7 characters, the excess characters at the end of the name are truncated.

<lastName> - Contained within this tag is a last name (no suffixes). CBSV will perform
validation to ensure that alast name is included in the request, that its maximum length is 13, and
that it contains only upper-case letters A to Z. Any other characters such as apostrophes, extra
spaces, periods, and hyphens are removed and the name compressed. If the name exceeds 13
characters, the excess characters at the end of the name are truncated.

<dateOfBirth> - Optionally contained within this tag is the 8-digit string representing the month
of birth in the format MM, day of birth in the format DD, and year of birth in the format YYYY
(i.e. MMDDYYYY). IRES will perform validation of the date, if included in the request, to verify
the format and value ranges for the date components. It will to verify that the month (MM) isin
therange of 01 to 12. It will verify that aday is submitted if abirth date isincluded in the request,
and the day (DD) isin the range of 01 to 31. And it will verify that the year (YYYY) isin the
range of 1900 to “current year minus 12". There shall be error handling/validation to avoid
incongruous date information, e.g., April 31, Feb 29 on non-leap years, etc.
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<gender Code> - Optionally contained within this tag is the 1-digit character F for Female or M
for Male.

8.3.1.1 VERIFY Request SOAP Header

See Section 8.2.1.1.

8.3.1.2 VERIFY Request SOAP Body

<soapenv:Body wsu:ld="id-7644051"
xmlns:.wsu="http://docs.o0asi s-open.org/wss/2004/01/oasi s-200401-wss-wssecurity-utility-
1.0.xsd">

<dat:V erifyRequest>
<dat:ssn>011868502</dat:ssn>
<dat:firstName>CASEY </dat:firstName>
<dat:middleName/>
<dat:lastName>SONES</dat:|astName>
<dat:dateOfBirth/>
<dat:genderCode>F</dat:genderCode>

</dat:V erifyRequest>
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8.3.2 Response

8.3.21 Operation Response

The following status codes will be returned:

Element Value Element Value

<statusCode> | 0000 <statusDescription> | Successful

<statusCode> | 0001 <statusDescription> | Verification successful, but this person
is deceased

<statusCode> | 9991 <statusDescription> | Verification unsuccessful

<statusCode> | 9910 <statusDescription> | Agreement in force: Negative account
balance

<statusCode> | 9920 <statusDescription> | Agreement in force: No account found

<statusCode> | 9930 <statusDescription> | Agreement inforce : Unableto check
account balance

<statusCode> | 9940 <statusDescription> | Agreement not in force

<statusCode> | 9950 <statusDescription> | Agreement not in force : Negative
account balance

<statusCode> | 9960 <statusDescription> | Agreement not in force: No account
found

<statusCode> | 9970 <statusDescription> | Agreement not in force: Unable to
check account balance

<statusCode> | 9980 <statusDescription> | No agreement found: Unable to check
account balance

<statusCode> | 9990 <statusDescription> | Systems problem: API not functioning
or network unavailable

<statusCode> | 0151 <statusDescription> | System Failure

8.3.21.1 Verify Success SOAP Body

<nsl:responseCode>0000</nsl:responseCode>

<nsl:responseDescription>V erification Successful

</nsl:responseDescription>

InterfaceSpecCBSVWebServicevi[1].1.doc2
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8.3.2.2 Failure Responses

The following SOAP fault responses will be returned if the request does not pass schema
validations, or if the user is not authenticated or not authorized:

SOAP Fault Sample SOAP Body
Schema Validation <env:Fault>
Failure <faultcode>env:Server</faultcode>
<faultstring>Schema validation failure</faultstring>
</env:Fault>
Authentication Failure <env:Fault>

<faultcode>env:Server</faultcode>
<faultstring>Authentication Failure</faultstring>
</env:Fault>

Authorization Failure <env:Fault>
<faultcode>env:Server</faultcode>
<faultstring>Authorization Failure</faultstring>
</env:Fault>

Verification Failure <nsl:responseCode>9991</nsl:responseCode>
<nsl:responseDescription>Verification
unsuccessful </nsl:responseDescription>
</nsl:ActionResponse>
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9.0 WSDL AND XML SCHEMA DEFINITION

9.1 CBSV SErRVICES-WSDL

<?xm version="1.0" encodi ng="UTF-8"7?>
<wsdl : definitions target Namespace="http://ww. ssa. gov/cbsv/"
xm ns: soap="http://schemas. xm soap. or g/ wsdl / soap/"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schena"
xm ns: wsdl ="htt p://schenmas. xm soap. or g/ wsdl /"
xm ns:tns="http://ww.ssa. gov/cbsv/"
xm ns: wsaw="ht t p: / / www. w3. or g/ 2006/ 05/ addr essi ng/ wsdl "
xm ns:inmpl="http://cbsv. ssa. gov/ ws/ dat at ype"
xm ns="http://schemas. xn soap. or g/ wsdl /" >
<wsdl : types>
<xsd: schema>
<xsd:inmport nanespace="http://cbsv. ssa. gov/ ws/ dat at ype"
schenmalLocat i on="CBSVSer vi ces. xsd"/ >
</ xsd: schema>
</ wsdl : types>
<wsdl : nessage nanme="verifyRequest">
<wsdl : part name="verifyRequest" el ement="inpl: VerifyRequest">
</ wsdl : part>
</ wsdl : nessage>
<wsdl : message nanme="verifyResponse">
<wsdl : part name="verifyResponse" el ement="inpl: Acti onResponse">
</ wsdl : part>
</ wsdl : nessage>
<wsdl : message nane="pi ngResponse" >
<wsdl : part name="pi ngResponse" el enment="inpl : Acti onResponse" >
</ wsdl : part >
</ wsdl : nessage>
<wsdl : message nane="pi ngRequest " >
</ wsdl : nressage>
<wsdl : port Type nane="CBSVServi cesPort Type" >
<wsdl : oper ati on name="ping">
<wsdl : i nput nessage="tns: pi ngRequest" wsaw. Acti on="wsdl : pi ng">
</ wsdl : i nput >
<wsdl : out put nessage="t ns: pi ngResponse" >
</ wsdl : out put >
</ wsdl : oper ati on>
<wsdl : operati on nane="verify">
<wsdl : i nput nessage="tns: verifyRequest"
wsaw. Acti on="wsdl : verify">
</wsdl : i nput >
<wsdl : out put nessage="tns:verifyResponse">
</ wsdl : out put >
</ wsdl : operati on>
</ wsdl : port Type>
<wsdl : bi ndi ng name=" CBSVSer vi cesSoapBi ndi ng"
type="tns: CBSVServi cesPort Type" >
<soap: bi ndi ng styl e="docunent"
transport="http://schemas. xnl soap. org/ soap/ http"/>
<wsdl| : operati on nanme="ping">
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<soap: operati on soapAction="pi ng" style="docunment"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operati on name="verify">
<soap: operati on soapAction="verify" style="document"/>
<wsdl : i nput >
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : operati on>
</ wsdl : bi ndi ng>
<wsdl : servi ce name="CBSVServi ces" >
<wsdl : port name="CBSVServi cesPort"
bi ndi ng="t ns: CBSVSer vi cesSoapBi ndi ng" >
<soap: addr ess
| ocation="http://|ocal host: 9080/ CBSVWebSer vi ce/ servi ces/ CBSVSer vi ces"/ >
</ wsdl : port >
</ wsdl : servi ce>
</ wsdl : definitions>

9.2 CBSVSERVICES-XSD

<?xm version="1.0" encodi ng="UTF-8""?>
<xsd: schema xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schema"
xm ns="http://cbsv. ssa. gov/ ws/ dat at ype"
attri but eFornDefaul t="qualified" el enment FornDefaul t="qualified"
t ar get Nanmespace="htt p://cbsv. ssa. gov/ ws/ dat at ype" >
<xsd: el enrent nanme="Acti onResponse" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nane="responseCode" type="xsd:string"/>
<xsd: el ement nane="responseDescri ption"
type="xsd:string"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el emrent >
<xsd: el ement nane="Veri f yRequest" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nane="ssn">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: pattern value="[0-9][0-9][0-9][0-9][O-
9][0-9][0-9][0-9][0-9]"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el emrent >
<xsd: el ement nane="first Nange">
<xsd: si npl eType>
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<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="10"/>
<xsd: m nLengt h val ue="1"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el emrent >
<xsd: el ement nane="m ddl eNanme" nill abl e="true">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="7"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nane="I ast Nane" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="13"/>
<xsd: mi nLength val ue="1"/>
</ xsd:restriction>
</ xsd: si nmpl eType>
</ xsd: el ement >
<xsd: el ement nane="dateO'Birth" nillable="true">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: pattern val ue="\d{8}|\d{0}"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el emrent >
<xsd: el ement nane="gender Code" nill abl e="true">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: pattern val ue="[nf MF] ?"/ >
</ xsd:restriction>
</ xsd: si nmpl eType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el emrent >
</ xsd: schema>

From October 27, 2008, onward, for the most recent Consent Based SSN V erification
Web Service WSDL filerefer to the following link:

https://ws.ssa.gov/CBSVWS/services/ CBSV Services?wsdl

Until that time, the Consent Based SSN V erification Web Service WSDL and XSD files
can be downloaded from links found at www.social security.gov/chsv
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10.0 ACRONYMS

The following list defines the acronyms used throughout this document.

Acronym Acronym Definition
AP Application Programming Interface
BSO Business Services Online
CA Certification Authorities
CBSvV Consent Based SSN Verification Project
HTTPS Secure Hypertext Transfer Protocol
IP Internet Protocol
IRES Integrated Registration Services
SOAP Simple Object Access Protocol
SSA Socia Security Administration
SSL Secure Sockets Layer
SSN Socia Security Number
User ID User Identifier
W3C World Wide Web Consortium
WSDL Web Service Description Language
WSS Web Service Security
XML eXtensible Markup Language
XSb XML Schema Definition
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