FINANCIAL SECTION

INSPECTOR GENERAL STATEMENT ON SSA’S
MAJOR MANAGEMENT AND PERFORMANCE
CHALLENGES

SOCIAL SECURITY

November 5, 2008

The Honorable Michagl J. Astrue
Commissioner

Dear Mr. Astrue:

The Reports Consolidation Act of 2000 (RCA) (Pub. L. No. 106-531) requires that Inspectors Genera provide a
summary and assessment of the most serious management and performance challenges facing Federal agencies and
the agencies’ progressin addressing them. Thisreview isenclosed. RCA requires that the Agency place the final
version of this Statement in its (FY) 2008 Performance and Accountability Report.

In November 2007, we identified six significant management and performance challenges facing the Social Security
Administration for FY 2008.

e |nternal Control Environment and Performance

e Social Security Number Protection
M easur es

e Management of the Disability Process e  Systems Security and Critical Infrastructure Protection

e |Improper Paymentsand Recovery of

Service Delivery and Electronic Gover nment
Overpayments

| congratul ate you on the progress made during FY 2008 in addressing these challenges. My office will continue to
focus on theseissuesin FY 2009. | look forward to working with you to continue improving the Agency’s ability to
address these challenges and meet its mission efficiently and effectively. | am providing you with the Office of the
Inspector General’ s assessment of these six management challenges.

Sincerely,

M & btlsuret’

Patrick P. O’ Carroll, Jr.
Inspector Genera
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SOCIAL SECURITY NUMBER PROTECTION

In Fiscal Year (FY) 2008, the Social Security Administration (SSA) processed approximately 6 million original and
12 million replacement Social Security number (SSN) cards and received approximately $671 billion in employment
taxes related to earnings under assigned SSNs. Protecting the SSN and properly posting the wages reported under
SSNs are critical to ensuring eligible individuals receive the full benefits due them.

SSA has taken significant steps over the past decade to improve controlsin its enumeration process, which have
provided greater SSN integrity. Nevertheless, based on our recent audit work, we continue to believe that additional
steps need to be taken regarding SSN assignment and protection. To further strengthen SSN integrity, SSA should

e support legidation to limit public and private entities' collection and use of SSNs and improve the protection of
this information when obtained,

e work with the Internal Revenue Service (IRS) to devel op aternatives to assigning SSNs to noncitizens who are
authorized to work, but may only be in the country for a few months,

e continueits efforts to safeguard and protect personally identifiable information (PI1), and
e improve the Enumeration at Entry process before its expansion.

Additionally, SSA is devoting resources to developing an on-line system for issuing replacement SSN cards. While
we support the Agency’ s decision to offer more services on-line to enhance customer service, we are concerned
about the potential for unscrupulous individuals to manipulate such a system, given the IRS experience with fraud
and abuse in its e-file program. Therefore, we believe SSA should develop appropriate authentication measures to
ensure ahigh level of security and identity assurance before moving forward in offering on-line replacement SSN
cards.

Maintaining the integrity of the SSN and Socia Security programs also involves properly posting earnings reported
under SSNs. Properly posting earnings is essential in determining whether individuals are eligible to receive
retirement, survivor, and/or disability benefits as well as to calculate the benefit amounts. If earningsinformationis
reported incorrectly or not reported at all, SSA cannot ensure al individuals eligible to benefits are receiving the
correct payment amounts. The Earnings Suspense File (ESF) isthe Agency’ s record of annual wage reports for
wage earners whose names and/or SSNs fail to match SSA’s records. As of October 2007, the ESF had accumulated
approximately 275 million wage items for Tax Y ea While SSA cannot control all of the factors associated with
erroneous wage reports, it can improve wage reporting by informing employers about potential SSN misuse cases,
identifying and resolving employer reporting problems, encouraging greater use of the Agency’s employee
verification programs, and enhancing the employee verification feedback to provide employers with sufficient
information on potential employee issues. SSA can also improve coordination with other Federal agencies with
separate, yet related, mandates. For example, the Agency needs to work with the IRS to achieve more accurate
wage reporting. SSA also needs to work with the Department of Homeland Security (DHS) to help resolve
vulnerabilities we identified with the E-Verify program (formerly the Basic Pilot), which isa DHS initiative, in
which SSA participates, that assists employersin verifying the employment eligibility of newly hired employees. In
June 2008, the Commissioner of Social Security expressed his desire to work with DHS to help resolve some of the
weaknesses with the E-Verify program. Specifically, he expressed the need for SSA and DHS to develop amore
stringent registration process for E-Verify to reasonably guard against improper users registering and using
E-Verify.

SSA HAS TAKEN STEPS TO ADDRESS THIS CHALLENGE

Over the past decade, SSA has implemented numerous improvements to its enumeration process. We recognize that
with these new procedures, the enumeration workload has increased in complexity for SSA personnel and resulted in
some difficulties or delays for SSN applicants. Despite these challenges, we believe SSA’ s improved procedures
help ensure the Agency is properly assigning these very important numbers. Some of SSA’s more notable
enumeration improvements include the following:
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e Verifying the authenticity of most documents evidencing citizenship or lawful alien status before assigning an
original SSN.

e Establishing six SSN Card Centers in Brooklyn and Queens, New Y ork; Las VVegas, Nevada, Phoenix, Arizona
(Downtown and North); and Orlando, Florida, which focus exclusively on assigning SSNs and issuing SSN
cards.

e Requiring that field office personnel processing SSN applications use the Agency’s SS-5 Assistant, a Microsoft
Access-based application intended to increase control over the SSN application process. This program provides
field office personnel processing SSN applications structured interview questions and requires certain data to
complete the application process. Additionally, SSA plans to implement a web-based enumeration system
known as the SSN Application Process in the next few years.

e  Strengthening the standards and requirements for identity documents presented with SSN applications to ensure
the correct individual obtains the correct SSN.

SSA has also taken steps to reduce the size and growth of the ESF. The Agency offers employers the ability to
verify names and SSNs of their employees using the Agency’s Social Security Number Verification Service
(SSNVS), which is an on-line verification program. SSNV S allows employers to verify the information before
reporting their wagesto SSA. Asof August 2008, SSNV S had processed over 53 million verifications for over
33,000 registered employers.

SSA also supports DHS in administering the E-Verify program. The program was recently enhanced to include a
Photo Screening Tool feature, which allows an employer to check the photographs of anew hire's Employment
Authorization Document or Permanent Resident Card (Green Card) against images stored in DHS immigration
databases. As of June 2008, the E-Verify program had processed more than 4 million verification requests for about
69,000 employers.

The Agency continues to modify the information it shares with employers. Under the Intelligence Reform and
Terrorism Prevention Act of 2004 (Pub. L. No. 108-458), SSA isrequired to add both death and fraud indicators to
the SSN verification systems for employers, State agenciesissuing drivers’ licenses and identity cards, and other
verification routines, as determined appropriate by the Commissioner of Social Security. SSA added death
indicators to those verification routines used by employers and State agencies in March 2006 and added fraud
indicatorsin August 2007.
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MANAGEMENT OF THE DISABILITY PROCESS

Modernizing Federal disability programs, including SSA’s disability programs, has been included on the
Government Accountability Office’'s (GAQ) high-risk list since FY 2003 due, in part, to outmoded concepts of
disability, as well as ongoing challenges to make timely, accurate, and consistent decisions. Moreover, at the
forefront of congressional and Agency concern is the timeliness of SSA’s disability decisions at the hearings
adjudicative level. The average processing time at the hearings level continues to increase—from 293 daysin

FY 2001 to 514 in FY 2008. Additionally, the pending workload continues to increase. At the end of FY 2008, the
pending workload was 760,813 cases—up from 746,744 in FY 2007 and almost double the 392,387 casesin

FY 2001.

As of Octaber 2008, we were conducting areview to determine overall average processing times at each stage of the
process—disability determination services (DDS), ALJ hearing, Appeals Council, and the Federal Courts. We
expect to complete thiswork in FY 2009 and provide some insights into the process by taking a big-picture look at
the whol e process from the claimant’ s perspective—from the time they apply until they receive a check or exhaust
all appeals. Wewill follow thiswith another review in FY 2009 where we will obtain information directly from
disability claimants on how their lives were impacted by the length of the disability process.

In our February 2008 review of administrative law judges’ (ALJ) caseload performance, we found that the Office of
Disability Adjudication and Review’s (ODAR) ability to process projected hearing requests and address the growing
backlog of caseswill continue to be negatively impacted by the caseload performance of some ALJs if their status
guo performance levels continue. Accordingly, we recommended that SSA establish a performance accountability
process that allows AL J performance to be addressed when it falls below an acceptable level.

In August 2008, we issued a follow-up report to Congress highlighting that AL Js have varying levels of productivity
(both high and low productivity) for internalized reasons, such as motivation and work ethic. We also reported on
factors impacting ALJ and hearing office productivity and processing times, including hearing office staff levels,
hearing dockets, favorable rates, individual ALJ preferences, Agency processes and DDS case development. In
another review for Congress, we assessed the organizational culture at the DDS for approving and denying disability
claims. This congressional request was precipitated by a media story that SSA maintains a culture to deny disability
claims. In our August 2008 report, we stated that the weight of the evidence does not support the allegation that
there is a culture to deny within the DDSs.

In other audits, we highlighted the need for greater oversight of ALJtraining programs aswell asimproved
management information. In our April 2008 review of the Association of ALJ s training conference costs, we found
the Agency was supporting AL J training as away to improve ALJ productivity but could implement better controls
over expenditures and attendance by running such conferences in-house. Our June 2008 report on the timeliness of
medical evidence assessed the availability of management information at the hearing office and national level to
assist managers in monitoring timeliness trends. After we identified an area where more accurate coding of hearing
activity could improve the management information, the Agency issued new guidance to hearing offices instructing
them on the proper use of these codes.

SSA HAS TAKEN STEPS TO ADDRESS THIS CHALLENGE

SSA’sFY 2008 Semiannual Report detailed its plan to eliminate the backlog of hearing requests and prevent its
recurrence. The Commissioner’s plan focused on (1) compassionate allowances, (2) improving hearing office
procedures, (3) increasing adjudicatory capacity and (4) increasing efficiency with automation and improved
business processes. However, it may take time for these new initiatives and additional resourcesto lead to a
reduction in the backlog. Aswe noted earlier, the backlog of hearing requestsin FY 2008 was actually greater than
it was at the end of FY 2007.

Compassionate Allowances. Thisinitiative builds on the success of the Quick Disability Determination process
that identifies and allows benefits to applicants who are obviously disabled. SSA has been developing and
expanding the use of automated screening toolsto identify the types of casesthat fall under the compassionate
allowancesinitiative. SSA isaso refining itsrules, regulations, and listing codes to reflect current advancesin
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medical science. When SSA announced thisinitiative in FY 2007, the expectation was that 3 to 10 percent of new
claims would be decided as compassionate allowances. However, thisinitiative is still in itsinfancy, and we expect
to initiate areview in this area to determine whether it is helping address the backlog of hearing requests and prevent
its recurrence.

Improve Hearing Office Procedures. As part of the two initiatives under this effort, in FY 2007 SSA focused on
eliminating the backlog of aged cases that would be 1,000 days or older by the end of the FY and successfully
reduced the backlog of 1,000 day-old casesto just over 100 cases. In FY 2008, SSA redefined aged cases to those
that would be 900 days old or older by the end of FY 2008 and reduced the number of such cases from 135,160 to
281 cases.

Increase Adjudicatory Capacity. One of six initiativesisto improve ALJ productivity. Under thisinitiative, the
Chief ALJrequested that each AL Jissue 500 to 700 dispositions per year. Thisinitiative also includes appropriate
training to assist AL Js with these workloads. Another initiative is hiring new ALJs. In FY 2008, SSA hired

190 new AL Js.

I ncrease Efficiency with Automation and I mproved Business Process. One of 27 initiativesis transitioning to
the electronic folder. Under thisinitiative, all DDSs and ODAR offices are transitioning from processing disability
claims using paper foldersto using electronic folders. Other initiativesin this areainclude electronic case file
assembly, electronic scheduling, centralized printing and mailing, enhanced hearing office management information
and expanded use of video hearings.

We continue to work with SSA to address the integrity of the disability program through the Cooperative Disability
Investigations (CDI) program. The CDI program’s mission is to obtain evidence that can resolve questions of fraud
in SSA’sdisability claims. Since the program’sinception in FY 1998, the 19 CDI units, operating in 17 States, have
been responsible for over $1 billion in projected savings to SSA’s disability programs and approximately

$665 million in projected savings to non-SSA programs. This effort will be further assisted in the new FY with the
opening of a20™ CDI unit in Little Rock, Arkansas, October 2008.
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IMPROPER PAYMENTS AND RECOVERY OF OVERPAYMENTS

Workers, employers, and taxpayers who fund SSA and Supplemental Security Income (SSI) programs deserve to
have their tax dollars effectively managed. Asaresult, SSA must be aresponsible steward of the funds entrusted to
its care and minimize the risk of making improper payments. SSA strives to balance its service commitments to the
public with its stewardship responsibilities. However, given the size and complexity of the programs the Agency
administers, some payment errors will occur.

Since SSA is responsible for issuing timely benefit payments for complex entitlement programs to millions of
people, even the dightest error in the overall process can result in millions of dollarsin over- or underpayments. In
FY 2007, SSA issued over $612 billion in Old-Age, Survivors and Disability Insurance (OASDI) and SSI benefit
payments to about 54 million people. A January 2008 Office of Management and Budget (OMB) report, Improving
the Accuracy and Integrity of Federal Payments, noted that nine Federal programs—including SSA’s OASDI and
SSI programs—accounted for more than 90 percent of the improper paymentsin FY 2007.

The reduction of improper payments is one of SSA’s key strategic objectives. In addition, elimination of improper
payments is one of the program initiativesin the President’ s Management Agenda (PMA), a Government-wide
initiative for improving financial performance. In furtherance of thisinitiative, Congress passed the Improper
Payments Information Act of 2002 (Pub. L. No. 107-300), and OMB issued implementing guidance clarifying the
definition of an improper payment and OMB’ s authority to require that agencies track programs with low error rates
(that is, less than 2.5 percent) but significant improper payment amounts.

We issued areport in 2006 on overpaymentsin SSA’s disability programs in which we estimated that SSA had not
detected about $3.2 billion in overpayments and had paid about $2.1 billion in benefits annually to potentially
ineligible beneficiaries. Although SSA tries to achieve a balance between stewardship and service, it has been a
challenge due to the resources required to conduct an adequate number of medical and work-related continuing
disability reviews (CDR). Although the Agency had special funding for CDRsin FY's 1996 through 2002 and
SSA’s data show that CDRs save about $10 for every $1 spent to conduct them, the Agency has cut back on this
workload.

SSA HAS TAKEN STEPS TO ADDRESS THIS CHALLENGE

SSA has been working to improve its ability to prevent over- and underpayments by agreeing to and then
implementing OIG audit recommendations. For example, in March 2008, we issued a report identifying

$7.6 million in overpayments to auxiliary beneficiaries because SSA's records did not have their SSNson its
payment records; and as aresult, the Agency's data matching efforts did not detect that these individuals were
incorrectly paid. When we issued the report, SSA had aready recovered $3.1 million (41 percent) of the improper
payments.

We also issued areport in May 2008 showing that an estimated 2,088 SSI recipients were overpaid about

$24.8 million because they did not report their marriage to SSA. Asaresult, the Agency istaking corrective action
to stop the improper payments and collect the overpayments. Additionally, in an April 2008 report, we determined
that despite SSA's efforts to identify residency violations, about $226.2 million in overpayments went undetected
because about 40,560 recipients did not inform SSA of their absence from the United States. SSA agreed with our
recommendation to obtain and analyze electronic bank statement information to prevent these types of
overpaymentsin the future. In two other 2008 reports we identified approximately

$467 million in underpayments were owed to about 395,000 beneficiaries.

We will continue to work with SSA to identify improper paymentsin its programs and recommend improvements to
prevent them from occurring in the future.
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INTERNAL CONTROL ENVIRONMENT AND PERFORMANCE MEASURES

Sound management of public programs includes both effective internal controls and performance measurement.
Internal control comprises the plans, methods, and procedures used to meet missions, goals, and objectives. The
Federal Managers' Financial Integrity Act of 1982 (FMFIA) (Pub. L. No. 97-255) requires that the Agency
establish management controls and financial systems that provide reasonable assurance the integrity of Federal
programs and operations is protected. It also requires that the Commissioner, based on an evaluation, provide an
annual Statement of Assurance on whether SSA has met this requirement. Similarly, OMB Circular

A-123, Management’ s Responsibility for Management Control, which isissued under the authority of FMFIA,
requires that the Agency and its managers take systematic and proactive measures to develop and implement
appropriate, cost-effective internal control for results-oriented management. Accordingly, SSA management is
responsible for determining, through performance measurement and systematic analysis, whether the programs it
manages achieve intended objectives.

In FY 2008, the Commissioner reported that SSA could provide reasonable assurance that itsinternal controls over
the effectiveness and efficiency of its operations and compliance with applicable laws and regulations was operating
effectively, and no material weaknesses were found in the design or operations of the interna controls as of
September 30, 2008. While we do not question the Commissioner’ s conclusion, we realize that SSA’s overall
control environment can be free of material weaknesses but still have room for improvement.

Establishing appropriate controls over the development of disability claims under the Disability Insurance (DI) and
SSI programs is one of the main processes for which SSA is responsible. Disability determinations under DI and
SSI are performed by DDSs in each State or other responsible jurisdictions in accordance with Federal regulations.
Each DDS isresponsible for determining claimants’ disabilities and ensuring adequate evidence is available to
support its determinations. SSA reimburses the DDS for 100 percent of allowable expenditures up to its approved
funding authorization. In FY 2008, SSA allocated over $1.8 billion to fund DDS operations.

From FY's 2000 through 2008, we conducted 72 DDS administrative cost audits. In 40 of the 72 audits, we
identified internal control weaknesses and over $114 million that SSA reimbursed to the States that was not properly
supported or could have been put to better use. Nine of the 72 audits conducted were completed in FY 2008. Six of
these audits noted similar internal control weaknesses identified in previous DDS audits and over $4 million of
guestioned costs and/or funds that could have been put to better use. We believe the large dollar amounts expended
by DDSs and the related internal control issues we identified warrant this issue remaining a major management
challenge.

Another area that requires sound management and effective internal control is the selection and oversight of
contractors assisting the Agency in meeting its mission. In FY 2008, SSA spent over $881 million on contracts. We
reviewed two of SSA’s contractsin FY 2008. We generally found that the costs claimed for services provided by
the contractors involved were reasonable and allowable but found room for improvement. For example, temporary
badges assigned to some contract employees improperly had a“ not-to-exceed date” that extended beyond the end of
the contract period. Accordingly, the contract employees could have gained access to SSA facilities after they were
no longer working on the contract. Also, the contract employees working status with SSA was not accurately
reflected in suitability records. We believe ensuring proper oversight and controls over its contracts is inherently a
major management challenge for SSA due to the total dollar amounts awarded and risks involved with contractors
adequately delivering services and meeting contract objectives.

The use of performance measures provides SSA with information about program results and service quality. The
Government Performance and Results Act of 1993 (Pub. L. No. 103-62) and the PMA require the identification of
outcome measures that accurately monitor programs’ performance. Also, SSA managers need sound information to
monitor and evaluate performance. In FY 2008, weissued four audits that addressed eight of SSA’s performance
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measures. All four audits released in FY 2008 were based on work initiated in FY 2007 and completed in FY 2008.
The eight performance measures addressed in these four reports are listed below.

e Maintain the number of initial disability claims e Number of periodic CDRSs processed to determine
pending in the DDS (at/below FY 2007/2008 goal) continuing entitlement based on disability

e DDS net accuracy rate (allowances and denials e Number of SSI non-disability redeterminations
combined) processed

e Number of SS| disabled beneficiaries earning at e  SSA hearings case production per workyear
least $100 per month

e Remove 3 percent of the earningsitemsthat remain e Issue annual SSA-initiated Social Security Statements

in the ESF for anew tax year and post the earnings to eligible individual s age 25 and older
to the correct earnings records

We concluded that the data used for two of the eight measures were reliable, and the data used for the remaining six
were unreliable. Generally, when data were determined to be unreliable, it was due to weaknesses in internal or
access controls over the systems used to collect and processit. Due to the control weaknesses, the data were not
sufficiently secure to be certain of their integrity. The challenge SSA facesin thisareais ensuring that it has reliable
management information when making strategic and operational plans.

SSA HAS TAKEN STEPS TO ADDRESS THIS CHALLENGE

SSA has taken steps to develop internal controls over its operations and contractor performance and in devel oping
sound performance data. SSA has generally agreed with our recommendations that address internal control
weaknesses associated with DD Ss and has taken the recommended steps to ensure reimbursements provided to
DDSs are adlowable and properly supported. Additionally, SSA isworking to limit the number of employees who
have access and the ability to change data in its performance data collection systems to help ensure the integrity of
its management information.

While the Agency has taken steps to address our recommendations, we will continue to audit DDSs and SSA’s
contracts in the upcoming FY. Additionally, we plan to audit a number of grants SSA has awarded to ensure it has
proper controls over the funds provided to grantees and the funding leads to the desired impact of the grants. Given
the large dollar amounts involved and the importance of the work provided by DDSs, contractors and grantees, we
believe it isimportant to monitor SSA’s oversight of these entities, ensuring that funds are spent appropriately and
critical missions are met.
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SYSTEMS SECURITY AND CRITICAL INFRASTRUCTURE PROTECTION

The vulnerahility of critical infrastructures and the unique risks associated with networked computing have been
recognized for sometime. Federal agenciesrely heavily on information technology to run their daily operations and
deliver products and services. With an increasing reliance on information technology, a growing complexity of
Federal information technology infrastructure, and a constantly changing information security threat and risk
environment, information security has become a mission-essential function.

SSA’sinformation security challenge isto understand and mitigate system vulnerabilities. Weaknessesin controls
over physical and logical access to its electronic information, technical security configuration standards, suitability
and continuity of systems operations have been identified. The information security challenge extends to the
Agency’s ability to properly maintain its operations and recover from a disaster. While many of these weaknesses
have been resolved, SSA needs to monitor these issues diligently to ensure they do not recur. This means ensuring
the security of its critical information infrastructure and sensitive data. Federal agencies maintain significant
amounts of personal information concerning individuals, often referred to as PIl. The loss of Pl canresult in
substantial harm, embarrassment, and inconvenience to individuals and may lead to identity theft or other fraudulent
use of the information.

Incidents of Federal agencieslosing Pll demonstrate the importance of data security. The public will be reluctant to
use electronic access to SSA servicesif it does not believe the Agency’ s systems and data are secure. Without due
diligence, sensitive information can become available to those who are not entitled to it and may use it for personal
gain. For example, in June 2008, we reported that since January 2004, the publication of the Death Master File
(DMF) hasresulted in the breach of PII for over 20,000 living individual s erroneously listed as deceased on the
DMF. To address increasing workloads and the changing work environment, SSA constantly assesses and
implements new technologies, such as the Internet Protocol version 6 and Voice over Internet Protocol. New
technology often brings advantages but also presents new security challenges. SSA needs to understand and address
potential risks before such technology is implemented.

SSA HAS TAKEN STEPS TO ADDRESS THIS CHALLENGE

SSA addresses critical information infrastructure and systems security in avariety of ways. For example, it created
aCritical Infrastructure Protection work group to ensure continued compliance with various directives, such as the
Homeland Security Presidential Directives (HSPD) and Federal Information Security Management Act of 2002
(FISMA) (Pub. L. No. 107-347). HSPD 12 mandates the development of a common identification standard for all
Federal employees and contractors. Federal Information Processing Standard 201, Personal Identity Verification of
Federal Employees and Contractors, was developed to satisfy the requirements of HSPD 12. SSA worked with
other agencies and OMB to address HSPD 12 and comply with Personal Identity Verification. To date, SSA has
issued more than 63,000 Personal Identity Verification compliant credentials to employees and contractor personnel
and ison target to issue credentialsto all 85,000 employees by September 30, 2008.

To meet FISMA requirements, SSA and we annually evaluate SSA's security program. FISMA requires that
agencies ingtitute a sound information security program and framework. Since the inception of FISMA, we have
worked with the Agency to ensure prompt resolution of security issues. The House Oversight and Government
Reform Committee rated SSA "A+" for FY 2007 on its computer security based on its compliance with the OMB
FISMA reporting guidance. This guidance merely requires that Federal agencies report on the status of certain
elements of their information security programs. Reporting under these criteria does not ensure alack of system
security deficiencies.

Even though SSA is substantially compliant with the OMB FISMA requirements, there are several system security
areas that the Agency could improve upon. SSA needs to ensure (1) controls to protect Pl are fully developed and
implemented in accordance with OMB guidance; (2) adequate incident response and reporting policies and
procedures are implemented Agencywide; (3) system access controls are fully implemented to meet least privilege
criteriafor all users of SSA systems; (4) systems are sufficiently tested to fully meet FISMA requirements; and

(5) all contractor personnel are appropriately suitability tested and receive annual security awareness training.
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Additionally, SSA hastaken stepsin the area of PlIl. The Agency has established a Pl Executive Steering
Committee, which provides oversight and recommendations on SSA policy, and the Pl1 Breach Response Group
whoseroleisto engage in Agency planning if abreach occurs. SSA has developed strict policies and procedures for
employees to protect PlI. In May 2008, SSA began notifying the U.S. Computer Emergency Readiness Team, a
partnership between DHS and the public and private sectors established to protect the Nation's Internet
infrastructure, that individuals were erroneously included in the DMF. SSA is also completing an assessment of the
risks involved with the affected individuals and devel oping an appropriate notification policy for these individuals.
Because of the critical nature of PlI, we plan to audit SSA’s compliance with its own Pl policesin the coming FY.

SSA’s most important asset is the sensitive information in its databases. To ensure effective use of these databases
in the future, SSA is converting them from legacy systems to more commercially used applications. Thiswill take
several yearsto complete. Additionally, in recent years, the need to recover from a disaster or significant event has
become increasingly evident. To better enable itself to recover from such an event, SSA is building a second Data
Center to handle some of the current workload of SSA’s primary data center and temporarily replace the primary
data center in the event of a significant incident. SSA plans to begin occupancy of this facility in January 2009, but
there have been delays to the original occupancy date. Because of the importance of the new data center, we plan to
continue to monitor SSA’s progress.
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SERVICE DELIVERY AND ELECTRONIC GOVERNMENT

Two of SSA's strategic goalsin effect in FY 2008 were to deliver high-quality, “citizen-centered” service and to
strategically manage and align staff to support the mission of the Agency. The service goal encompassed traditional
and electronic services to applicants for benefits, beneficiaries, and the general public. It included servicesto and
from States, other agencies, third parties, employers, and other organizations, including financial institutions and
medical providers. The staff goal focused on the Agency’s strategies for maintaining a high-performing workforce
that is prepared to deliver quality service to the American public. This management challenge includes such areas as
the Representative Payee Process, Managing Human Capital, and Electronic Government.

When SSA determines a beneficiary cannot manage his or her benefits, it selects a representative payee who must
use the payments for the beneficiary’ sinterests. There are approximately 5.4 million representative payees who
managed about $52.7 billion in annual benefit payments for approximately 7.2 million beneficiaries. While
representative payees provide a valuable service for beneficiaries, SSA must provide appropriate safeguards to
ensure its responsibilities are met to the beneficiaries it serves.

Representative payees continue to be a significant challenge for SSA. Most notably, SSA needs to improveits
identification of incapable beneficiaries in need of representative payees; selection of suitable representative payees;
and subsequent monitoring to ensure beneficiaries’ funds are properly managed. Our audits and investigations of
representative payees have found significant problems with the management of beneficiaries’ funds that, in some
cases, had been occurring for several yearsin spite of SSA’s previous identification of these problems. We are also
concerned that SSA may not be aware of aged beneficiaries who may be in need of representative payees. We have
found that as many as 50 percent of individuals over the age of 85 may suffer from some form of dementia or
Alzheimer’ s disease; however, only 4.4 percent of SSA beneficiaries over age 85 have representative payees. We
also identified several instances of beneficiaries who may need representative payees since their payments were sent
“in-care of” nursing homes. We plan to conduct reviews focused on this population of beneficiaries who may need
arepresentative payee but do not have one. In July 2007, the National Academy of Sciences (NAS) issued areport,
Improving the Social Security Representative Payee Program: Serving Beneficiaries and Minimizing Misuse. The
report contained 28 recommendations to improve SSA’ s representative payee program. In FY 2008, we identified
several problematic conditions during our reviews of SSA’s representative payee process. We plan a number of
reviews that will provide information to the Agency asit attempts to implement the NAS recommendations.

GAO hasincluded strategic human capital management on itslist of high-risk Federal programs and operations
since FY 2001. Further, Strategic Management of Human Capital is one of five Government-wide initiatives
contained in the PMA. By the end of 2012, SSA projectsits DI rollswill have increased by 35 percent. Further, the
Agency projects 53 percent of its employees will be eligibleto retire by FY 2017. It isexpected thiswill resultin a
loss of institutional knowledge that will affect SSA’s ability to deliver quality service to the public.

SSA is being challenged to address its human capital shortfalls. The growing workload and retirement wave are
expected to have a significant impact on SSA’s ability to deliver quality service to the public. For SSA field offices
to continue providing the quality service its customers expect, we believe training is needed to enable staff to remain
current on Agency policies, procedures, operations, and changes in technology. Thus, the Agency’s succession
planning related to automated workloads is a concern. In areview of SSA field offices' training of staff, we found
SSA had a structured training program, and the training was accessible to field office employees. We aso found
most Claims and Service Representatives responding to our questionnaire were satisfied that the general and
disability-related training received for their position had hel ped them do their job effectively and efficiently, and the
training was provided timely. However, most staff perceived the existence of barriers that prevented them from
receiving training needed to perform their duties; and alack of communication with management and expressed a
need for SSA to improve the training experience. Furthermore, it isimperative that staff in mission-critical
occupations possess certain competencies. We plan to examine the issue of competency gaps for mission-critical
occupations during the upcoming FY.
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In areview of SSA’s Electronic Services (eServices), we found that over the last 9 years, SSA has automated more
of itsworkload and is attempting to conduct more of its business with the public using eServices. However, SSA
must overcome several challenges to meet its Internet services goals including increasing its use, implementing
planned enhancements, and addressing critical issues. Additionally, as the Agency implements its planned
expansion of eServices, it aso needs to develop appropriate authentication measures tailored to each electronic
application to identify individuals and maintain the security of SSA’s most sensitive information. We plan to
continue to monitor SSA’s steps to address these challenges.

Although SSA’s Internet retirement application is one of the highest rated Internet applicationsin the Government,
SSA reported that only 15.2 percent of retirement benefit claims were filed through the Internet in FY 2008.
According to Commissioner Astrue, the Agency’s online filing percentage will need to increase to 50 percent within
the next 5 years “in order to keep field offices from being totally overwhelmed.” The Agency believes maximizing
the use of modern technology and changing the service delivery model will enable SSA to continue to provide
critical servicesto all future beneficiaries. The Agency was able to issue a number of improvements to the Internet
retirement application in September 2008. However, some of the planned improvements were postponed. The
application status enhancement is planned to be released at the same time the Agency releasesiClaim -- its new
online application for Social Security Benefits which will replace the Internet Social Security Benefits Application.

SSA HAS TAKEN STEPS TO ADDRESS THIS CHALLENGE

SSA has taken some actions to address the challenges of its representative payee process. SSA provided to
Congressits response to the NAS report in April 2008. The Agency agreed with most of the recommendations
made by NAS. For example, SSA agreed to redesign the Representative Payee System, which is SSA’s database of
representative payees. SSA also committed to devel oping an interactive video training initiative to provide better
training to its employees. Additionally, SSA agreed with our report recommendations to address issues related to
the suitability of representative payeeswho are geographically separated from the beneficiaries they serve when they
conduct representative payee reviews. SSA also agreed to correct Representative Payee System records where
information does not match the Master Beneficiary and Supplemental Security Records. Further, SSA agreed to
follow up with organizational payees to recover debts owed to SSA. Finally, SSA has self-initiated random reviews
of individual representative payees servicing fewer than 15 beneficiaries and organizational representative payees
serving fewer than 50 beneficiaries.

As of September 30, 2008, SSA scored “green” in both “Current Status’ and “Progress in Implementing the PMA”
for Human Capital on the Executive Branch Management Scorecard. The Scorecard tracks how well the
departments and major agencies are executing the five Government-wide management initiatives.

SSA has implemented various strategies to address its human capital challenges, such asfilling positions before key
vacancies occur, using understudies in targeted positions, conducting leadership symposiums to strengthen
knowledge and skills of mid-level managers and developing plans to minimize competency gapsin mission critical
occupations. The Agency reported that it also redirected and established new prioritiesto address its service
delivery challenges. One of the priorities was to increase efficiency through technology. SSA reported using speech
technology for the National 800-Number Network to reduce call handle-time, increase overall accuracy, and
improve efficiency by reducing the time callers spend navigating through menu prompts. The Agency aso released
anewly redesigned Social Security Online homepage to make the website more user-friendly and to help reduce the
number of unnecessary tripsto the local Social Security office.

GAO reported SSA field offices largely met work demands between FY s 2005 and 2007, despite operating with
fewer staff and an increased demand for services. To manage the workload, field offices shared work among offices
and redirected staff to meet critical needs. The Agency also encouraged customers to make greater use of Internet
and other eServices.

Studies have shown that the public wants to conduct more business via the Internet, and SSA has taken steps to
address the challenges of offering eServicesto the public. Since the Agency publicized that the first baby boomer to
file for retirement used the Internet to file her claim, it has seen a 43-percent increase in the number of retirement
applications filed on-line. SSA’s Internet retirement application is one of the highest rated Internet applicationsin
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the Government, and the Agency estimates that Internet retirement claims have saved adjudicators an average of

13 minutes, up from 9 minutes in 2006. Furthermore, SSA has been successful in familiarizing field office staff
with the Internet application, with almost two-thirds of the staff saying it was very easy to assist the public when
asked questions regarding the application. SSA plans to implement a redesigned | nternet retirement application that
features easier navigation and simple on-screen help and will only ask questions pertinent to an individual’ s personal
situation based on information aready housed in SSA’s electronic records.
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