
 

October, 2008 

Social Security Administration (SSA) Security Awareness: Contractor Personnel 

Security Certification 

 

Purpose: This form is to be signed by contractor personnel to certify that they have 

received and understand SSA's Security Awareness Training requirements detailed 

below. 

 

I have read and understand the following SSA Security Awareness: Contractor Personnel 

Security Certification and, in accordance with this document, agree that: 

 

1. I will not construct or maintain, for a period longer than required by the contract, 

any record or file containing SSA data. 

 

2. I will safeguard SSA information (file, record, report, etc.) when taken offsite. 

 

3. I will not inspect SSA information without proper authorization. 

 

4. I will keep confidential any third-party proprietary information that may be 

entrusted to me as part of the contract. 

 

5. I will not release or disclose any SSA information to any unauthorized person.  

SSA information includes Federal Tax Information, whose unauthorized 

disclosure is subject to penalties under Sections 6103, 7213, 7213A, and 7431 of 

the Internal Revenue Service (IRS) Code.  All SSA information is also protected 

by Section 1106 of the Social Security Act. 

 

6.   If a clause addressing the protection of confidential information is included in any 

contract under which I am working, I will adhere to the policies and act in 

accordance with the procedures contained in that clause. 

 

7. If a clause addressing the protection of personally identifiable information (PII) is 

included in any contract under which I am working, I will adhere to the policies 

and act in accordance with the procedures contained in that clause.  

 

8. I understand that disclosure of any information to parties not authorized by SSA 

may lead to civil and/or criminal prosecution under Federal law (i.e. The Privacy 

Act of 1974, 5 U.S.C 552a, 20 C.F.R. Part 401, and 5 U.S.C Section 552(i)). 

 

 

 

 

                                                                                            

Contractor Employee    Date 

http://www.law.cornell.edu/uscode/usc_sec_26_00006103----000-.html
http://www.law.cornell.edu/uscode/usc_sec_26_00007213----000-.html
http://www.law.cornell.edu/uscode/usc_sec_26_00007213---A000-.html
http://www.law.cornell.edu/uscode/usc_sec_26_00007431----000-.html
http://www.ssa.gov/OP_Home/ssact/title11/1106.htm
http://www.justice.gov/opcl/privstat.htm
http://www.justice.gov/opcl/privstat.htm
http://www.ssa.gov/OP_Home/cfr20/401/401-0000.htm
http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t05t08+26+1++()%20%20AND%20((5)%20ADJ%20USC):CITE%20AND%20(USC%20w/10%20(552)):CITE%20%20%20%20%20%20%20%20%20

