
SOCIAL SECURITY   

MEMORANDUM 

Date: November 28, 2007 Refer To:  

To: The Commissioner 

From: Inspector General  

Subject: Top Issues Facing Social Security Administration Management—Fiscal Year 2008 

 

The Reports Consolidation Act of 2000 requires that we summarize for inclusion in the Social 
Security Administration’s (SSA) Performance and Accountability Report, our perspective on the 
most serious management and performance challenges facing SSA.  We have determined that the 
top management issues facing SSA in Fiscal Year 2008 are:  Social Security Number Protection, 
Management of the Disability Process, Improper Payments and Recovery of Overpayments, 
Internal Control Environment and Performance Management, Systems Security and Critical 
Infrastructure Protection, and Service Delivery and Electronic Government.  

These areas are dynamic, so we encourage continuous feedback and additional areas to evaluate.  
Our summary of SSA’s progress in addressing these management issues will be included in the 
Fiscal Year 2008 Performance and Accountability Report. 

If you have any questions or need additional information, please call me or have your staff 
contact Steven L. Schaeffer, Assistant Inspector General for Audit, at (410) 965-9700. 

S 
       Patrick P. O’Carroll, Jr. 

Attachment 

cc: 
David Rust 
David Foster 

 

 



The Reports Consolidation Act of 20001 requires 
that we summarize, for inclusion in the Social 
Security Administration’s (SSA) Performance 
and Accountability Report, our perspective on 
the most serious management and performance 
challenges facing SSA.  Since 1997, we have 
provided our perspective on these management 
challenges to Congress, SSA and other key 
decisionmakers.  In developing this year’s list, 
we considered  

• the four initiatives SSA has identified as 
priorities:  Service, Stewardship, Solvency, 
and Staff;   

 

• the most significant issues as outlined in the 
President’s Management Agenda (PMA);  

• SSA’s progress in responding to the Office of 
Management and Budget’s (OMB) Scorecard; 

• the Inspector General’s Strategic Plan; 

• the high-risk list prepared by the Government 
Accountability Office (GAO); and 

• our body of audit and investigative work. 

Finally, we prepared a crosswalk to ensure there 
was no disconnect or gap among those reviewing 
SSA’s programs and operations. 

Crosswalk of OIG Management Challenges to PMA, SSA’s Priorities, Social Security Advisory 
Board, and GAO Challenges 

PMA SSA   
Priorities 

OIG Major Management 
Challenges 

Social Security 
Advisory Board 

GAO Performance and 
Accountability Challenges

Expanded 
Electronic 

Government 

Service Service Delivery & 
Electronic Government 

 

Management of the 
Disability Process 

Service to the 
Public 

 

  Disability 
Reform 

Service Delivery 

Improve the Disability 
Determination Service 

Process and Return to Work 

Disability Insurance— 
High Risk 

Improved 
Financial 

Performance 

 

Competitive 
Sourcing 

 

Budget and 
Performance 
Integration 

Stewardship 

 

Solvency 

Improper Payments & 
Recovery of Overpayments 

Systems Security/Critical 
Infrastructure Protection  

Social Security Number 
Protection  

Internal Control 
Environment and 

Performance Management 

Social Security 
Number Case 

Handling Quality 

Social Security 
Number Misuse 

Supplemental Security 
Income  

Information Security—
High Risk 

Strategic 
Management 

of Human 
Capital 

Staff Service Delivery & 
Electronic Government 

 

Staffing 

Hiring 

Training  

Human Capital—High Risk 
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SOCIAL SECURITY 
NUMBER PROTECTION 

In FY 2006, SSA issued over 17 million 
original and replacement Social Security 
number (SSN) cards and received 
approximately $620 billion in employment 
taxes related to earnings under assigned 
SSNs.  Protecting SSNs and properly posting 
the earnings reported under SSNs are critical 
to ensuring individuals entitled to benefits 
receive the full benefits due them.  

Efforts to Protect the Social Security 
Number  

The SSN has become a key to social, legal, 
and financial assimilation in this country.  
Because the SSN is so heavily relied on as an 
identifier, it is also valuable as an illegal 
commodity. Criminals improperly obtain 
SSNs by (1) presenting false documentation;  
(2) stealing another person’s SSN;  
(3) purchasing an SSN; (4) using the SSN of a 
deceased individual; or (5) contriving an SSN 
by selecting any nine digits.   

To improve controls in its enumeration 
process, SSA verifies all immigration 
documents before assigning SSNs to 
noncitizens. SSA also requires (1) mandatory 
interviews for all applicants for original SSNs 
who are age 12 or older (lowered from age 
18) and (2) evidence of identity for all 
children, regardless of age.  In addition, SSA 
has established Enumeration Centers in 
Brooklyn and Queens, New York; Las Vegas, 
Nevada; and Phoenix, Arizona, that focus 
exclusively on assigning SSNs and issuing 
SSN cards—and it plans to open several more 
in the future. Finally, SSA requires that field 
office personnel processing SSN applications 
use the Agency’s SS-5 Assistant, a Microsoft 
Access-based application intended to increase 
control over the SSN application process, 
improve the quality of data used to assign an 

SSN, and enable management to better 
control this workload.  This program provides 
field office personnel processing SSN 
applications structured interview questions 
and requires certain data to complete the 
application process.    

In addition to these improvements, SSA has 
implemented several enhancements that will 
better ensure SSN protection. These 
endeavors were required by the Intelligence 
Reform and Terrorism Prevention Act of 2004 
and include  

• restricting the issuance of multiple 
replacement SSN cards to 3 per year and 
10 in a lifetime;  

• requiring independent verification of any 
birth record submitted by an individual to 
establish eligibility for an SSN, other than 
for purposes of enumeration at birth;   

• coordinating with the Department of 
Homeland Security (DHS) and other 
agencies to further improve the security of 
Social Security cards and numbers; and  

• strengthening the standards and 
requirements for identity documents 
presented with SSN applications to ensure 
the correct individual obtains the correct 
SSN.  

We applaud the Agency for these efforts and 
believe it has made significant strides in 
providing greater protection for the SSN.  
Nevertheless, incidences of SSN misuse 
continue.    

Fiscal Year 2008 Management Challenges 2 



 

While SSA has implemented controls to 
prevent improper SSN assignment, we are 
concerned the Agency has few mechanisms to 
curb the unnecessary collection and use of 
SSNs. Our audit and investigative work have 
taught us that the more SSNs are 
unnecessarily used, the higher the probability 
that these numbers could be used to commit 
crimes throughout society.  We are also 
concerned about the practice of assigning 
SSNs to noncitizens who will only be in the 
United States for a few months-but are 
allowed to obtain SSNs that are valid for life. 
We are currently examining the practice of 
allowing noncitizens who enter the country 
with a fiancé visa to obtain an SSN before 
marriage.      

To further enhance SSN integrity, we believe 
SSA should   

• support legislation to limit public and 
private entities’ collection and use of SSNs 
and improve the protection of this 
information when obtained,  

• work with the Internal Revenue Service to 
develop alternatives to assigning SSNs to 
noncitizens who may only be in the 
country for a few months,   

• continue its efforts to safeguard and protect 
personally identifiable information, and  

• continue to coordinate with partner 
agencies to pursue any relevant data 
sharing agreements.  

The Social Security Number and 
Reported Earnings  

Properly posting earnings ensures eligible 
individuals receive the full retirement, 
survivor and/or disability benefits due them.  
If earnings information is reported incorrectly 
or not reported at all, SSA cannot ensure all 
individuals entitled to benefits are receiving 
the correct payment amounts.  In addition, 
SSA’s programs depend on earnings 
information to determine whether an 
individual is eligible for benefits and to 
calculate the amount of benefit payments.  

SSA spends scarce resources correcting 
earnings data when incorrect information is 
reported.  The Earnings Suspense File is the 
Agency’s record of annual wage reports for 
which wage earners’ names and SSNs fail to 
match SSA’s records.  As of October 2006, 
the Earnings Suspense File had accumulated 
about $586 billion in wages and 264 million 
wage items for Tax Years 1937 through 2004.  
In Tax Year 2004 alone, the Earnings 
Suspense File grew by $66 billion in wages 
and 9.5 million wage items.   

While SSA has limited control over the 
factors that cause erroneous wage reports 
submitted each year, there are still areas 
where the Agency can improve its processes.  
SSA can improve wage reporting by 
educating employers on reporting criteria, 
identifying and resolving employer reporting 
problems, encouraging greater use of the 
Agency’s employee verification programs, 
and enhancing the employee verification 
feedback to provide employers with sufficient 
information on potential employee issues.  
SSA also needs to coordinate with other 
Federal agencies with separate, yet related, 
mandates, such as the Internal Revenue 
Service and DHS.  
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In our audits, we have encouraged SSA to 
increase collaboration with the IRS to achieve 
more accurate wage reporting, including cases 
where earnings are disclaimed by individuals 
and need to be removed from SSA and 
Internal Revenue Service records.  Both the 
Internal Revenue Service and SSA have 
encountered cases where the name and SSN 
combination is correct and the wages are 
posted to an earner’s record only to learn that 
the SSN owner did not work for the employer 
and is the victim of SSN misuse.  In other 
cases, the earners reported fraudulent income 
in an attempt to gain SSA and/or Internal 
Revenue Service benefits.  SSA needs to 
ensure it works closely with the Internal 
Revenue Service to remove such wages to  
(1) assist the SSN owners with earnings 
discrepancies, (2) minimize improper Internal 
Revenue Service tax assessments, and  
(3) reduce the chance of improper SSA and 
Internal Revenue Service payments based on 
incorrect information.  

We have also encouraged greater 
collaboration with DHS on some of these 
employer and verification issues. For 
example, in a September 2006 audit, we 
identified vulnerabilities in DHS’ 
Employment Eligibility Verification System 
or eVerify (formerly the Basic Pilot) and 
noted that coordination between DHS, SSA, 
and Internal Revenue Service would lead to 
more effective controls to minimize the 
potential misuse of this program.  In the past 
year, SSA has met with DHS officials to 
discuss these issues and assist in the 
development of controls to protect sensitive 
data.  

MANAGEMENT OF THE 
DISABILITY PROCESS 

SSA needs to continue to improve critical 
parts of the disability process, such as making 
timely disability decisions and safeguarding 
the integrity of its disability programs.  
Modernizing Federal Disability Programs has 
been on GAO’s high-risk list since 2003 due, 
in part, to outmoded concepts of disability, 
lengthy processing times, and inconsistencies 
in disability decisions across adjudicative 
levels and locations.  The Federal Disability 
Programs include SSA’s disability programs 
as well as the Department of Veterans Affairs 
disability program.  

At the forefront of congressional and Agency 
concern is the timeliness of SSA’s disability 
decisions at the hearings adjudicative level.  
The average processing time at the hearings 
level continues to increase—from 293 days in 
Fiscal Year (FY) 2001 to an estimated 512 
days in FY 2007. Additionally, the hearings 
pending workload continues to increase.  At 
the end of FY 2007, the preliminary pending 
workload was 746,744 cases—up from 
392,387 cases in FY 2001.  

As of May 2007, all State Disability 
Determination Services (DDS) and Offices of 
Disability Adjudication and Review (ODAR) 
are processing disability claims using the 
electronic folder. Processing disability claims 
electronically should reduce processing 
delays caused by organizing, mailing, 
locating, and reconstructing paper folders.    

In August 2006, SSA implemented the 
Disability Service Improvement initiative in 
the Boston region—making significant 
changes in the Agency’s disability programs, 
such as:   
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SSA’s information security challenge is to 
understand and mitigate system 
vulnerabilities.  At SSA, this means ensuring 
the security of its critical information 
infrastructure and sensitive data. A recent 
incident of the massive loss of personally 
identifiable information of a Federal agency 
demonstrates the importance of data security.  
The public will be reluctant to use electronic 
access to SSA services if it does not believe 
the Agency’s systems and data are secure. 
Without due diligence, sensitive information 
can become available to those who are not 
entitled to it and may use it for personal gain.  
To address increasing workloads and the 
changing work environment, SSA constantly 
introduces new technologies, such as the 
Internet Protocol version 6 (IPv6) and Voice 
Over Internet Protocol (VoIP).  New 
technology often brings advantages but also 
presents new security challenges.  SSA needs 
to understand and address potential risks 
before such technology is implemented.  

SSA addresses critical information 
infrastructure and systems security in a 
variety of ways.  For example, it has created a 
Critical Infrastructure Protection work group 
that works toward compliance with various 
directives, such as the Homeland Security 
Presidential Directives (HSPD) and the 
Federal Information Security Management 
Act of 2002 (FISMA). SSA created pages on 
its Intranet site on how to properly protect PII.  
In addition, SSA plans to minimize the risks 
associated with a single, national computing 
facility by acquiring a second, fully 
functional, co-processing data center.  

HSPD 12 mandates the development of a 
common identification standard for all 
Federal employees and contractors.  Federal 
Information Processing Standard 201, entitled 
Personal Identity Verification (PIV) of 
Federal Employees and Contractors, was 
developed to satisfy the requirements of 
HSPD 12.  SSA worked with other agencies 
and OMB to address HSPD 12 and comply 
with PIV I. To date, the HSPD 12 identity 
proofing has been completed for all 
employees.  Registration and issuance of 
HSPD 12 credentials is in the rollout phase in 
Headquarters as well as in Region 2.  

Under FISMA, we annually evaluate SSA’s 
security program. FISMA requires Agencies 
to institute a sound information security 
program and framework.  Since the inception 
of FISMA, we have worked with the Agency 
to ensure prompt resolution of security issues.  
The House Government Reform Committee 
rated the Agency “A” in 2006 on computer 
security based on its compliance with FISMA.  

We continuously monitor the Agency’s 
efforts to protect PII as well as its 
implementation of new technology, such as 
IPv6 and VoIP, to ensure the information 
security program is operating effectively.  
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SERVICE DELIVERY AND 
ELECTRONIC 

GOVERNMENT 
One of SSA’s goals is to deliver high-quality, 
“citizen-centered” service.  This goal 
encompasses traditional and electronic 
services to applicants for benefits, 
beneficiaries and the general public. It 
includes services to and from States, other 
agencies, third parties, employers and other 
organizations, including financial institutions 
and medical providers.  This area includes 
such areas as the Medicare Prescription Drug 
Program, the Representative Payee Process, 
Electronic Government and Managing Human 
Capital.   

Medicare Prescription Drug Program  

The Medicare Prescription Drug, 
Improvement and Modernization Act of 2003 
requires that SSA undertake several 
Medicare-related responsibilities.  This 
includes making initial low-income subsidy 
determinations under Medicare Part D, 
establishing appeals procedures for subsidy 
eligibility determinations, and periodically 
reviewing income and resources to verify 
continued eligibility.  

By February 2007, SSA had rendered over  
4.6 million low-income subsidy eligibility 
decisions, awarding subsidies to 
approximately 2.1 million applicants and 
denying subsidies to approximately  
2.5 million applicants.  Approximately  
80,000 individuals whose applications for low 
income subsidy were denied by SSA, 
appealed those denial decisions.    

Representative Payee Process   

When SSA determines a beneficiary cannot 
manage his or her benefits, SSA selects a 
representative payee who must use the 
payments for the beneficiary’s interests.  SSA 

reports there are approximately 5.3 million 
representative payees who manage about 
$49.9 billion in annual benefit payments for 
approximately 7.1 million beneficiaries.  
While representative payees provide a 
valuable service for beneficiaries, SSA must 
provide appropriate safeguards to ensure they 
meet their responsibilities to the beneficiaries 
they serve. In addition, the Social Security 
Protection Act of 2004 requires that SSA 
conduct periodic site reviews of certain types 
of representative payees.  As of June 2007, 
SSA staff reports that approximately  
2,800 organizational representative payees 
serving 50 or more beneficiaries,  
370 individual payees serving 15 or more 
beneficiaries, and 1,060 representative payees 
who are authorized to collect a fee are subject 
to these periodic reviews. During these 
reviews, SSA assesses the representative 
payee’s performance by examining 
beneficiaries’ records, reviewing the 
representative payee’s financial records, and 
interviewing beneficiaries.  Finally, if a 
representative payee is problematic or SSA 
suspects representative payee misuse of 
benefits, it will request an audit or 
investigation by our Office.  

In a July 2007 study of individual 
representative payees serving 14 or fewer 
beneficiaries and non-fee-for-service 
organizational payees serving fewer than  
50 beneficiaries, the National Academy of 
Sciences (NAS) reported that SSA should 
take steps to better prevent and detect misuse 
of beneficiary funds.  In addition, NAS 
concluded that SSA’s current methods to 
detect misuse of benefits are not reliable.  As 
such, the NAS recommended that SSA 
conduct targeted reviews of those 
representative payees most likely to misuse 
benefits.  NAS estimated this approach would 
identify about 7,000 cases of misuse and 
another 7,000 cases of possible misuse.  To 
identify those representative payees most 
likely to commit misuse, we are planning a 
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review to determine whether certain 
characteristics of representative payees—as 
identified by NAS—result in an increased risk 
of misuse.  In addition, we are planning a 
review of individual representative payees 
who act as organizations or operate “group 
homes,” which NAS believes need more 
thorough monitoring.  

Electronic Government  

Electronic Government has changed the way 
government operates and the way citizens 
relate to Government.  Americans are taking 
advantage of e-Government services offered 
to them.  In the near future, SSA expects to 
provide cost-effective e-Government services 
to citizens, businesses and other government 
agencies that will allow them to easily and 
securely transact most of their business with 
SSA electronically.  SSA has five goals in 
support of this vision.  

1. Offer citizens the e-Government services 
they want and need.  

2. Protect on-line security and privacy and 
the integrity of the SSA benefit payment 
process.  

3. Pursue e-Government partnerships and 
collaborations with other government 
agencies and private sector organizations.  

4. Implement e-Government programs that 
offer sound business case justification.  

5. Align the organization and invest in 
human capital to maximize e-Government 
progress.  

SSA’s e-Government strategy is based on the 
deployment of high volume, high payoff 
applications for both the public and the 
Agency’s business partners.  To meet 
increasing public demands, SSA has pursued 
a portfolio of services that include on-line and 

voice-enabled telephone transactions to 
increase opportunities for the public to 
conduct SSA business electronically in a 
private and secure environment.   

Managing Human Capital  

SSA, like many other Federal agencies, is 
being challenged to address its human capital 
shortfalls. As of January 2007, GAO 
continued to identify strategic human capital 
management on its list of high-risk Federal 
programs and operations.  GAO initially 
identified strategic human capital 
management as high-risk in January 2001.  In 
addition, Strategic Management of Human 
Capital is one of five Government-wide 
initiatives contained in the PMA.  

By the end of 2012, SSA projects its 
Disability Insurance rolls will have increased 
by 35 percent.  Further, by FY 2015, 54 
percent of current SSA employees will be 
eligible to retire.  This will result in a loss of 
institutional knowledge that will affect SSA’s 
ability to deliver quality service to the public. 
This, combined with the workload increase 
and the incredible pace of technological 
change, will have a profound impact on the 
public’s expectations and SSA’s ability to 
meet those expectations.  

SSA’s service and staffing challenges must be 
addressed by succession planning, strong 
recruitment and retention efforts, increased 
training, and the effective use of technology.  
As of June 30, 2007, SSA had scored “green” 
in “Current Status” and “Progress in 
Implementing the President’s Management 
Agenda” in Human Capital on the Executive 
Branch Management Scorecard.  The 
scorecard tracks how well the departments 
and major agencies are executing the five 
government-wide management initiatives. 
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