
 
 
 
 
   

SOCIAL SECURITY 
 

SOCIAL SECURITY ADMINISTRATION BALTIMORE MD 21235-0001 

May 28, 2004 
 
 
The Honorable Earl Pomeroy 
Ranking Minority Member 
Subcommittee on Oversight 
Committee on Ways and Means 
House of Representatives 
Washington, D.C.  20515 
 
Dear Mr. Pomeroy: 
 
In a March 10, 2004 letter, you asked that we review issues relating to the Social 
Security Administration’s (SSA) arrangement for storing National Computer Center 
back-up tapes and records at an off-site vault facility for recovery in the event of a 
disaster.  Your letter raised questions about several issues.  On March 18, 2004, we 
responded to you that we would conduct a review of this activity.  The enclosed report 
presents the results of our review. 
 
My office is committed to combating fraud, waste, and abuse in SSA’s operations and 
programs.  Thank you for bringing your concerns to my attention.  The report highlights 
various facts pertaining to the issues raised in your letter.  To ensure SSA is aware of 
the information provided to your office, we are forwarding a copy of this report to the 
Agency.   
 
If you have any questions concerning this matter, please call me or have your staff 
contact Douglas Cunningham, Assistant Inspector General for Congressional and 
Intra-Governmental Liaison Activities, at (202) 358-6319. 
          

Sincerely, 
 
 
 

        S 
        Patrick P. O’Carroll, Jr. 
        Acting Inspector General 
 
Enclosure 
 
cc:   
Jo Anne B. Barnhart 
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Mission 
 
We improve SSA programs and operations and protect them against fraud, waste, 
and abuse by conducting independent and objective audits, evaluations, and 
investigations.  We provide timely, useful, and reliable information and advice to 
Administration officials, the Congress, and the public. 
 
 Authority 
 
The Inspector General Act created independent audit and investigative units, 
called the Office of Inspector General (OIG).  The mission of the OIG, as spelled 
out in the Act, is to: 
 
  Conduct and supervise independent and objective audits and 

investigations relating to agency programs and operations. 
  Promote economy, effectiveness, and efficiency within the agency. 
  Prevent and detect fraud, waste, and abuse in agency programs and 

operations. 
  Review and make recommendations regarding existing and proposed 

legislation and regulations relating to agency programs and operations. 
  Keep the agency head and the Congress fully and currently informed of 

problems in agency programs and operations. 
 
To ensure objectivity, the IG Act empowers the IG with: 
 
  Independence to determine what reviews to perform. 
  Access to all information necessary for the reviews. 
  Authority to publish findings and recommendations based on the reviews. 
 
 Vision 
 
By conducting independent and objective audits, investigations, and evaluations, 
we are agents of positive change striving for continuous improvement in the 
Social Security Administration's programs, operations, and management and in 
our own office. 
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Background 
OBJECTIVE 
 
Our objective was to address the issues raised by Congressman Earl Pomeroy in his 
March 10, 2004 letter, regarding the Social Security Administration’s (SSA) 
arrangement for storing National Computer Center (NCC) back-up tapes and records at 
an off-site vault facility.  Specifically, concerns were raised about:  (1) the security in the 
storage of SSA back-up tapes and records; (2) the current contractor’s compliance with 
established SSA and industry security standards; and (3) the process recently used by 
SSA to award the off-site storage of magnetic media contract to the incumbent 
contractor.  
 
BACKGROUND  
 
SSA backs up software applications and data records from the NCC on magnetic tape 
on a daily basis.  These tapes are sent to an off-site storage facility (storage facility) 
Monday through Friday.  These tapes are used to restore NCC software applications 
and data records in the event that a temporary outage or a disaster occurs.  The tapes 
are also used in the SSA annual disaster recovery test.  Prior to 1997, back-up tapes 
were sent twice weekly to the SSA storage facility located in Wilkes-Barre, 
Pennsylvania.  In 1997, SSA issued a Request-for-Proposal (RFP) for a storage facility 
for NCC back-up tapes.  Three vendors submitted responses.  The contract period 
included a base year with 4 optional years not to exceed 60 months.  This contract was 
awarded to Independent Services Corporation (ISC).  In 2003, at the end of the initial 
contract period, SSA issued a Request-for-Quote (RFQ) for the same services.  SSA 
received three responses to the RFQ.  SSA awarded the new contract to ISC.  One of 
the unsuccessful vendors protested the contract award.  SSA is currently revising the 
RFQ for the re-competition of this contract. 
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Appendix A 

Acronyms 
DOD Department of Defense 

GAO General Accounting Office  

ISC Independent Services Corporation 

NCC National Computer Center 

NIST National Institute of Standards and Technology 

OMB Office of Management and Budget 

RFP Request-for-Proposal 

RFQ Request-for-Quotation 

SSA Social Security Administration 
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Appendix B 

Scope and Methodology 
To answer the Congressman’s questions related to the Social Security Administration’s 
(SSA) use of an off-site storage facility (storage facility), we: 
 

• Reviewed relevant contract documentation and the revised Request for 
Quotation; 

 
• Reviewed SSA’s policies and procedures and industry best practices regarding 

the storage of back-up tapes and records; 
 

• Conducted interviews with SSA personnel involved with the processes of the 
awarding and protest activities associated with this contract; 

 
• Reviewed other audit reports involving an assessment of physical security of the 

storage facility and Disaster Recovery; and 
 

• Conducted a physical security review of the contractor’s storage facility in 
April 2004. 

 
Our work was conducted at the Headquarters complex in Baltimore and the storage 
facility in New Windsor, Maryland during March and April 2004.  We conducted our 
review in accordance with the President’s Council on Integrity and Efficiency’s Quality 
Standards for Inspections. 



 

  

DISTRIBUTION SCHEDULE 
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Overview of the Office of the Inspector General 
 
 

Office of Audit 
The Office of Audit (OA) conducts comprehensive financial and performance audits of the 
Social Security Administration’s (SSA) programs and makes recommendations to ensure that 
program objectives are achieved effectively and efficiently.  Financial audits, required by the 
Chief Financial Officers' Act of 1990, assess whether SSA’s financial statements fairly present 
the Agency’s financial position, results of operations and cash flow.  Performance audits review 
the economy, efficiency and effectiveness of SSA’s programs.  OA also conducts short-term 
management and program evaluations focused on issues of concern to SSA, Congress and the 
general public.  Evaluations often focus on identifying and recommending ways to prevent and 
minimize program fraud and inefficiency, rather than detecting problems after they occur.  

Office of Executive Operations 
The Office of Executive Operations (OEO) supports the Office of the Inspector General (OIG) 
by providing information resource management; systems security; and the coordination of 
budget, procurement, telecommunications, facilities and equipment, and human resources.  In 
addition, this office is the focal point for the OIG’s strategic planning function and the 
development and implementation of performance measures required by the Government 
Performance and Results Act.  OEO is also responsible for performing internal reviews to ensure 
that OIG offices nationwide hold themselves to the same rigorous standards that we expect from 
SSA, as well as conducting investigations of OIG employees, when necessary.  Finally, OEO 
administers OIG’s public affairs, media, and interagency activities, coordinates responses to 
Congressional requests for information, and also communicates OIG’s planned and current 
activities and their results to the Commissioner and Congress. 

Office of Investigations 
The Office of Investigations (OI) conducts and coordinates investigative activity related to fraud, 
waste, abuse, and mismanagement of SSA programs and operations.  This includes wrongdoing 
by applicants, beneficiaries, contractors, physicians, interpreters, representative payees, third 
parties, and by SSA employees in the performance of their duties.  OI also conducts joint 
investigations with other Federal, State, and local law enforcement agencies. 

Counsel to the Inspector General 
The Counsel to the Inspector General provides legal advice and counsel to the Inspector General 
on various matters, including:  1) statutes, regulations, legislation, and policy directives 
governing the administration of SSA’s programs; 2) investigative procedures and techniques; 
and 3) legal implications and conclusions to be drawn from audit and investigative material 
produced by the OIG.  The Counsel’s office also administers the civil monetary penalty program. 

 


