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1919thth Versus 21Versus 21stst Century CrimeCentury Crime

1919thth Century Crime is PhysicalCentury Crime is Physical
2121stst Century Crime is Virtual requiring:Century Crime is Virtual requiring:

New investigative toolsNew investigative tools
New Prevention techniquesNew Prevention techniques
New forensics toolsNew forensics tools
New defensive measuresNew defensive measures
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ExampleExample
1919thth Century kidnapping Century kidnapping –– The victim is The victim is 
a PERSON.a PERSON.

Requires Physical ContactRequires Physical Contact
ComplexComplex

2121stst Century kidnapping Century kidnapping –– the victim is the victim is 
DATA.DATA.

No Physical Contact RequiredNo Physical Contact Required
Can Be Executed Virtually From Any Can Be Executed Virtually From Any 
LoationLoation Worldwide.Worldwide.
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Technology Provides Criminal Technology Provides Criminal 
AdvantagesAdvantages

Stealth Communication Tools. Stealth Communication Tools. 
Voice Over IPVoice Over IP
WWW.SKYPE.COMWWW.SKYPE.COM –– Encrypted Computer Encrypted Computer 
To Computer Free Internet CommunicationTo Computer Free Internet Communication
Encryption TechnologyEncryption Technology
Concealment Technology Concealment Technology –– StenographyStenography
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http://www.skype.com/


2121stst Century Investigative Tools Century Investigative Tools 
Are NeededAre Needed

Advanced Computer Forensics.Advanced Computer Forensics.
Advanced Digital Content Forensics Advanced Digital Content Forensics 
Tools Are Needed.Tools Are Needed.
RealReal--time Investigative Tools Are time Investigative Tools Are 
Needed.Needed.
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22ndnd Generation Phishing ScamsGeneration Phishing Scams

11stst Generation Delivered Messages Via Generation Delivered Messages Via 
EE--mail.mail.
22ndnd Generation Involved Attacking ISPs Generation Involved Attacking ISPs 
And Hijacking The Whole Website. And Hijacking The Whole Website. 
Thus, Customers Were ReThus, Customers Were Re--routed To routed To 
Hijacked Website without touching The Hijacked Website without touching The 
Customer.Customer.
A Deeper Attack.A Deeper Attack.
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Need To Protect Your Digital Need To Protect Your Digital 
AssetsAssets

Protect Your DATA.Protect Your DATA.
Protect Your Networks.Protect Your Networks.
Implement Data Security Audits.Implement Data Security Audits.
Any Device Can Be A Delivery Method Any Device Can Be A Delivery Method 
For a Virus Or A Trojan Horse.For a Virus Or A Trojan Horse.
You Are Only As Strong As Your You Are Only As Strong As Your 
Weakest Point.Weakest Point.
Implement Logging Tools.Implement Logging Tools.
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Miniaturization TechnologyMiniaturization Technology
Any Device Can Be A Wireless Audio Or Any Device Can Be A Wireless Audio Or 
Video Recorder.Video Recorder.
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Terrorism & The InternetTerrorism & The Internet
www.Islamway.comwww.Islamway.com
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Terrorism & The InternetTerrorism & The Internet
www.microsoft.comwww.microsoft.com
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Terrorism & The InternetTerrorism & The Internet
www.Palestinewww.Palestine--info.infoinfo.info
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Terrorism & The InternetTerrorism & The Internet
www.nypd.nyc.ny.uswww.nypd.nyc.ny.us

•Published by SSA OIG with permission from the author -- 2006



Terrorism & The InternetTerrorism & The Internet
www.Qudswsay.comwww.Qudswsay.com
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Terrorism & The InternetTerrorism & The Internet
www.dhs.govwww.dhs.gov
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Terrorism & The InternetTerrorism & The Internet
We will go We will go 

after their after their 
financial financial 
assets, but assets, but 
not their not their 
Internet Web Internet Web 
sites and sites and 
Internet Internet 
Marketing Marketing 
Campaigns!Campaigns!
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Terrorist FinancingTerrorist Financing
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Terrorist FinancingTerrorist Financing
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Terrorist FinancingTerrorist Financing
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99--11 Hijackers11 Hijackers
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8 Out Of The 19 Hijackers (42%) Are 8 Out Of The 19 Hijackers (42%) Are 
GenologicallyGenologically RelatedRelated
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Mohammad AttaMohammad Atta’’s Aliasess Aliases
Mohamed AttaMohamed Atta
Mehan AttaMehan Atta
Mohammad El AmirMohammad El Amir
Muhammad AttaMuhammad Atta
Mohamed El SayedMohamed El Sayed
Mohamed ElsayedMohamed Elsayed
Muhammad Muhammad Al Amir Awag Al Sayyid AttaMuhammad Muhammad Al Amir Awag Al Sayyid Atta
Muhammad Muhammad AlMuhammad Muhammad Al--Amir Awad Al SayadAmir Awad Al Sayad
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Mohammad AttaMohammad Atta’’s Aliasess Aliases
MohamedMohamed AttaAtta
Mehan AttaMehan Atta
MohammadMohammad El AmirEl Amir
MuhammadMuhammad AttaAtta
Mohamed Mohamed El SayedEl Sayed
Mohamed Mohamed ElsayedElsayed
Muhammad Muhammad Muhammad Muhammad Al AmirAl Amir AwagAwag Al SayyidAl Sayyid AttaAtta
Muhammad Muhammad Muhammad Muhammad AlAl--AmirAmir AwadAwad Al SayadAl Sayad
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Mohammed AbdelMohammed Abdel--Rahman Rahman 
AbdelAbdel--RaRa’’ouf Alouf Al--QudwaQudwa

Mohammed AbdelMohammed Abdel--RaRa’’ouf Arafat ouf Arafat 
AlAl--QudwaQudwa AlAl--HussaeiniHussaeini

YasirYasir ArafatArafat
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Case In PointCase In Point
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THANK YOUTHANK YOU
Sam KharobaSam Kharoba
First Capital TechnologiesFirst Capital Technologies
P.O. Box 77031P.O. Box 77031
Baton Rouge, LA 70879Baton Rouge, LA 70879
Samk@firstcapitaltech.comSamk@firstcapitaltech.com
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