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Instructions for Applying a Digital Signature for External Customers with a Certificate-based Digital Signature

DISCLAIMER: SSA includes the following instructions for using Adobe, and disclaims any
liability caused by your use of this product.

IMPORTANT: Before beginning this tutorial, make sure that the document you are digitally signing is
in PDF format.

A. Purpose

This procedure establishes the necessary steps for using Adobe Reader or Acrobat Pro to apply a
certificate-based digital signature to a PDF with a pre-placed signature box.

This is a general guide only. Not every agency will have the same screens, errors, or method for
applying a digital signature to a PDF. If your agency already provided instructions for applying a
digital signature to a PDF, you should follow your agency provided instructions.

B. Applicability

This document establishes the necessary steps for using Adobe Reader or Acrobat Pro to apply a certificate-
based digital signature to a data exchange business document PDF or a scanned PDF document with
approved digital signature use.

C. Requirements

Resources required to complete this procedure include:

Adobe software.
The document to be signed in PDF form saved locally on the computer.
A digital certificate for identity verification or Smart Card.

D. Procedure for Signing a PDF Document without credential (PIV card)

1.

Open the PDF file with Adobe.

) ] ] £}§ Certificates
Find the function labeled “Certificate”
i. Click on the “Certificate” option on the right side panel and a popup box will give
you direction to create your signature space. Note: Be sure to scroll down to the space
you would like your signature to display.

Note: In previous versions the “Certificate” function was found under other functions such as
“Fill & Sign”, however in more recent versions of Adobe, you may find the “Certificate”
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function as a standalone option. If you do not see the “Certificate” function, please check under
other functions such as “Fill & Sign”.

3. Scroll down through the document to the signature line or where the signature is desired (i.e. —
Authorized Signatures and Dates), click and hold the left mouse button, and drag the cursor at
an angle away from your starting point.

NOTE: The rectangular box should measure out to be the same space of the signature line so
that the signature will be an adequate size and is readable.

Authorized Signature

The signatories below warrant and represent that they have the competent authority on behalf of
their respective entities to enter into the obligations set forth in this agreement.

Electronic Signature Acknowledgement: By clicking the [SIGN] button, you are signing the
document electronically. You agree that your electronic signature has the same legal validity and
effect as your handwritten signature on the document, and that it has the same meaning as your
handwritten signature.

Social Security Administration

-

John Doe
Deputy Commuissioner for Nothing

4. A pop-up window will appear. If the “Sign with a digital ID” drop down is not already
populated with your signature, choose “Configure New Digital ID”.

@ ‘ ( Configure New Digital ID ) ( Cancel )

5. Choose “Save to Windows Certificate Store”, so that the digital ID you create will be available
the next time you need to sign a document. Once you create this digital ID, you can reuse it on
future documents.
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Digital IDs are typically 0O Q[E] Save to File

issued by trusted providers - -

that assure the validity of Save the Digital ID to a file in your computer

the identity.

Self-signed Digital ID may

not provide the same |evel Save to Windows Certificate Store

of assurance and may o | Q[E) Save the Digital ID to Windows Certificate Store to
be accepted in some use

be shared with other applications
cases.

Consult with your recipients
if this is an acceptable form
of authentication.

® = oyt

6. You will create your digital ID by filling in Name, Organization Unit, Organization Name and
email address. Press “Save” when you have completed the information for you and your
organization.

Enter the identity Na John Doe

information to be used for

creating the self-signed Organizational Unit Enter Organizational Unit...

Digital ID.

Digital IDs that are self- Organizatign Name Enter Organization Name...

signed by individuals do not Q

provide the assurance that Emai SS JohnDoe@Organization.com

the identity information is

valid. For this reason they . US - UNITED STATES v

may not be accepted in Country/Regpon

SOMe use cases.
Key Algor 2048-bit RSA N
Use Digital ID for Digital Signatures e

0

7. Preview your Digital ID. If the Digital ID appears correct, then click “Sign”. This will append
your Digital ID to the place you have chosen in step #4.
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Digitally signed
JOhn by John Doe

Date: 2020.04.15
Doe 14:43:10 -04'00'

[J Lock document after signing View Certificate Details
Review document content that may affect signing

Note: The signature appearance will look similar to the example below.

Verify the displayed information is correct. Click “Sign.”

The system will prompt you to save the document. You can save the document with its current
name or rename the document. Save the document. Note: This is important so that you will
have a copy for your records to have the capability to share the signed document.

] Save As . ) -
i ave " - “ - ﬂ
eomrx | e |
Users » Desktop » v | 9 |l| Search Desktop b
e —l — 2
Organize v New folder = v @

# Downloads A Name Date modified Type
. Recent Places
|| File folder
b New Users File folder
4 Libraries N , o
@ - Internet Shortcut

m

< Documents
(@ Completed Forms

o Music 3 . o < i
ik ‘i Pages from eSign screen shots Adobe Acrobat D..
b= FiCtures
(&) N cut
B Videos e
1M Computer
- 4 m »
T - From Sign screen shotd .
Save as type: P v]

~ Hide Folders Save to Online Account
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save ||| cancel |
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NOTE:When all signatures are valid, a message will display that the document is “Signed and
all signatures are valid.” (Refer to example below.) The “Signed and all signatures are valid”
may not always appear. If your digital signature still appears in place of the rectangle, you may
proceed.

(Signed and all signatures are valid)

15 Spnature Faned

Authorized Signature

The signatories below warrant and represent that they have the competent authority on behalf of
their respective entities to enter into the obligations set forth in this agreement.

Electronic Signature Acknowledgement: By clicking the [SIGN] button, you are signing the
document electronically. You agree that your electronic signature has the same legal vahdity and
effect as your handwritten signature on the document. and that it has the same meaning as your
handwritten signature.

Social Security Administration

Digitally signed by Jehn Doe
DN: en=John Doe, o=0DX,

h D ou=ORDP,
O n 0 e email=john.Doe@nowherecom,

c=Us
Date: 2018.08.23 14:35:38 -04'00

Jolm Doe
Deputy Commissioner for Nothing
Date: 8/11/18

14. When the document is signed and all signatures are valid, you are now able to share your saved
document.

NOTE: If there are problems with at least one signature, a message will display reading “At
least one signature has problems.” (Refer to example below.) If this happens with your
signature, you should try electronically signing again or correct the issues before sending to the
requestor. Otherwise, the signature will not be considered valid, and you must electronically
sign again beginning with step #1.
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(At least one signature has problems)

AUTHORIZING SIGNATURES AND DATES

The signatories below warrant and represent that they have the competent authonity on behalf of their respective agencies to enter into
the obligations set forth in this Agreenient

E. Procedure for Signing a PDF Document with credential (PIV card)

1. Insert your Smart Card credential into the card reader.
2. Open the PDF file with Adobe.

] ) ) é@ Certificates
3. Find the function labeled “Certificate”

i. Click on the “Certificate” option on the right side panel and a popup box will give
you direction to create your signature space. Note: Be sure to scroll down to the space
you would like your signature to display.

Note: In previous versions the “Certificate” function was found under other functions such as
“Fill & Sign”, however in more recent versions of Adobe, you may find the “Certificate”
function as a standalone option. If you do not see the “Certificate” function, please check under

other functions such as “Fill & Sign”.

4. Scroll down through the document to the signature line or where the signature is desired (i.e. —
Authorized Signatures and Dates), click and hold the left mouse button, and drag the cursor at

an angle away from your starting point.

NOTE: The rectangular box should measure out to be the same space of the signature line so
that the signature will be an adequate size and is readable.
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Authorized Signature

The signatories below warrant and represent that they have the competent authority on behalf of
their respective entities to enter into the obligations set forth in this agreement.

Electronic Signature Acknowledgement: By clicking the [SIGN] button, you are signing the
document electronically. You agree that your electronic signature has the same legal validity and
effect as your handwritten signature on the document, and that it has the same meaning as your
handwritten signature.

Social Security Administration

-

John Doe
Deputy Commuissioner for Nothing

a. Verify the displayed information is correct. Click “Sign.”

Digitally signed
JOhn by John Doe
Date: 2020.04.15

Doe 14:43:10 -04'00"

[J Lock document after signing View Certificate Details

Review document content that may affect signing
o

b.  The system will prompt you to save the document. You can save the document with its
current name or rename the document. Save the document. Note: This is important so that you
will have a copy for your records and have the capability to share the signed document.



Instructions for Applying a Digital Signature for External Customers with a Certificate-based Digital Signature

E Save As - 2 - B
1 7o 00w
OVJ o« Users » N » Desviop » v |¢, ‘| Search Desktop ol
Organize » New folder = - (7]
& Downloads *  Name . Date modified Type
| Recent Places
I File folder
Librari New Users File folder
L .I ranes | @]BEX Internet Shortcut
| ¢ Documents = -
@, Completed Forms Shortcut
/J‘ Music :
] Pages from eSign screen shots Adobe Acrobat D...
) ] Pages from eSig hot Adobe Acrobat D
=) Pictures
i TekPro Apps Shortcut
E Videos
1% Computer
&, 0sDisk (C)
# marchik.blaine (\ e = -
[Tl WPages from eSign screen shot: -
Save as type: {Adobe PDF Files (*.pdf) v}
 Hide Folders Save to Online Account I Save ] [ Cancel ]
F

c. A new pop-up window will appear prompting you to enter the PIN associated with your
Smart Card credential. Enter the PIN and select “OK.”

) |

Microsoft Smart Card Provider
Please enter your PIN.

IQJ [p:: ]

[ oK ] Cancel

d. After entering your PIN, the digital signature will appear in place of the rectangle.

When all signatures are valid, a message will display that the document is “Signed and all
signatures are valid.” (Refer to example below.)

NOTE: The “Signed and all signatures are valid” may not always appear. If your digital
signature still appears in place of the rectangle, you may proceed.

(Signed and all signatures are valid)
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XII. Integration Clause

XIII. Authorized Signature (Example for adding electronic signature acknowledgement language)

The signatories below warrant and represent that they have the competent authority on behalf of their
respective entities to enter into the obligations set forth in this agreement. (The electronic signature
acknowledgement language should go just below this authonzed signature language n the signature

section.)

Electronic Signature Acknowledgement: By clicking the [SIGN] button, you are signing the document
electronically. You agree that your electronic signature has the same legal validity and effect as vour
handwritten signature on the document, and that it has the same meaning as your handwritten signature.

Social Security Administration
Digitally signed by John Doe
DN: cn=John Doe, 0=0DX, ou=0RDP,
o n Oe email=john Dosgnowhere.com, =US
Date: 2018.08.23 08:5823 -0400"
Name of Signatory
Position Title and Office of Signatory

e. When you sign the document and all signatures are valid, save the signed document and
return to the requestor.

NOTE: If there are problems with at least one signature, a message will display reading “At
least one signature has problems.” (Refer to example below.)

If this happens with your signature, you should ensure to correct the issues before sending to the
requestor. Otherwise, the signature will not be considered valid and you must electronically sign
again beginning with step #1.

(At least one signature has problems)
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AUTHORIZING SIGNATURES AND DATES

The signatories below warrant and represent that they have the competent authonity on behalf of their respective agencies 1o enter into
the obligations set forth in this Agreement,
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