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1.0 Introduction
State Children’s Health Insurance Program – Internet (SCHIP-I) is a Web-based application enabling State agencies to  submit data requests to the Social Security Administration (SSA) and receive a citizenship verification real-time via the Internet.  
The SCHIP-I Customer Support Manual (CSM) is designed to assist the State’s technical support team and SSA Help Desk in the event of a SCHIP-I system or processing error.  Access to SCHIP-I is restricted to State users who require it in order to perform their official duties.  All personnel having access to SCHIP-I must be knowledgeable of the confidential nature of the information, the safeguards required to protect the records, and the civil and criminal sanctions for non-compliance contained in the applicable Federal laws.
2.0 System Availability and Performance
Specifications for SSA’s system availability and performance are described below.  SCHIP-I has adopted the system availability specifications for SSA data exchange applications.  
2.1 System Availability

The SCHIP-I application is available during the following times (all hours listed are in Eastern Standard Time):

	Monday – Friday
	5 a.m. – 1:00 a.m.

	Saturday
	5 a.m. – 11:00 p.m.

	Sunday
	8:00 a.m. – 11:30 p.m.

	Federal Holidays
	Same availability hours as Monday – Sunday on which the holiday occurs.


2.2 System Performance

When SSA systems are available, results from SCHIP-I are returned to the State application server within seconds after SSA receives the requests.

3.0 Security Requirements

SCHIP-I has specific requirements for system and information security.  The security information described below is adapted from the security documentation prepared by SSA’s Systems Security Office.
3.1 Systems Security 

SSA provides each State with a machine Personal Identification Number (PIN) and password.  The PIN and password are valid for the life of the SCHIP Agreement, providing that the State continues to adhere to SSA’s minimum security requirements.  The State server formats a user’s request into Hypertext Transfer Protocol (HTTP)/Extensible Markup Language (XML) and adds an HTTP header containing the Base64-encoded PIN and password.  The State server sends this request via a secure connection using a Virtual Private Network (VPN).  Upon successful authentication by SSA, the request is then allowed to invoke the SCHIP-I server program.  
3.2 Information Security

For information on security requirements, guidelines, and other related documentation, contact SSA’s Office of Information Security (OIS).   
Their email address is:  DX.Compliance.OIS@ssa.gov.
4.0 Error Messages
The following tables list a few of the error messages that may require the State technical team to contact the SSA National Help Desk (reference Section 5.0 for contact information).  The instructions preceding each table describe the necessary course of action.  
When encountering one of the HTTP error messages in Table 1 (below) or time-out issues with the SCHIP-I connection, check the Uniform Resource Locator (URL) and try to re-submit the request.  If the error message or time-out persists, contact the SSA Help Desk - your VPN tunnel or the SSA Production region maybe unavailable.  Refer to Section 5.0 for contact information.  
Table 1 – HTTP Errors
	Error Number & Message

	400

Bad Request

	401

Unauthorized

	403

Forbidden or Connection Refused by Host

	404 

Not Found or Object Not Found

	500

Internal Server Error

	501

Not Implemented

	502

Service Temporarily Overloaded

	503

Service Unavailable


Contact the SSA Help Desk when encountering the error number and message in Table 2 (below) in the XML response from SSA.  Refer to Section 5.0 for contact information.  These error messages are triggered by the possibility of errors in the data or links to the data.  
Table 2 – Data Errors
	Error Code
	Message

	E400
	INVALID COMMAREA LENGTH

	E420
	INVALID APPLID REQUEST (A=SCHIP only valid ID)

	E440
	NO VALID SSN OR CAN RECEIVED (ssn/can is spaces or not numeric)

	E460
	ACCESS DENIED (UIQ States Only)

	E888
	INVALID DATE OF BIRTH

	S400
	ERROR GETTING MEMORY (error on getmain)

	S401
	FAILED – TERMERR (terminal error)

	S402
	FAILED – LENGERR (length exceeds the max)

	S403
	FAILED – NOTALLOC (facility specified not owned by the application

	S404
	FAILED – NOTALLOC (issued for any other non-zero return code)

	S425
	BAD LINK TO SCHIP APPL(bad link to driver QV02C00)

	S430
	BAD LINK TO GU02 (gu02c00)

	S435
	BAD RETURN FROM GU02 (gu02c00)

	L999
	LINK TO QV00 FAILED RESP = X (X equals an 8-digit CICS response code)

	E101
	SSN INVALID (input ssn is spaces)

	E102
	SSN INVALID (input ssn is not spaces)

	E110
	EVS FAIL (input ssn is spaces)

	E120
	EVS FAIL (input ssn is not spaces)

	E600
	(from IENP) BAD RETURN FRO  IENP

	E710
	CRI-FAIL

	E888
	INVALID SOC.SEC.NUMBER

	E888
	INVALID STATE CODE

	E888
	INVALID DATE OF BIRTH IN QV00C00

	E888
	INVALID SIRNAME

	E888
	INVALID GIVEN NAME

	E888
	NON NUMERIC BENE FPAY NUMBER (ric x ssn is non numeric)

	S505
	ERROR LINKING TO GUNUC01

	S505
	FNAV ERROR NUMIDENT NOT AVAILABLE

	S505
	GCTP ERROR LINK TO GCTPCELP FAILED

	S505
	GTM1 ERROR GETMAIN FOR DEC FAILED

	S505
	GTM2 ERROR GETMAIN FOR COMPRESSED FAILED

	S505
	GUDB ERROR LINK TO GUNMC00 FAILED VERIFY DOB

	S505
	GUNM ERROR LINK TO GUNMC00 FAILED VERIFY NAME

	S505
	LNGE ERROR WRONG COMM-AREA LENGTH PASSED TO GUNUC00

	S505
	RNIF ERROR RECORD NOT IN FILE

	S505
	BAD RET CRI-ST

	S505
	ERROR LINKING TO CRI PROGRAM EQ04C00

	S505
	ERROR CRI TABLE FULL

	S505
	BAD RETURN FROM CRIGET (cri return is not 12 or **** or rnif), possibility that the record is in transition or being updated.  State to re-query, if after reasonable amount of tries still unsuccessful contact the Regional Office Online Data Exchange Coordinator for assistance.

	S505
	RT 12 CRI RETURN CODE IS 12

	S505
	ERROR LINKING TO IENPVAL

	S505
	ERROR LINKING TO PROGRAM QV03C00

	S505
	ERROR LINKING TO CRI PROGRAM EQ04C00

	S505
	ERROR LINKING TO MBR PROGRAM EQ01C00 
(MBR read)

	S505
	ERROR IN GETMAIN FOR SSR

	S505
	ERROR GETTING MEMORY (GETMAIN)

	S502
	PROBLEM BRKDWN-SPREAD

	S503
	PROBLEM SSR-SPREAD

	S505
	ERROR LINKING TO PROGRAM QV04C00

	S505
	ERROR LINKING TO PROGRAM QV05C00

	S505
	TRANSACTION IIVE NON NUMERIC BENE PAY NUMBER

Possibility SSA is updating database, State to re-query, if after reasonable amount of tries still unsuccessful contact the Regional Office Online Data Exchange Coordinator for assistance.  


5.0 Contact Information
When the State technical team has a problem with the SCHIP-I connection or application, they should call the SSA National Help Desk at 1-877-697-4889.
The SSA National Help Desk is available 24 hours a day, 7 days a week, and their function is to document incoming calls, check if the SSA Production region is available and forward the information to the SCHIP-I Project Team for service as quickly as possible.

When calling into the 1-877-697-4889 number, select Option 0 when prompted.  This will transfer you to the appropriate Help Desk operator.  Be prepared to provide the following information when calling: 
Note: Responses are formatted in bold and should be presented to the help desk technician exactly as shown below.
1. Software Name:  SCHIP-I State Children’s Health Insurance Program – Internet
Note: If asked for an Effect Project, inform the operator that SCHIP-I application is listed under the Software Name category.
2. Site ID: INTERNET
Then provide your State/Territory code and Agency name.

Example: For the state of Colorado you would provide – CO; Dept. of Human Services.
3. Production Region:  CIPCWG1, CIPSOA1 

4. CICS Transaction ID:  CWBA
5. Application Server Identification:  Web Aware Program GW06C00
6. Provide the State’s PIN Number.
7. Your name, phone number, location, and after hours contact information.
8. Identify the problem or issue you are experiencing. 
· Exactly what is the issue or problem and when did it occur?  (identify the specific error number and message returned from SSA)
· Is the problem specific to one user or many users?

· Are there any specific error messages?  (Refer to Section 4.0 for a list of common errors) 
· If applicable, provide the complete error code and message received.

· When did the application last work successfully?
9. Are there any other problems with any other applications at your site?
10. Assignee Branch Code:  290

Note: If the operator is unable to determine the Branch Code, provide them this number.
6.0 Glossary
This section defines acronyms and terminology used in this document.

	Acronym
	Definition

	CRI
	Client Record Index

	CSM
	Customer Support Manual

	HTTP
	Hypertext Transfer Protocol

	PIN
	Personal Identification Number 

	SCHIP-I
	State Children’s Health Insurance Program - Internet

	SSA
	Social Security Administration

	SSN
	Social Security Number

	URL
	Uniform Resource Locator

	VPN
	Virtual Private Network

	XML
	Extensible Markup Language


7.0 Revision History
	Version
	Date
	Reason for Change
	Author

	1.0
	03/31/11
	Initial version.
	Chris Cleveland

	1.1
	12/16/13
	Updated OIS’s information
	Christina Wilson
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