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I. About This Publication

Electronic Wage Reporting Web Service (EWRWS) Client Development Reference Guide is for developers who build/maintain payroll and tax reporting software, as well as payroll service providers, who wish to enhance their offering by leveraging a Web Service for Electronic Wage Reporting (EWR) provided by the Social Security Administration.  Referred to as Consolidators in this guide, these companies serve as conduits to receive wage data from their customer base, generate the wage information in Electronic Filing (EF) format and electronically submit the resultant files to SSA with their information specified as the Submitter.  This document serves as a guide for Consolidators and software developers to assess their current technical proficiency, provides guidance to develop Web Service client software, and to conduct interface testing with the EWR Web Service.
II. What is the EWR Web Service?

The EWR Web Service (EWRWS) is a web resource provided by the Social Security Administration (SSA) to allow for the seamless exchange of wage information through a distributed service-oriented architecture.  The Office of the Deputy Commissioner for Systems (ODCS) within SSA has created this Web Application Program Interface (Web API), which can be accessed from a program or client application by using platform-independent and language-neutral web protocols, such as Hyper Text Transfer Protocol Secure (HTTPS) and Simple Object Access Protocol (SOAP).

III.  General Technical Competencies
In order to develop EWR Web Service independently, it is necessary that the development team of the requesting company (Consolidator) have a thorough understanding and expertise in the following technical areas:
· Simple Object Access Protocol (SOAP) Version 1.2 

· Web Services Description Language (WSDL) 

· Web Services Basic Security Profile 

· Hypertext Transfer Protocol Secure (HTTPS)

· Extensible Markup Language (XML)

· XML Data Creation, Data Parsing, Schema

· SSL Secure Socket Layer Digital Certificates using X.509 Standards
IV. EWR Web Service Security
To implement security for the data exchanged between the EWR Web Service and its clients, EWR Web Service uses the following techniques:

· User Authentication:  The Requesting Party’s authorized representative must register with the Integrated Registration Services (IRES) utility of Business Services Online (BSO), and get a User Identifier (ID)/password (credential), as well as acquire access to EWR Web Service.

· HTTPS:  EWR Web Service secures the communication with the Client application using HTTPS, ensuring proper encryption of the data exchanged.
· Digital Signature: The SOAP message sent by a EWR Web Service client must include the X.509 digital certificate issued by a trusted Certificate Authority (CA).

EWR Web Service client must utilize the SOAP for message packaging and implement the WSS to include the credential and the Digital Signature in the SOAP message sent to EWR Web Service.
V. What Operations are Supported in the EWR Web Service?

The EWR Web Service includes operations to test connectivity, submit wage files that are in EF format, resubmit wage files (if receiving Resubmission Notice letters from SSA), and view the status of submissions. 
1. Ping

The Ping operation is used to verify the availability of the EWR Web Service. It may also be used to validate the PIN/Password required to connect to the service as well as check the deprecation and sunset dates for the requested version. It is represented in the WSDL as follows:

<wsdl:operation name="ping">

<wsdl:input message="intf:pingRequest" name="pingRequest"/>

<wsdl:output message="intf:pingResponse" name="pingResponse"/></wsdl:operation>

The Ping operation supports request-response messages whereby the endpoint receives a message (request) and sends a correlated return message (response).  There are no required input parameters in the body of the message; however, a valid PIN and Password must be included in the Web Services Security (WS-Security) header along with a X.509 Digital Certificate to authorize the request (refer to the Characteristics of EWR Web Service Calls section in this guide).

Authorization of a Web Service request occurs in two distinct steps.  First, the PIN and Password and Digital Signature are verified to be valid.  Then, the PIN is verified to have the appropriate authority to initiate the EWR Web Service request.  If the PIN and Password and Digital Signature are valid, and the Web Services role has been granted to the account, the request is processed and a response sent.  The response includes the following output as appropriate:

· Return Code: provides either an indication if the transaction was successful (OK) or the details of a current maintenance window (MNT).

· Transaction Timestamp: indicates the time and date the Web Service request was received at SSA. 

· Error Info: provides detailed information regarding an error condition (e.g., authentication/authorization failure).

· Error Date Info: indicates the date and time associated with a respective error condition.

· Deprecation Date: defines the date after which the requested version of the Web Service is no longer the most current version.

· Sunset Date: defines the date after which the requested version of the Web Service is no longer in service because a more recent version has been published.
2. Submit Wage File

The Submit Wage File operation is used to submit a new wage file (W-2) or a corrected wage file (W-2C) in EF format.  The wage data may be submitted inline within the SOAP envelope (1 MB limit), or through message transmission optimization mechanism (MTOM). The wage file, specified as the fileContents element, may be compressed to reduce transmission time.  This operation is represented in the WSDL as follows:

<wsdl:operation name="submitWageFile">

<wsdl:input message="intf:submitWageFileRequest" name="submitWageFileRequest"/>

<wsdl:output message="intf:submitWageFileResponse" name = "submitWageFileResponse"/>

</wsdl:operation>

The Submit Wage File operation supports request-response messages whereby the endpoint receives a message (request) and sends a correlated return message (response).  There is one required input parameter in the body of the message, file contents, in addition to the required PIN/Password elements included in the WS-Security header.  The file contents data is the actual wage information.

Furthermore, the submit request may include an original filename as well as an indicator (Boolean) if the wage file has been submitted in response to a reconciliation letter sent by SSA.  These two optional input parameters are not required to invoke the Submit Wage File operation but are suggested to better define the submission.  In addition to the common output parameters defined in the Ping operation, the Submit Wage File operation responds with the following output parameters:

· Confirmation Number: indicates receipt of the wage file at SSA (this unique number is used for subsequent Resubmit Wage File and Get Wage File Status Web Service operations).
· Wage File Identifier (WFID): indicates the receipt and initial processing of wage data at SSA (this unique wage file identifier corresponds to a specific wage report and receipt year).

· Receipt Year: indicates the year when the wage file was initially received at SSA.

· File Size: indicates the size of the wage file (in bytes) as received at SSA.

· Assigned Filename: indicates the name assigned to the wage file as it begins processing at SSA (using standard SSA naming convention).

· Status Check Date: provides a general indication as to when a file should begin processing based on when it was received at SSA.

3. Resubmit Wage File 
The Resubmit Wage File operation is used to resubmit a wage file if an original Web Service submission has been placed in RETURN status.  Following a confirmation of RETURN, the   wage file may be resubmitted to SSA referencing the confirmation number of the original submission.  It is represented in the WSDL as follows:

<wsdl:operation name="resubmitWageFile">

<wsdl:input message="intf:resubmitWageFileRequest" name= "resubmitWageFileRequest"/>

<wsdl:output message="intf:resubmitWageFileResponse" name= "resubmitWageFileResponse"/></wsdl:operation>

The Resubmit Wage File operation supports request-response messages whereby the endpoint receives a message (request) and sends a correlated return message (response).  In addition to the required elements in the WS-Security header, there are two required input parameters in the body of the message: the confirmation number of the original submission and the file contents of the replacement wage file.

Similar to submit, the resubmit request may include an original filename as well as an indicator (Boolean) if the wage file has been resubmitted in response to a reconciliation letter sent by SSA.  These two optional input parameters are not required to invoke the Resubmit Wage File operation but are suggested to better define the submitted data.   In addition to the common output parameters defined in the Ping operation, the Resubmit Wage File operation responds with the following additional output parameters:

· Confirmation Number: indicates receipt of the wage file at SSA (a unique confirmation number is issued for each resubmission).

· WFID: indicates the receipt and processing of wage data at SSA (this unique wage file identifier corresponds to the original submission and does not change for a resubmission).

· Receipt Year: indicates the year when the resubmitted wage file was received at SSA.

· Version: indicates the wage file version (each resubmission results in a new version making the WFID and version a unique key corresponding to the confirmation number).

· File Size: indicates the size of the wage file (in bytes) as received at SSA.

· Assigned Filename: indicates the name assigned to the wage file by SSA.

· Status Check Date: provides a general indication as to when a file should begin processing based on when it was received at SSA.

4. Get Wage File Status

The Get Wage File Status operation is used to view the high level status of submissions.  It is represented in the WSDL as follows:

<wsdl:operation name="getWageFileStatus">

lwsdl:input message="intf:getWageFileStatusRequest" name= "getWageFileStatusRequest"/>

<wsdl:output message="intf:getWageFileStatusResponse" name= "getWageFileStatusResponse"/></wsdl:operation>

The Get Wage File Status operation supports request-response messages whereby the endpoint receives a message (request) and sends a correlated message (response).  There is one required input parameter in the body of the message, confirmation number, in addition to the required PIN/Password elements included in the WS-Security header.  The confirmation number corresponds to the unique number received when the respective wage file was received at SSA.

In addition to the common output parameters defined in the Ping operation, the Get Wage File Status operation responds with the following output parameters:

· WFID: indicates the receipt and initial processing of wage data at SSA (this unique wage file identifier corresponds to the submission).

· Receipt Year: indicates the year when the wage file was received at SSA.

· Version: indicates the version of the wage file which corresponds to the confirmation number provided.

· Receipt Date: indicates the date when the wage file was received at SSA.

· Status Code – indicates the processing status of the corresponding wage file (The possible values are: RECEIVED, IN PROCESS, COMPLETE, DUPLICATE, RETURN and DELETED).

· Status Date: indicates the date when the wage file status was processed.

· Filing Method: indicates the method the wage file was received at SSA.

· W-3 Count: provides the number of W-3s contained within the corresponding wage file.

· Original Filename: provides the original name of the file as it was received at SSA.

VI. Connecting To SSA and Utilizing the EWR Web Service
With the EWR Web Service, developers of payroll/tax reporting software and payroll service providers can exchange wage information with SSA using their own client application.  SSA uses Simple Object Access Protocol (SOAP) and Web Services Definition Language (WSDL) standards; therefore, developers can program in their preferred environment, such as Java, .NET or Perl.  
To invoke the wage reporting capabilities of the EWR Web Service, developers and/or consolidators will need to successfully complete the following to connect to SSA and utilize the Web Service:
1.  Download the WSDL 

WSDL is a standard for describing the format of the messages that are carried by SOAP envelopes.  It defines the data types and messages used by the Web Service, as well as the message format and protocol.  Put simply, the WSDL is a document that serves as a contract for this Web Service.  In order for developers to leverage the EWR Web Service, they must become familiar with the current version of the WSDL.

WSDL specifies where to send a request message, the syntax required for the message, and the protocols and encoding schemes that need to be used.  It outlines how developers can connect to and access the EWR Web Service by providing its location and the required connection parameters.  Finally, WSDL details the format and type of all expected request responses.  The current version of the WSDL is available for download on the EWR Web Service Support Site. 

2. Define Your Submitter (RA) Record

Wage files submitted via the EWR Web Service must be in EF format.  For specific information concerning EF, refer to the Specifications for Filing Forms W-2 and W-2c (EFW2/EFW2C) web page.

The RA record is used to appropriately identify your organization as the submitter.  Most importantly, the RA Record indicates who should be contacted by SSA.  As a Consolidator, it will be essential that your company-specific data be incorporated into the RA record of the wage files submitted via the Web Service.

3. Establish a Method for Delivering Receipt Confirmations

When a wage file is submitted electronically, SSA provides immediate confirmation if the file was successfully received.  This confirmation includes the unique identifier provided by SSA, as well as the date, time, and size of the received file.  Receipt notifications are sent directly to the Consolidator via the same protocol (e.g., SOAP), which was used to submit the file.  It is recommended that your company establish a method to notify their end users of this confirmation to facilitate status reporting.
NOTE:  Consolidators may include multiple employers in a single wage file; however, the processing status received may or may not account for all employers in that file. For example, if the wage information for one employer has errors in it, the entire submission will have a status of RETURN even though the other employer wage information may have successfully been processed. To receive a more granular, detailed status report, Consolidators may separate wage files to include only one employer per submission. Either option will be accepted by the system; therefore, it is at the discretion of the Consolidator to determine their approach based on the desired level of status reporting.

As the submitter of wage data and Web Service PIN holder, your company is authorized to receive the response messages.  Your client application may then interpret the message and make it available to your end users in whatever manner (e.g., HTTP, SMTP) your company has chosen.

4. Develop an SSA-Enabled Application to Invoke the Web Service

Because the EWR Web Service uses SOAP, you may develop a request interface as an object using your company’s native programming language.  As detailed previously, the WDSL specifies the EWR Web Service message schema, the service address, and other necessary information.

Your SSA-enabled client application should send and receive wage data by calling object methods specified in the WSDL. The SOAP client handles the details of building the SOAP request and sending it to SSA.  Provision of an X.509 digital certificate public key  must be used to sign the request SOAP message. The certificate must be acquired from a recognized, trusted third party Certificate Authority (CA). Self-certifications are not permitted.  The SOAP client will, in turn, convert the response back to an object so that the application can present the data.  For additional information, including a list of supported environments, access to the WSDL, release notes and support resources, refer to the EWR Web Service Support Site.  

The Web Services programming model used by SSA allows you to invoke remote methods.  You may use the WSDL to create a stub, which can then be used to represent a remote object on your client application.  An instance of a stub class represents a client side proxy or stub instance for the target service endpoint.

The Type element defines the structure of the XML elements that make up the messages described by the EWR Web Service. The Message element describes a distinct message, which will be used by the bindings defined in the WSDL file. It acts as a container for part elements. Each part has an element attribute that specifies either a base XSD type such as string, float, or one of the elements defined in the types section of the WSDL file. Similarly, the portType element acts as a container for a group of operations and the messages that are sent or received during the course of each operation.  For a complete listing of the operations available via this Web Service and the associated parameters, please refer to EWR Web Service Parameters.

5. Develop an Approach to Optimize Submissions

Due to the anticipated volume and potential size of submissions, SSA has set a size limit of 200 MB for each wage file submitted. The 200 MB limitation corresponds to the size of the wage file submitted as an attachment as opposed to inline data within the SOAP envelope.  Based on the specification detailed in the WSDL for the EWR Web Service, the wage file is identified as the fileContents element, which corresponds to a data type of base64Binary. The reason for this data type specification is to allow for compression of wage files. 

The nature of the EF file format generally allows for a compression ratio of greater than 90%. Based on this performance gain, Consolidators are strongly encouraged to compress their individual wage files.  By compressing the file prior to submission, the maximum record count of 1 million RW records (EFW2) or 500,000 RCW records (EFW2C) as specified in the W-2/W-2C Filing Handbook, can be typically obtained without exceeding the 200 MB threshold.

Upon receipt at SSA, the Web Service will analyze the file contents of the submission for size (MB) and zip file contents immediately following the issuance of a confirmation number.  Should a submission include a wage file with a size of zero bytes, a WFID will be issued, but the submission will be placed in RETURN status.  Similarly, should a compressed submission include multiple wage reports contained within the zip file, a WFID will be issued, but the submission will be placed in RETURN status.  For a complete listing of the codes returned from Web Service, refer to EWR Web Service Return Codes.  

6. Register for a Web Service PIN

A representative from your company will need to register with the Integrated Registration Services (IRES) utility of Business Services Online in order to be granted a User ID and to select a password.  For registration information, please E-mail  EWRWS Support  (EWR.WebService.Support@ssa.gov) as registration  for EWRWS is different than normal Wage Reporting process for employers.  After successfully completing client interface testing in the External Test Environment (ETE), this registered user must then contact SSA to request that the EWR Web Service role be added to the newly created IRES User ID.  SSA personnel will then add the EWRWS role to the IRES User ID.  This Web Service role is unique to the newly created User ID; no other service can be associated with the User ID.  For more information, refer to the EWRWS Support Documentation for a step by step process for new users of the EWRWS. 
During the registration, your representative has to provide his/her SSN and your company’s employer identification number (EIN).  The Web Service User ID and password obtained during registration will have to be included in the header of each SOAP request sent to the EWR Web Service.  The system will keep the Web Service account active as long as the password is updated on a yearly basis and it is confirmed that the individual remains an employee of the company under the EIN.  

VII. External Test Environment (ETE)

ETE provides a test environment for EWR Web Service client applications in development to perform Interface testing with the EWR Web Service.  

Currently the ETE testing environment is limited to the Ping and Submit Wage File functions of the EWRWS.  Ping testing will offer a method to test basic connectivity functions with the EWRWS.  Submit Wage File testing will support a method for the user to submit a new wage file (W-2) or a corrected wage file (W-2C) in the SSA approved EF format and get confirmation that it has been received.  Testing of the Get Status function will be limited to providing a status of ‘Received’ to the user for any files submitted using the Submit Wage File function.  

Note:  Additional analysis will be performed to determine the level of effort needed to enhance the ETE for EWRWS to allow customers to test additional submission statuses via the Get Status function and to test the Resubmission function.  Any enhancement to deliver submissions statuses other than ‘Received’ for Get Status testing or the addition of Resubmission functionality to the ETE will not entail a true end-to-end test where SSA processes EWRWS customer files through the Annual Wage Reporting (AWR) system.  The scope of these potential enhancements to the ETE would only simulate that SSA has processed the file through the AWR system.
1. ETE User Agreement: 

EWRWS clients are required to sign a User Agreement in order to access the ETE test environment.  Clients’ acceptance of all terms and conditions of the User agreement is required before testing is permitted.  The user agreement is available at the 

EWRWS Employer Support Site.
2. ETE Registration:  

Client requests use of ETE via email to the OSES.ETE.Support.Mailbox@ssa.gov.  The email will include the signed User Agreement.  ETE staff will review User Agreement to ensure it is complete and store the completed User Agreement in applicable ETE SharePoint Folder.  
ETE staff will reply to a successful request with:

· An ETE Pin/Password.  (One pin/password for each new user.  These will not expire and are only applicable to the ETE environment).
· The ETE URL for testing environment location.
· A note to all perspective EWRWS users that No EWR role (for production) will be granted to their user ID’s without verification of successful testing.
3. Digital Certificates: 

To ensure strong authentication, Requesting Parties must provide a X.509 digital certificate public key that will be used to sign the request SOAP message.

The certificate can be acquired from a recognized, trusted Certification Authority (CA)  (e.g., DigiCert, VeriSign, Entrust, etc.). The Requesting Party must e-mail the “.cer” file that contains the public key for their X.509 certificate to SSA at ACUT@ssa.gov.  
      4.   EWRWS ETE Customer Support:
Test environment customer support is available via e-mail during the following hours to troubleshoot issues experienced during EWR Web Service testing:

Monday - Friday: 8:30AM – 4:00PM ET

Send emails to OSES.ETE.Support.Mailbox@ssa.gov
VIII. SSA Recommendations to Developers and Consolidators
· The ResubmitWageFile operation should be used only if a submission is in RETURN status and a notice has been received from SSA asking the Submitter to correct and resubmit the data. The EIN specified within the RA (Submitter) record of the resubmitted wage data must match the EIN in the original submission. 

· Based on a 200 MB file size limitation, Consolidators are strongly encouraged to compress their wage files prior to submission.  It is recommended that individual submissions (i.e., files that begin with an RA or RCA record and end with an RF or RCF record) should be compressed.

· Consolidators may include multiple employers in a single wage file; however, the processing status received may or may not account for all employers in that file. For example, if the wage information for one employer has errors in it, the entire submission will have a status of RETURN even though the other employer wage information may have successfully been processed. To receive a more granular, detailed status report, it is recommended that Consolidators separate wage files to include only one employer per submission. 

· Your application must ensure that wage information is submitted in EF format, while adding your company’s information into the RA Record as a submitter. This information may be a combination of static company-specific data and dynamic end user data.  It is at your discretion to collect or prompt the end user for specific details concerning their wage information (e.g., Are you submitting on behalf of your Employer?  Who should be contacted if the file is rejected - you or the employer?) to facilitate building the EFW2/EFW2C.

· The Contact information, including the Name (position 396-422 of the RA record), Phone Number (position 423-437 of the RA record), and E-mail (position 446-485 of the RA record), should be specific to your organization as the submitter so that your company can be notified of wage reporting errors.

· Consolidators should automatically populate the PIN field in the RA/RCA record, with the PIN assigned to the representative who has registered on BSO for the EWR Web Service role and is attesting to the accuracy of the file.

· Consolidators should check for errors in the annual wage report files by using the File Edit Tips available on www.socialsecurity.gov/employer/filetips.htm.  SSA recommends that developers utilize SSA’s free AccuWage service to validate the accuracy of their proprietary software before transmitting wage files to SSA.  AccuWage will ensure submissions are in the correct EFW2/EFW2C format and identify problems with wage files, reducing the need for resubmissions. Information on the AccuWage service can be found here: www.socialsecurity.gov/employer/accuwage.  
· Consolidators should provide a means to compressing wage data files before they are submitted to the Social Security Administration. Compressing large data files can dramatically reduce transmission time. You may use any compression tool that produces a standard "zip" file format; however, each wage file should be compressed separately.

· Wage-data submissions must not span multiple files. Build each W-2 submission file beginning with an RA record and ending with an RF record, and each W-2c submission file beginning with an RCA record and ending with an RCF record.

IX. EWR Web Service Customer Support
  EWRWS Customer Support (production)
· E-mail any technical/application issues to the EWR.WebService.Support@ssa.gov mailbox.
· E-mail any general wage reporting questions to the Regional Employer Services Liaison Office:

      https://www.ssa.gov/employer/wage_reporting_specialists.htm
Hours of EWRWS Application Availability:

Monday - Friday: 5:00 AM – 1:00 AM ET
Saturday: 5:00 AM – 11:00 PM ET
Sunday:   8:00 AM - 11:30 PM ET

EWRWS is not available when SSA is in the process of implementing changes to systems.  Whenever possible, SSA will post advance notices of outages/alerts on the SSA Business Services Online (BSO) web site and the EWR Web Service Support Site.  

X. Characteristics of EWR Web Service Calls

All calls made by client applications to the Electronic Wage Reporting Web Service are characterized as follows: 

· Service Requests and Responses: The client application prepares and submits a service request to the Electronic Wage Reporting Web Service, the Web Service processes the request and returns a response.  The client application must be prepared to handle the response.

· Synchronous: Once a call is invoked, the client application waits until it receives a response from the Web Service.  Asynchronous calls are not supported. For each Web Service call made, the respective client application will: 

· Prepare the request by defining request parameters as applicable.

· Invoke the call, which passes the request with its parameters to the Web Service for processing.

· Receive the response (synchronously) from the Web Service.

· Handle the response by processing the returned data or by handling the error (for a failed response).

· Secure:  EWR Web Service secures communication and transactions conducted with the EWR Web Service client applications by enabling security over the transport layer using the Hypertext Transfer Protocol Secure (HTTPS) employing Secure Sockets Layer (SSL) certificates signed by recognized, trusted CAs. 
Authentication is provided through the implementation of Web Services Security (WS-Security) headers, which include:

· Client authentication using the Web Service User ID and password as part of the WSS SOAP header, and

· Strong authentication (using X.509 client certificates), which authenticates the Requesting Party based on a digital signature over the SOAP: body and a timestamp element.

The following example shows how the WS-Security header can be used in a SOAP request to transport the necessary Web Service credentials:

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="1">
<ds:Signature Id="SIG- EAF57E01D7F1F106E8147873460588730 " xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
<wsse:UsernameToken>

<wsse:Username>bob</wsse:Username>

<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">bob1</wsse:Password>

</wsse:UsernameToken>

</wsse:Security>

In this example, the <wsse:UserNameToken> element is used to contain the following two subelements: 

· <wsse:Username> element is the Web Service PIN obtained during registration.

· <wsse:Password> element is used to contain the text of the Web Service password selected during registration.  The optional Type attribute is set to a value of "http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText".
Although the password is specified as clear text, Secure Sockets Layer (SSL) provides strong encryption of credentials during transport.

It is important to note that these Web Service credentials must be included in the SOAP header of each Web Service request initiated from a Consolidator’s client application.  Should either element be invalid or omitted, the Web Service will return an authentication failure message.

XI. EWR Web Service Parameters

1. Operation Name:  Ping

	Parameter
	Direction
	XSD Type
	Java Type
	Null?
	Description

	returnCode
	OUT
	string
	string
	No
	The return code provides either an indication the transaction was successful or the details of a maintenance window.

	transactionTimestamp
	OUT
	dateTime
	date
	No
	The transaction time stamp indicates the time and date a Web Service request was received at SSA. 

	errorInfo
	OUT
	string
	string
	Yes
	The errorInfo provides detailed information regarding an error condition.

	errorDateInfo
	OUT
	dateTime
	date
	Yes
	The errorDateInfo indicates the time and date associated with a respective error condition.

	deprecationDate
	OUT
	dateTime
	date
	Yes
	The deprecation date defines the date after which the requested version of the Web Service is no longer the most current version.

	sunsetDate
	OUT
	dateTime
	date
	Yes
	The sunset date defines the date after which the requested version of the Web Service is no longer in service.


2. Operation Name:  Submit Wage File
	Parameter
	Direction
	XSD Type
	Java Type
	Null?
	Description

	fileContents
	IN
	base64

Binary
	byte[ ]
	No
	Wage file information in Electronic Filing (EF) format.

	originalFilename
	IN
	string
	string
	Yes
	The unique filename, or control number, used to identify your wage files submitted to SSA. 

	isReconciliation
	IN
	boolean
	boolean
	Yes
	Indicates if the wage file submission is in response to a Reconciliation Letter.

	confirmationNumber
	OUT
	string
	string
	Yes
	The confirmation number is a unique number confirming the receipt of file at SSA.

	wfid
	OUT
	string
	string
	Yes
	Wage File Identifier.  A unique number assigned by SSA to a Wage Report submission for a specific receipt year.  The WFID is mapped to the confirmation number.

	receiptYear
	OUT
	int
	int
	Yes
	The receipt year is the year upon which the wage file was initially received at SSA.

	fileSize
	OUT
	long
	long
	Yes
	The file size is the size (in bytes) of the wage file received at SSA.

	assignedFilename
	OUT
	string
	string
	Yes
	When a wage file is received and begins processing, it is assigned a filename at SSA according to a specific naming convention.

	returnCode
	OUT
	string
	string
	No
	The return code provides either an indication the transaction was successful or the reason the transaction failed.

	transactionTimestamp
	OUT
	dateTime
	date
	No
	The transaction time stamp indicates the time and date a Web Service request was received at SSA. 

	errorInfo
	OUT
	string
	string
	Yes
	The errorInfo provides detailed information regarding an error condition.

	errorDateInfo
	OUT
	dateTime
	date
	Yes
	The errorDateInfo indicates the time and date associated with a respective error condition.

	deprecationDate
	OUT
	dateTime
	date
	Yes
	The deprecation date defines the date after which a specific version of the Web Service is no longer the most current version.

	sunsetDate
	OUT
	dateTime
	date
	Yes
	The sunset date defines the date after which a specific version of the Web Service is no longer in service.


3. Operation Name:  Resubmit Wage File
	Parameter
	Direction
	XSD Type
	Java Type
	Null?
	Description

	confirmationNumber
	IN
	string
	string
	No
	The confirmation number is a unique number confirming the receipt of file at SSA. To resubmit a corrected wage file, this required confirmation number must correspond to the confirmation number received when the wage file for which corrections are made was submitted.

	fileContents
	IN
	base64

Binary
	byte[ ]
	No
	Wage file information in  Electronic Filing (EF) format.

	originalFilename
	IN
	string
	string
	Yes
	The original filename is your unique filename, or control number, used to identify your wage files submitted to SSA. 

	isReconciliation
	IN
	boolean
	boolean
	Yes
	Indicates if the wage file submission is in response to a Reconciliation Letter.

	confirmationNumber
	OUT
	string
	string
	Yes
	The confirmation number is a unique number confirming the receipt of file at SSA.  A new confirmation number is assigned for a resubmitted wage file but is mapped to the original WFID.

	wfid
	OUT
	string
	string
	Yes
	Wage File Identifier.  A unique number assigned by SSA to a Wage Report submission for a specific receipt year.  The WFID is mapped to the confirmation number.

	receiptYear
	OUT
	int
	int
	Yes
	The receipt year is the year upon which the wage file was initially received at SSA.

	version
	OUT
	string
	string
	Yes
	The version corresponds to the sequence of the wage file associated with a unique wage file identifier (WFID) for a given tax year.  For an initial wage file submissions, the system assigns a version of "1" to the file.  Each confirmation number associated with a WFID will have a separate version number.

	fileSize
	OUT
	long
	long
	Yes
	The file size is the size (in bytes) of the wage file received at SSA.

	assignedFilename
	OUT
	string
	string
	Yes
	When a wage file is received and begins processing, it is assigned a filename at SSA according to a specific naming convention.

	returnCode
	OUT
	string
	string
	No
	The return code provides either an indication the transaction was successful or the reason the transaction failed.

	transactionTimestamp
	OUT
	dateTime
	date
	No
	The transaction time stamp indicates the time and date a Web Service request was received at SSA. 

	errorInfo
	OUT
	string
	string
	Yes
	The errorInfo provides detailed information regarding an error condition.

	errorDateInfo
	OUT
	dateTime
	date
	Yes
	The errorDateInfo indicates the time and date associated with a respective error condition.

	deprecationDate
	OUT
	dateTime
	date
	Yes
	The deprecation date defines the date after which a specific version of the Web Service is no longer the most current version.

	sunsetDate
	OUT
	dateTime
	date
	Yes
	The sunset date defines the date after which a specific version of the Web Service is no longer in service.


4. Operation Name:  Get Wage File Status
	Parameter
	Direction
	XSD Type
	Java Type
	Null?
	Description

	confirmationNumber
	IN
	string
	string
	No
	The confirmation number is a unique number confirming the receipt of file at SSA. To obtain the status of a submitted wage file, this required confirmation number must correspond to the number received when the wage file was submitted.

	wfid
	OUT
	string
	string
	Yes
	Wage File Identifier.  A unique number assigned by SSA to a Wage Report submission for a specific receipt year.  The WFID is mapped to the confirmation number.

	receiptYear
	OUT
	int
	int
	Yes
	The receipt year is the year upon which the wage file was initially received at SSA.

	version
	OUT
	string
	string
	Yes
	The version corresponds to the sequence of the wage file associated with a unique wage file identifier (WFID) for a given tax year.  For an initial wage file submissions, the system assigns a version of "1" to the file.  Each confirmation number associated with a WFID will have a separate version number.

	receiptDate
	OUT
	dateTime
	date
	Yes
	The receipt date is the date upon which the corresponding wage file was received at SSA.

	statusCode
	OUT
	string
	string
	Yes
	The status code is an indication of the processing status of the corresponding wage file. 

	statusDescription
	OUT
	string
	string
	Yes
	The status description is an explanation of the status of the corresponding wage file.

	statusDate
	OUT
	dateTime
	date
	Yes
	The status date is the date upon which the corresponding wage file received the respective status.

	filingMethod
	OUT
	string
	string
	Yes
	The filing method is the method upon which the corresponding wage file was received at SSA.  

	w3Count
	OUT
	int
	int
	Yes
	The w3 count corresponds to the number of w3s contained within the corresponding submitted wage file.

	originalFileName
	OUT
	string
	string
	Yes
	The original filename is your unique filename, or control number, used to identify your wage files submitted to SSA. 

	returnCode
	OUT
	string
	string
	No
	The return code provides either an indication the transaction was successful or the reason the transaction failed.

	transactionTimestamp
	OUT
	dateTime
	date
	No
	The transaction time stamp indicates the time and date a Web Service request was received at SSA. 

	errorInfo
	OUT
	string
	string
	Yes
	The errorInfo provides detailed information regarding an error condition.

	errorDateInfo
	OUT
	dateTime
	date
	Yes
	The errorDateInfo indicates the time and date associated with a respective error condition.

	deprecationDate
	OUT
	dateTime
	date
	Yes
	The deprecation date defines the date after which a specific version of the Web Service is no longer the most current version.

	sunsetDate
	OUT
	dateTime
	date
	Yes
	The sunset date defines the date after which a specific version of the Web Service is no longer in service.


XII. EWR Web Service Return Codes

	Return Code
	Description

	OK
	Success

	ZBF
	Zero byte file

	MZF
	Zip file  contains multiple entries

	CZF
	Corrupt zip file

	NCN
	No Confirmation Number provided

	CNF
	Confirmation Number does not match SSA’s records

	CIS
	Submission is not in Return status. Resubmission is not allowed

	WCH
	WFID Changed by SSA

	MNT
	System is down for maintenance

	SYS
	General system error not related to scheduled maintenance


XIII.  Appendix

1. X.509 digital certificates 
Following are the high-level steps required to obtain a X.509 Digital Certificate:

· Purchase a digital certificate from a trusted CA

· Send the public key of the digital certificate to SSA

· Obtain SSA’s public key as a certificate

· Manage Key Store, that includes:

· Key store creation

· Importing the client’s own private key to the key store

· Importing the public key (of SSA), to the key store

2. Frequently Asked Questions
Answers to commonly asked questions about the EWR Web Service can be found here: EWR Web Service Support Site. 
3.  Acronyms

The following list defines the acronyms used throughout this document.

	Acronym
	Acronym Definition

	API
	Application Program Interface

	AWR
	Annual Wage Reporting

	BSO 
	Business Services Online

	CA
	Certificate Authority

	EF
	Electric Filing 

	EIN
	Employer Identification Number

	ETE
	External Test Environment

	EWR
	Electronic Wage Reporting

	EWRWS
	Electronic Wage Reporting Web Service

	HTTPS
	Hypertext Transfer Protocol Security

	ID
	Identification

	IRES
	Integrated Registration Services

	MTOM
	Message Transmission Optimization Mechanism

	ODCS
	Office of the Deputy Commissioner for Systems

	RA
	Submitter Record

	RCA
	Submitter Record (W-2c)

	RCF
	Final Record (W-2c)

	RF
	Final Record

	SMTP
	Simple Mail Transfer Protocol

	SOAP
	Simple Object Access Protocol

	SSA
	Social Security Administration

	SSL
	Secure Socket Layer

	WFID 
	Wage File Identifier

	WSDL
	Web Services Description Language

	WSS
	Web Service Security

	XML
	Extendible Markup Language

	XSD
	XML Schema Definition
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