Web Service for Electronic Wage Reporting (EWRWS)

Frequently Asked Questions (FAQs)

1. What is the purpose of the originalFilename parameter used in the SubmitWageFile and ResubmitWageFile operations?
This is a control identifier for Consolidators who submit wage files for multiple employers.  It corresponds to your method of uniquely identifying the file sent to the Social Security Administration (SSA).  The originalFilename parameter does not have to be a filename. It can be an Identification Number (ID) or other unique identifier representative of your process for identifying files.
2. Is there a description of each element in the Web Service Definition Language (WSDL)?
A parameter listing is included in the Electronic Wage Reporting Web Service (EWRWS) Client Development Reference Guide on the Electronic Wage Reporting Web Service web site. 
3. In the response returned from the GetWageFileStatus operation, every element can be nil except Confirmation Number.  Under what circumstances would each element be nil? Are there cases where we would not get a "statusCode"?
In the event of a Database (DB) or system failure, a Return Code representative of this condition would be generated, and the remaining elements would be nil.
4. Are there rules around the use of the ResubmitWageFile operation?  How about the SubmitWageFile operation?
For the rules associated with Resubmission, you may refer to the Wage File Upload tutorial at http://www.socialsecurity.gov/employer/documents/WageFileUpload.pdf. In addition, the Electronic W-2/W-2c Filing Handbook is a good reference and can be obtained at http://www.socialsecurity.gov/employer/bsohbnew.htm. In general, the ResubmitWageFile operation should be used only if a submission is in RETURN status and a notice has been received from the SSA asking the Submitter to correct and resubmit the data. The Employer Identification Number (EIN) specified in the resubmitted wage data must match the EIN of the original submission.
5. Can the getWageFileStatus operation be invoked at any time in the submission lifecycle?
The getWageFileStatus operation can be invoked at any point in the submission lifecycle after the file is submitted; however, the response may only be displayed as RECEIVED early in the submission lifecycle.
6. Does the Consolidator need the service’s “version number” anywhere in the ping or ping response or is it implicit in the URN (resource) for the namespace (e.g., “v3” in the current WSDL)?
The version is implicit in the URN for the namespace (as well as the endpoint URL, for that matter). Web Service could add the version number to the response but at this time, it has not been planned to do so.
7. Which confirmation number should the Consolidator use if they need to resubmit a submission? Do they use the confirmation of the most recent submission or that of the original submission?
Each confirmation number corresponds to a specific version of the submission. The most recently obtained confirmation number for that file should be used when completing a resubmission. Be aware that the resubmission is not for corrections in EFW2C (W3C/W2C) format. The resubmissions are for cases where the original submission:

· Is in a RETURN status; 
· A notice has been received from SSA asking the Submitter to correct the file; and 
· The file is then corrected and returned to SSA for processing (as a new version with the originally assigned WFID).  
Any corrections to submissions that previously processed to COMPLETE status will need to be filed as new submissions using the EFW2C format. In this case, the submitWageFile operation is what you need to use.
8. It sounds like Wage File Identification Numbers (WFIDs) are only unique within a Receipt Year while confirmation numbers are always unique. Is that correct?
Correct. The Web Service back-end occasionally has a need to reassign a submission to a new WFID. In this case, the call to getWageFileStatus will result in a different WFID being returned. It should not matter with regard to communication to the Web Service since the confirmation number will always be sent. But if you were to go to the Business Services Online (BSO) web site and review the submissions online, you would need to know the new WFID(s).
9. Our company already has a Personal Identification Number (PIN) from BSO.  Can this PIN be used for the Web Service?
The Web Service role can be the only role associated with a PIN on BSO.  To obtain this role for an existing PIN, all other roles must be deactivated.  However, your company can register for another PIN (using a different SSN under the same EIN) if necessary.
10. The wage file in EFW2 format begins with an RA record that contains an EIN and PIN. Is this the same EIN used to obtain the Web Service PIN and password?
The EIN provided by your company to obtain a Web Service PIN and password (via the IRES utility) is used to facilitate the use of BSO and automate certain online transactions.  The PIN and password are required in the Simple Object Access Protocol (SOAP) header of each Web Service request to authenticate the Consolidator (and verify they have the Web Service role). Whereas the PIN and EIN specified in the RA record of a submitted wage file is used to facilitate the distribution of wage report status/error information and becomes very important when issues arise with a submission.
While the two sets of information can be different, SSA strongly recommends that these are the same to assist with submission mapping, troubleshooting and automated status information. For example, should a representative from your company wish to log onto BSO and check the status of Web Service submissions, they may do so with another PIN and password obtained from IRES if the same EIN is used during registration of this new account (by a user with a different SSN).  As long as the EIN specified in the RA record of the submitted wage file (in EFW2 format) matches the EIN associated with the BSO PIN/password, the user has access to view the submission status of those wage files.
11. The RA record of the wage file in EFW2 format contains address fields and email fields to define the submitter.  Must this information match the information our company used when we registered for the Web Service PIN?
SSA strongly recommends that the EINs provided in the RA record and used to obtain a Web Service PIN are the same.  However, the contact information provided may be different.  The EFW2 specifies the Contact Name as the name of the person to be contacted by SSA concerning processing problems. Should a problem arise with the file during processing and the submission is placed in RETURN status, the information contained in the RA record (e.g., contact name, email address) may be used to alert the submitter (your company) of the corresponding condition. In contrast, the contact information provided by your company to obtain a Web Service PIN is used to alert your company of required password changes.
12. What are the requirements to access EWR Web Service in the Production environment?
EWR Web Service secures communication and transactions conducted with the EWR Web Service client applications, by enabling security over the transport layer using the HTTPS employing Secure Socket Layer (SSL) certificates signed by a well-known, trusted Certification Authority (CA). Strong authentication is ensured using X.509 client certificates, which authenticates the Requesting Party, based on a digital signature over the SOAP: body element.
To sign the Simple Object Access Protocol (SOAP) message digitally, the Requesting Party will need an X.509 certificate from a trusted CA (e.g., DigiCert, VeriSign, Entrust, etc.) or an internal CA. The Requesting Party must provide SSA with a public key of this certificate. The Requesting Party must e-mail the “.cer” file that contains the public key for the X.509 certificate to SSA at OSES.ETE.Support.Mailbox@ssa.gov. The .cer extension of the certificate must be changed to .txt before sending. The file can also be e-mailed using compression software with a “.zip” format.
13. What is a Trusted Certification Authority?
Certification Authority (CA) is an entity that issues digital certificates. Standard Browsers and Operating Systems come with a pre-installed list of trusted Certification Authorities, known as the Trusted Root CA store. Secure Socket Layer (SSL) Certificates issued by trusted Certification Authorities do not display a warning and establish a secure link between web site and browser transparently. Because of their “trusted” status, Certification Authorities have a responsibility to ensure they only issue SSL Certificates to legitimate companies.
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