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Foreword

The Social Security Administration in 1982 announced its Systems Moderni-
zation Plan (SMP), designed to restructure and extensively upgrade its data-
handling systems. The agency told Congress that, without this major upgrading,
there might be serious disruption of its services, which are essential to the wel-
fare of millions of Americans. The SMP was one of the most expensive civilian
information projects ever undertaken; it has since become a “rolling’ 5-year plan
with projected costs currently estimated at nearly $1 billion.

The disruption of services that the Social Security Administration feared in
1982 has been averted, but the SMP and its implementation have been the sub-
ject of continuing controversy and criticism within the Administration and in con-
gressional oversight committees. The Social Security Administration has scheduled
major procurements in fiscal year 1987 that are central to implementation of SMP.

In this special report, OTA examines the objectives and technical strategies
embodied in the SMP and the progress that the Social Security Administration
has made toward its implementation. The report calls attention to some general
problems faced by both SSA and other Federal agencies that are increasingly de-
pendent on communications and information technology in carrying out their
missions.

OTA appreciates the participation of the advisory panelists, workshop par-
ticipants, Federal agency officials, and interested citizens, without whose help
this report would not have been possible. The report itself, however, is the sole
responsibility of OTA, not of those who advised and assisted us in its preparation.
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Director

I



Social Security Workshop: March 5, 1986

Hale Champion, Chairman
Executive Dean, John F. Kennedy School of Government, Harvard University

Eileen Appelbaum
Professor of Economics
Temple University

Frank DeGeorge
Deputy Inspector General
Department of Commerce

Renny DiPentima

Deputy Associate Commissioner
Office of Systems Integration
Social Security Administration

Professor John Gessford
Information Sciences
Claremont Graduate School

Mark Hardy
Booz-Allen & Hamilton, Inc.

John D. Harris

Special Assistant to the President

American Federation of Government
Employees

Ed Howard
Villers Foundation

Jed Kee
Professor of Public Administration
The George Washington University

Ken Laudon
Educational Fund for Individual Rights

Paul Light
Director of Studies
National Academy of Public Administration

Raymond N. Palombo
Director, Human Resources Planning
J.C. Penney, Inc.

Nancy Shor

National Organization of Social Security
Claimants’ Representatives

Arthur Simermeyer
Acting Deputy Commissioner for Systems
Social Security Administration

James Strassberger
Steward, Local 1923

American Federation of Government
Employees

Eileen Sweeney
National Senior Citizens Law Center

Alan Westin
President
Educational Fund for Individual Rights

February 12, 1986 Meeting

Renny DiPentima

Deputy Associate Commissioner
Office of Systems Integration
Social Security Administration

Richard W. Eckert
Director, Division of Data Administration
Social Security Administration

Ken Laudon
Educational Fund for Individual Rights

Roger McDonnell
Assistant to the Commissioner for Systems
Social Security Administration

Peter Poetker
Program Manager, Software Engineering
Social Security Administration

David Schwartz
Social Security Administration

Arthur Simermeyer
Acting Deputy Commissioner for Systems
Social Security Administration

Alan Westin
President
Educational Fund for Individual Rights



OTA Project Staff: The Social Security Administration
and ‘Information Technology—Special Report

John Andelin, Assistant Director, OTA
Science, Information, and Natural Resources Division

Fred W. Weingarten, Program Manager
Communication and Information Technologies Program

Vary T. Coates, Project Director
Ben Amick, Analyst

Administrative Staff
Liz Emanuel Sandra Serbinoff ~ Audrey Newman

Contractors

Ken Laudon
Educational Fund for Individual Rights

Alan Westin
President, Educational Fund for Individual Rights



Reviewers

Arthur G. Anderson
IBM Corp. (retired)

Eileen Appelbaum
Professor of Economics
Temple University

Christie Bentzen
General Accounting Office

Jerry J. Berman, Esq.
Legislative Counsel
American Civil Liberties Union

R. J. Bogumil

Society on Social Implications of Technology

Institute of Electrical and Electronics
Engineers

James W. Carey
Dean, College of Communications
University of Hlinois

Hale Champion

Executive Dean

John F. Kennedy School of Government
Harvard University

Robert L. Chartrand
Senior Specialist
Congressional Research Service

Tony Cicco
Group Director
IMTEC D, General Accounting Office

Melvin Day
Vice President
Research Publications

Frank DeGeorge
Deputy Inspector General
Department of Commerce

Joseph Duncan
Corporate Economist
The Dunn & Bradstreet Corp.

William Dutton

Professor, Annenberg School of
Communications

University of Southern California

NOTE: OTA appreciates and is grateful for the valuable assistance and thoughtful criti

David H. Flaherty
Professor of History and Law
University of Western Ontario

J. William Gadsby
Associate Director, Human Resources Division
General Accounting Office

John Gessford
Professor of Information Sciences
Claremont Graduate School

Carl Hammer
Consultant

Mark Hardy
Booz-Allen & Hamilton, Inc.

John D. Harris

Special Assistant to the President

American Federation of Government
Employees

Robert D. Harris
Deputy Assistant Director for Budget Analysis
Congressional Budget Office

Starr Roxanne Hiltz
Professor of Sociology
Upsala College

Ed Howard
Villers Foundation

Kenneth W. Hunter

Senior Associate Director for Program
Information

General Accounting Office

Jed Kee
Professor of Public Administration
The George Washington University

Richard P. Kusserow
Inspector General
Department of Health and Human Services

John C. Lautsch
Chairman, Computer Law Division
American Bar Association

es provided by the reviewers. The reviewers

u
do not, however, necessarily approve, disapprove, or endorse this report, OT(L assumes full responsibility for the report

and the accuracy of its contents.

Vi



Theodore J. Lowi

John I.. Senior Professor of American
Institutions
Cornell University

Edward F. Madigan
Office of State Finance
State of Oklahoma

Felix J. Majka
Assistant Inspector General for Audit
Department of Health and Human Services

Marilyn Gel] Mason
Director
Atlanta Public Library

S. Anthony McCann
Assistant Secretary for Management and
Budget

Department of Health and Human Services

John McNicholas
Chief, Information Policy Branch
Office of Management and Budget

Vince Muzzuca

Director, EDP Audit Division

Office of the Inspector General
Department of Health and Human Services

Joe Quasney

Associate Director

IMTEC D, General Accounting Office
Jim Rife

Committee on Government Operations
U.S. House of Representatives

OTA Reviewers

Earl Dowdy
Fred Wood

Roger Sperry
Governmental Affairs Committee
U. S. Senate

Terril J. Steichen
President
New Perspectives Group, Ltd.

Paul Steitz

Committee on Ways and Means
Subcommittee on Social Security
U.S. House of Representatives

George Trubow

Director

Center for Information Technology and
Privacy Law

The John Marshall School

Bernie Unger
Group Leader, Human Resources Division
General Accounting Office

Susan Welch

Professor and Chairperson of Political Science
Department

University of Nebraska

Langdon Winner

Associate Professor of Political Science
Department of Science and Technology Studies
Rensselaer Polytechnic Institute

vii



Vil

Contents

Page
SUMIMIAY ottt e e 1
Part I: AN OVEIVIEW . . . . o 3
Chapter I: SSA and Information Technology:
Conclusions, Issues, and Options . . . . .................... 7
Part Il: The Systems Modernization Plan and Its Potential Effects . . . . . 29
Chapter 2. The Status of Systems Modernization at SSA, 1986 . .. ... .. 33
Chapter 3: Systems Modernization and Related Issues, 1986-90 . . ... ... 57
Chapter 4: The Future: The Necessity of Long-Range
Technology Planning. . . . ....... ... .. . i, 81
Part Ill: The Case History of Information Technology Management
at the Social Security Administration........................ 89
Chapter 5: Years of Service and Satisfaction, 1935-71 . ................ 93
Chapter 6: Deepening Problems, 1972-81 . . ... ....... ... .. ... 103
Chapter 7: The Beginning of the Systems Modernization Plan, 1982 . . .. 119
Chapter 8: The Oversight of SMP, 1982-86 . ......................... 135
Glossary of Technical, Institutional, and Legislative Terms
Used in ThisReport . . ... .. e 147



Summary

In 1982, the Social Security Administration (SSA) announced a 5-year plan to modernize its information
systems. The Systems Modernization Plan (SMP) was a multimillion dollar response to serious problems
that had developed during the 1970s, and that repeatedly threatened to disrupt SSA’s services delivery
operations. Congressional oversight had identified many of these problems, but had not fully revealed
their persistent, deep-seated, and cumulative effect on the agency’s ability to respond efficiently to con-
gressional mandates and priorities.

This special report explores the factors that led to SSA’s information systems problems. It concludes that
other Federal agencies are vulnerable to similar problems as they automate and modernize data-handling
operations. It also concludes that effective oversight and monitoring of agencies dependent on advanced
information systems is becoming more difficult, as technological decisionmaking and management in-
creasingly requires specialized knowledge.

Issues for Congress

The basic strategy of SSA's SMP as set out in 1982 is reasonable and defendable in the sense that
it is consistent with accepted systems engineering practices. Some experts argue that alternative strategies
should have been adopted, such as regional decentralization of data processing. However, whether or not
the original decisions were the best ones, the alternative strategies also have disadvantages and risks;
they cannot be shown to offer stronger guarantees of success than does SMP. Achieving SMP’s objectives
now depends on SSA's technical competence, on the quality of its management as it implements the
SMP, and on certain factors outside of the agency’s control, including Administration policy and directives.

SSA has made significant progress toward achieving the goals of the plan in many areas, especially hard-
ware acquisition. In other areas, SSA has fallen behind. The report identifies a series of serious unresolved
problems in software engineering, database architecture, and database integration. Even though the strat-
egy is sound, these problems cast doubt on SSA’'s understanding of the nature of some technical questions,
and its commitment to the quality of management that is essential to success of SMP.

This report also raises strong questions about the reliability and completeness of the information that
SSA has provided to Congress and to the public about its progress in SMP implementation. Congress
may therefore want to intensify its monitoring and oversight of all aspects of implementation, to make
sure that the goals of systems modernization, efficient management, and improved services delivery that
Congress accepted in funding the SMP, are achieved. Alternatively, Congress may want to accept the judg-
ment of SSA and its executive branch monitoring agencies as to whether current progress toward solving
major implementation problems is acceptable, and implementation should proceed through the planned
steps and scheduled milestones. This choice has a bearing on two immediate issues: a large SMP procure-
ment in fiscal year 1987, and the proposal to make SSA an independent agency.

The SMP schedule calls for procurements to automate claims filing in field offices in early 1987. If
implementation of SMP were proceeding satisfactorily, the timing of these acquisitions probably would
not be controversial. The benefits of a modernized claims process, with improved service for the growing
population of beneficiaries and greater productivity for SSA, would outweigh the cost of temporarily
underused computer capacity while other procedures are automated. Unfortunately, there is conflicting
evidence about the reality and pace of this progress, and whether SSA fully understands the nature of
the technical hurdles that must still be surmounted. SSA has not convincingly demonstrated that it
is on the way to solving its software and database problems, and some experts have questioned the advis-
ability of proceeding with this or other procurements until such demonstration is made.

The decision about the procurement should be made in the overall context of the SMP and the desirable
long-term goal, adopted in 1982, to modernize the SSA system. Analysis of costs and benefits of any
procurement should include the effects of its timing on all aspects of SMP implementation. Proceeding
with the procurement risks incurring the costs of unused communication and computer capacity while soft-
ware is developed for automating additional field office services. On the other hand, procurement delay
risks losing possible productivity gains in claims processing, as well as possible degradation in service,
should staff reductions take place. It appears that the claims process could be automated, with considerable
benefit to clients and the agency, while the software work continues. The database problems must be solved,
regardless of the procurement decision. The immediate procurement issue should not deflect attention
from, nor should it determine the course of actions related to the larger systems management problems in SSA.
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Congress may wish to consider giving SSA a cautious “go-ahead” in conjunction with increased moni-
toring and close oversight, and insisting that broad corrective actions be taken over the next year to
strengthen SSA's management control and its systems development capability. A second option is to
stop SMP procurement and contracting, and to take advantage of this interval for congressional re-
evaluation of the goal of providing SSA with state-of-the-art technological systems, and its feasibility,
in the light of current priorities."In this situation, however, some potential productivity gains may be
foreclosed for the near future, and the commitment to and impetus of systems modernization may fall
into disarray, and be difficult to recapture. A third option is to require each step in implementation to
be justified in isolation; however, this involves Congress in a difficult process of micromanagement that
may lose sight of the overall objectives of the SMP effort.

Some potential risks to the timely success of systems modernization are outside of SSA’'s control. The
current pressure to realize productivity benefits by severe work force reductions before the modernized
systems are ready, could lead to a return of the problems of 1978 to 1982, and thus discredit SMP and
whatever progress has been made. Renewed instability of leadership and organizational restructuring
could also delay progress and disrupt SSA’s still fragile attempts to institutionalize advanced planning
and to improve labor-management relations, both of which are essential to the success of systems mod-
ernization. These factors are as important to SMP success as is the immediate procurement issue.

The House of Representatives has voted for independent status for SSA; in part to reduce some of these
risks. While this might buffer the systems modernization effort against some external pressures, it would
not necessarily resolve the difficult questions about the most effective modes of congressional oversight
and monitoring.

The Long-Range Implications of SSA Systems Modernization

SSA’s ability to respond to congressionally mandated changes in benefits programs has already been
improved, and will be strengthened further when it succeeds with software development and improvement.
However, continuing automation of both operations and management functions-both in SSA and other
Federal agencies-is likely to make effective congressional oversight more demanding and difficult. Infor-
mation technologies can make it easier to select, manipulate, or obscure critical performance data, and
the costs of failures in implementing and managing advanced systems may make it more tempting to
do so. Evaluating management decisions and performance related to advanced technological systems
increasingly requires specialized knowledge.

As the automation of SSA’s operations proceeds, labor-management relations will inevitably be stressed.
Displacement of some workers will occur, and there will be increasing need for retraining and relocation
of other workers, and for reconsideration of personnel recruitment, retention, advancement, and compen-
sation policies.

State-of-the-art information technology, by facilitating increased use of computer-matching techniques
and the sharing of data about individuals with other organizations, and broadening access to data, will
exacerbate present concerns about the privacy and security of social security information.

The findings of the report about the source of SSA’s problems, why they were not resolved, and why
their seriousness was not fully revealed by oversight and monitoring mechanisms before they became
critical, have significant implications for other Federal agencies and for Congress. Many of the problems
were found to stem from factors and forces that may affect all Federal agencies that become dependent
on advanced information systems.

The report describes some mechanisms or actions that have been suggested for facilitating congres-
sional oversight of SSA’s systems modernization. They include independent agency status, broader and
more frequent studies by congressional support organizations, integration of SSA oversight in one com-
mittee of each House, a stronger mandate for subcommittees overseeing government information tech-
nology decisions, and an external blue-ribbon advisory panel on government information technology de-
cisions. The most promising of these options are those that could be generalized to apply to other Federal
agencies with similar problems now or in the future.

_*This option was recommended by the General Accounting Office in its recent report on SSA automated data processing acquisi-
tions dated August 1986.
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An Overview

Chapter 1 summarizes the report of information technology management in
the Social Security Administration (SSA), highlighting the conclusions of the study,
and the issues related to SSA'S Systems Modernization Plan and its implementa-
tion from 1982 through 1986 and beyond.



Chapter 1
SSA and Information Technology:
Conclusions, Issues, and Options
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Chapter 1

SSA and Information Technology:
Conclusions, Issues, and Options

In 1982, the Social Security Administration
(SSA) began an effort to thoroughly modern-
ize its data-handling systems, in order to “. . .
avoid potential disruption of service through
immediate improvement of critical system defi-
ciencies, to restore integrity and public confi-
dence, to improve productivity, and to close
the technology gap”that had developed
over the last decade.

Projected to cost $500 million and take 5
years to carry SSA “from survival to state of
the art, the SSA Systems Modernization Plan
(SMP) was one of the most expensive civilian
information projects ever undertaken. It has
since become a “rolling’ 5-year plan with pro-
jected costs currently estimated at nearly $1
billion. See figure 1.

This report of SSA and its SMP addresses
the following questions:

- Why did SSA face “potential disruption
of service’ through “critical system defi-
ciencies” in 1982?

«Why did continual congressional over-
sight and executive branch monitoring fail

This is an abbreviated quote from SSA'sSystems Modern-
ization Plan: From Survival to State of the Art, ch. 1, February
1982, pp. 1 8- 19. Material in this chapter describing the Sys-
tems Modernization Plan and not otherwise attributed is drawn
from SSA documents and discussions with SSA officials.

to prevent emerging problems from be-
coming critical?

e How sound are the basic strategies of
SSA’s Systems h’modernization Plan?

¢ Is there evidence that the progress on
SMP to date is reasonable} satisfactory,
and that it will achieve its objectives?

e How will SSA’s systems modernization
affect, or be affected by, several issues now
before Congress such as the movement to
give SSA independent agency status, the
effort to reduce SSA budget and the size
of its work force, or the possibility} of
changes in social security programs, ben-
efits, or eligibility determinations’

In addition, the report seeks to explore sev-
eral broader questions that are addressed
throughout the report:

+ Are the problems that SSA had, and is
having, generic problems that other Fed-
eral agencies are likely to face in manag-
ing information technology™?

* What can be learned from SSA experi-
ence that can be helpful in future adop-
tion, use, and management of advanced
systems for government operations?

* Will advanced information systems facili-
tate, or make more difficult, congressional
oversight of executive agencies?

« Are there feasible strategies for making
oversight more effective?

SUMMARY OF CONCLUSIONS

The necessity of modernizing SSA'’s infor-
mation technology systems was beyond dis-
pute, yet in the 4 years that SMP has been
underway, it has never been free of criticism
and controversy. There has been widespread
guestioning of the basic strategy of SMP and

of certain critical choices that SSA made. There
is serious doubt about how much progress has
been made in systems modernization; and
about whether SSA fully understands and is
prepared to cope with some persistent prob-
lems, or has dealt, in an open and frank way,



Figure 1.— Cumulative Projected Total Costs for the Systems Modernization Plan (SMP) for 1982,1985, and 1986
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with its oversight organizations in terms of
these problems and SSA'’s plans to cope with
them.

Some of the doubts about and criticisms of
SSA's systems modernization plan can prob-
ably not be answered definitively. Both in the
public sector and in the private sector, large
organizations with complex data operations
are still struggling to find the best ways to use
advanced technology to maximum advantage.
While many lessons have been learned from
experience, experts can be found to attack or
defend any strategy with plausible reasoning
and with equal vehemence. There is no clear
and indisputable ‘right or ‘best way to au-

tomate the operations of a large data-handling
operation; there are several alternative ap-
proaches, each of which has some advantages
and disadvantages. SSA's plan must be evalu-
ated in that context.

The basic strategy of SSA Systems Mod-
ernization Plan is in accord with accepted engi-
neering practice; it is reasonable and defend-
ble. To reverse this strategy four years into
the effort probably would be wasteful of invest-
ments already made, and alternative broad
strategies suggested by critics would not nec-
essarily provide any stronger guarantee of
success. This conclusion does not however nec-
essarily imply that SSA performance in im-



plementing the plan is satisfactory or that the
objectives of the plan will be achieved. At a
minimum, increased monitoring and close over-
sight are necessary if SSA is allowed to pro-
ceed according to its current schedule; but it
is essential that decisions about specific SMP
procurements be made in the context of the
broad plan.

The success of SMP in meeting its reason-
able objectives will depend not only on the
basic soundness of the plan, but also on:

1. whether SSA has the technical compe-
tence to implement the plan,

2. whether SSA exercises good management
in carrying out the plan, and

3. whether certain conditions are obtained
at SSA at this critical stage in its imple-
mentation.

There are some serious questions about
whether the progress toward implementation
of the plan can be considered satisfactory. In
some areas, the implementation of SMP is far
behind schedule, and although SSA makes
strong claims to have solved, or to be well on
the way to solving, serious technical problems
in achieving its goals, it has not been able to
demonstrate to independent experts that this
is the case. There are disturbing signals that
SSA either may not understand the serious-
ness of these problems, is relying on "solu-
tions” that are likely not to work, or is cover-
ing up the seriousness and persistence of the
problems.

SSA appears to have just begun to develop
some management procedures and mecha-
nisms to improve its capability at advanced
systems development, for example, to remove
long-standing friction between the systems de-
velopment and operations components of the
organization, to improve the recruitment and
training of systems personnel, and to use an
innovative and constructive approach to labor-
management relations. These management im-
provements, if they are developing as SSA offi-
cials describe, are still highly fragile. As this
report is being completed, there has just been

a change in SSA top leadership. Whether this
will strengthen or disrupt these promising de-
velopments, remains to be seen. A thorough
reorganization of the agency could, for exam-
ple, interrupt or destroy these still tenuous
management improvements.

Other impending events that will affect the
likelihood of success in systems modernization
are largely out of SSA’s control. For example,
the attempt to reap the anticipated benefits
of increased productivity, in the form of severe
work force reductions, before the systems are
in place to provide these benefits could pose
significant risks to continued progress. The
Administration is insisting on immediate re-
duction of SSA’s work force. If SMP’s prom-
ised increases in productivity are not yet in
place to support such reductions (as they prob-
ably are not), any subsequent temporary ex-
pansion of the volume of work (e.g., implement-
ing a legislatively mandated change in benefits
or coverage) could again lead to huge backlogs,
which could discredit SMP before it is com-
pleted, and would almost surely result in a
breakdown of a promising but still embryonic
joint agreement designed to reduce crippling
labor-management tensions.

SSA's problems in data-handling built up
slowly, but became evident when the agency
was several times able to respond to congres-
sional mandates only with extraordinary ef-
forts and with long-lasting, deleterious after-
effects, For at least a decade, SSA's frequently
changing leadership was unable to solve
chronic organizational problems, and the
agency failid to communicate effectively these
problems to Congress throughout several Ad-
ministrations.

Many of the problems that in the decade be-
fore 1982 drove SSA to the brink of crisis were
common to many large organizations with sim-
ilarly complex operations and rapidly growing
workloads. In the case of SSA, however, they
persisted and were exacerbated almost beyond
the point of solution by, on the one hand, cer-
tain characteristics of the organization and
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failures of its management, and on the other
hand, by external constraints and pressures,
such as frequent changes in organization and
in its top leadership.

Government agencies are properly and nec-
essarily subject to constraints, accountability
requirements, and oversight that do not affect
private sector organizations. These greatly
complicate agencies’ decisions about technol-
ogy and forbid some routes to modernization
that private sector organizations have found
productive. In addition, governmental agen-
cies are insulated against suffering the imme-
diate marketplace penalties for bad decisions;
this allows them at times to persevere in faulty
management practices and to ignore or con-
ceal emerging problems until they become in-
tractable. The report indicates that in some
aspects of systems modernization, SSA did
this persistently in the 1970s and may well be
doing it today.

The problems that SSA has demonstrated
will be likely to afflict other government agen-
cies as they adopt, and struggle to use, ad-
vanced information technologies.

A number of Federal agencies are like SSA
in that they handle huge volumes of highly
standardized data, deal with individuals
directly, and are now absolutely dependent on
information technology systems to perform
their missions: the Internal Revenue Service,
the Bureau of the Census, and the U.S. Treas-
ury are obvious examples. They are vulnerable
to the same pressures that caused SSA to fall
behind technologically, and those that the
agency encountered in modernizing and man-
aging systems, to the extent that these are
structural or generic problems.

Congressional oversight procedures did not
detect or understand emerging problems in
SSA —for reasons that involved the priorities
of SSA, the Administration, and congressional
committees themselves. Similar problems in
making congressional oversight effective are
almost certain to occur in the future, and to
become progressively more troublesome. A
defensiveness on the part of SSA career offi-
cials, described in other chapters of this report,

appears to have contributed to this situation
and still complicates attempts to understand
SSA’s problems. This defensiveness was ex-
treme but is not unique to SSA. The highly
technical decisions that must be made with re-
gard to advanced computer systems pose spe-
cial difficulties for most congressional over-
sight committees. Special mechanisms may be
needed to facilitate oversight of major tech-
nological decisions by Federal agencies.

The issue of restoring SSA to the status of
an independent agency is now before Congress;
the House of Representatives has already
passed a bill (H. R. 5050) to this effect. One of
the reasons that has been put forward in ad-
vocating this action is to improve SSA’s re-
sponsiveness to congressional policies related
to systems modernization. Whether or not this
action is advisable on other grounds, independ-
ent status is unlikely to solve either SSA sys-
tems development problems or problems with
congressional oversight of that process.

For long-term success in achieving systems
modernization and allowing SSA to use infor-
mation technology efficiently and effectively
in carrying out its mission, a strong systems
planning capability is crucial. SSA’s effective
planning horizon is limited to 5 years forward,
and is focused on achieving the state of the
art of today technology, not on being at the
leading edge of information-handling technol-
ogy as it continues to develop rapidly. SSA
officials have said that they do not want to
be on the leading edge but rather in a position
of average industry performance. This means,
however, that in 20 years it may again be a
decade behind current practice, unless it con-
tinually forecasts and monitors emerging tech-
nological capabilities with a view toward their
future utilization.

There are several other areas in which Con-
gress may wish to clarify its policies or priori-
ties with regard to SSA practices; among these
are safeguards for the privacy and integrity
of client information. This report of the SSA
systems modernization efforts is intended to
help in foreseeing and understanding those
problems.



WHY SSA FACED POTENTIAL DISRUPTION
OF SERVICE IN 1982

The first question addressed in the report
is, “why did SSA face potential disruption of
services . . . through critical system deficien-
cies’ as it stated when announcing its Systems
Modernization Plan in 1982. The reasons for
these deficiencies bear on the extent to which
such problems are unique to SSA or may be
of more general governmental concern. The
steps through which SSA moved toward serv-
ice disruption will be briefly summarized be-
low. (Part Il of this report is a more detailed
case history. )

Brief History of SSA and
Information Technology

Three Decades of Healthy Progress

In its first few years, 1935 to 1939, SSA be-
gan to establish a reputation as a highly effi-
cient and well-managed agency. It was able to
recruit a well-qualified staff, set high stand-
ards for data security and privacy and for
responsiveness to client needs, and maintain
low administrative costs. SSA then enjoyed
a high degree of autonomy. Its needs for data-
handling equipment stretched or exceeded the
limits of then available technology, but the
agency was able to work closely with manu-
facturers to push the state of the art. Commis-
sioners were experienced managers and main-
tained a good balance between attention to
daily operations and insistence on long-range
planning for technological development.

From 1940 to 1970 there was steady growth
in SSA operations. Congressional support for
social security programs had become broadly
bipartisan. Programs were expanded and new
programs were added; but as the volume of
work expanded the work force grew propor-
tionately, at least in the first two decades. SSA
employment tended to be a lifetime career, and
workers and managers had a strong shared
commitment to the social programs for which
the agency was responsible.

In 1946, SSA was placed within the Federal
Security Administration; thereafter, it was
headed by a single commissioner rather than
a three-person board. A few years later, it be-
came a component in the new and massive De-
partment of Health, Education, and Welfare.

In the late 1950s and 1960s, as information
technology steadily improved, SSA developed
a special relationship with IBM, and worked
closely with that company to adopt and adapt
systems to fit its needs. This was in no way
unusual, since IBM was then the clear leader
in the field, and computer systems in most Fed-
eral agencies were predominantly IBM. SSA
was a leader in use of information technology
through much of this period, although as late
as 1971, SSA operations, like those of other
data-handling organizations, were still heav-
ily paper-based.

Early Signals of Emerging Problems

After Public Law 89-306 (“the Brooks Act’
was passed in 1965, it was clear that SSA
relationships with computer vendors and its
methods of procurement would have to change.
But by this time IBM had able competitors.
Competitive procurement should not have
caused major troubles. By the end of the 1960s,
however, there were emerging but not fully rec-
ognized problems at SSA. By virtue of hav-
ing been one of the first users of large com-
puters, SSA also had the oldest system; it was
no longer at the leading edge and would fall
steadily farther behind. If new systems were
not necessarily to be IBM equipment, there
would be problems of compatibility. Software
conversion and updating would be a growing
necessity. Documentation of changes in the
software would become more essential; but the
importance of this had not been fully realized
earlier, and as the software had been adapted
to accommodate changes in benefits or eligi-
bility determination procedures, these modifi-
cations had not been well documented.
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Because SSA had been at the forefront of
computer use, its system designers, managers,
programmers, and analysts had to learn their
craft on the job. People at SSA tended to stay
there, and some allowed their skills to become
obsolete. Because promotions were based on
seniority, and because SSA no longer had state-
of-the-art technology, it became difficult to
make room for, or to attract, highly trained
newcomers.

In the late 1960s and early 1970s, these and
other emerging problems were not highly vis-
ible to Congress, and perhaps not even to
SSA’s top management. As the work force
grew, labor-management relations inevitably
became more complex. The training and ori-
entation given to new workers was somewhat
diluted and their commitment to the goals of
social security programs was less personally
and directly translatable into standards of per-
formance and loyalty to the agency. In the mid-
1960s, with the rapid growth in most employ-
ees’ workload, conditions deteriorated, and
there were signs of serious tension. After 1962,
union membership and collective bargaining
for Federal workers made labor-management
problems more adversarial.

Beginning in 1968, there were several forced
reductions in SSA’s labor force, although the
work had increased with the expanded social
programs of the Great Society. The increased
workload strained the operating efficiency of
the agency and further stressed the workers,
while recurring announcements of layoffs
caused resentment and feelings of insecurity.
However, growing use of computers allowed
the work to be absorbed without serious dis-
ruptions or delays.

A Decade of Deepening Problems

During the 1970s, SSA’s problems deepened
and became intractable. From 1972 to 1981,
15 new laws made changes in retirement, sur-
vivors, and disabled insurance programs. Four
of these made significant changes in entitle-
ments and benefits. This often required exten-
sive changes in coding and revisions in soft-

ware. Repeatedly the time allowed between the
passing of a law mandating changes and the
time at which they were to go into effect proved
to be inadequate. The changes could not be
made in an orderly and efficient manner, and
were accomplished only at the cost of heavy
overtime for the workers, high error rates, and
disruption of other activities (e.g., quality con-
trol, new software development, and above all,
long-range planning). Backlogs became a recur-
rent problem.

Instability of leadership and repeated and
incomplete reorganizations of the agency, per-
haps intended to solve the problems, instead
made them worse. Between 1973 and 1981,
SSA had seven different commissioners or act-
ing commissioners, with an average tenure of
1,1 years. There were four drastic reorganiza-
tions, none of them fully completed in the sense
of establishing clear jurisdictional boundaries
and program account ability before the next re-
organization. In the course of these, the activ-
ities of the major social security programs were
split apart and distributed between functional
divisions of the agency; program coherence was
lost and performance measures were obscured.
Advanced systems planning was fragmented,
its professional resources drained to bolster
over-stretched and failing operations; finally
advanced planning was almost completely dis-
continued. Mechanisms for decisionmaking
and for review and control of technology pro-
curements, which had been institutionally sep-
arated, were merged so that important checks
and controls were lost.

In the larger world, it was increasingly rec-
ognized that software development, rather
than advances in hardware, was the key to the
effectiveness of future computer systems. In
this area SSA was now falling further and fur-
ther behind. The complexity of its operations
and the frequent changes in procedures that
were necessary required frequent modifica-
tions of codes and software programs, but
these were done piecemeal and under pressure,
with little attention to uniformity, standards,
documentation, or knowledge of the just be-
ginning discipline of software engineering.



Promotion by seniority for systems person-
nel was by now taking its toll. The long tenure
of SSA upper managers carried with it experi-
ence, loyalty, and dedication to the mission
that was SSA’S strength, but the managers
also developed a deep defensiveness and a sus-
picion of both consultants and new adminis-
trators who criticized established procedures
or tried to introduce management innovations.

The passage of the Supplemental Security
Income (SS1) Program, at the end of 1972,
evoked a crisis—still spoken of at SSA as a
disaster—that made the agency’'s problems
only too visible. This program was very differ-
ent from other SSA programs, although the
differences were not widely recognized at the
time. It involved much greater interaction be-
tween SSA service representatives and clients,
often under conditions of distress and urgency,
and these interactions often took on the char-
acter of prolonged negotiations, or became con-
tentious and adversarial.

SSA had two planning groups studying SS1
proposals before Congress passed the bill, but
there was considerable doubt until the last mo-
ment that it would pass, and in any case the
planners had no resources to do more than min-
imal paper studies. After the bill passed, SSA
had 14 months to get ready. At this point it
chose to put in place a new telecommunication
system to link service representatives with
headquarters. There were only one or two ter-
minals per office, the systems failed frequently,
and the communications traffic exceeded ex-
pectations and soon saturated the communi-
cation lines. The communication system be-
came a bottleneck in SSI operations rather
than a facilitator.

Moreover, the number of people trained to
operate the system and to provide client serv-
ices was grossly inadequate. Long lines of
clients formed, waited for hours, and were sent
home to come again. Huge backlogs developed.
SSA reputation and public relations suffered
severe damage, and its chronic problems were
now visible to Congress.

Congress had not anticipated this outcome,
and was surprised and indignant. Congres-
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sional oversight committees blamed SSA for
poor technological decisionmaking, for mis-
estimating the resource requirements of the
new program, or for failing to inform Congress
of the impending crisis. They suspected that
SSA had been prevented from making its prob-
lems and resource needs known by its parent
agency and the Office of Management and
Budget (OMB), whose overriding priority was
to reduce SSA work force and budget. Em-
ployees of SSA say that agency officials had
repeatedly warned the Administration and, in-
directly at least, Congress that the prepara-
tion time and the work force for the new pro-
gram would prove inadequate. All parties to
the debacle agree that the oversight process
had somehow failed to reveal the extent of
SSA’'S problems in meeting congressional
mandates, and those problems had become in-
tractable.

The Systems Modernization Plan introduced
in 1982 was designed to solve these problems.
(The progress that SSA has made since then
is discussed in ch. 2.) Neither SSA'S problems,
nor severe criticism of the agency in Congress
and elsewhere, has disappeared. Stringent en-
forcement of the Disability Amendments Act
of 1980 and the Debt Collection Act of 1982
brought SSA strong criticism. Pressure to re-
duce the SSA work force troubles its employ-
ees. There are many concerns about the agen-
cy’s ability to respond to future congressional
mandates for changes in its programs or pro-
cedures.

Underlying Factors in SSA’'S Critical
Systems Deficiency

Problems Common to Large
Data-Handling Organizations

From this brief overview and more detailed
discussions in Part 111, broad factors that con-
tributed to SSA'S nearly disastrous situation
can be identified. Some were problems to which
many private sector organizations had also
fallen victim. The restructuring of the com-
puter industry in the 1960s had caused wide-
spread confusion and floundering in systems
planning.
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SSA'’S problem was not that its computers
were “old” or “obsolete.” It was that the work-
load had become too large, too complex, and
too dependent on automated processing to be
handled by SSA'S existing work force with ex-
isting technology. In this situation, every addi-
tion to the workload became a potential cri-
sis. Information processing was:

» pieced together, program by program,
with manual handling and mechanical
flow of data in between automated steps,
with no agencywide planning or design-
ing of a system that could allow the work
to flow smoothly, and little backup for sys-
tems that “went down” when the work-
load was heaviest;

» the computer systems were driven by
heavily patched, inefficient software, with
years' of changes and revisions that were
poorly documented; and

» the data in 50 years of SSA files was
categorized and recorded variably and un-
systematically, with data definitions that
differed across files; there was no “cor-
porate (agency) database. ”

Advanced computer systems cost millions
of dollars and several years to procure and im-
plement. These investments cannot be lightly
abandoned. Continuing modernization of hard-
ware requires continuing software upgrading
and conversion. When technological capabil-
ities are improving rapidly, the leaders in a
field, having sunk large costs, may be over-
taken and left behind by more recent adopters
of the technology. Government officials are not
as free to take risks as are corporate entrepre-
neurs; nor can they independently undertake
to raise capital for new ventures on the gam-
ble that this will pay off in the marketplace.
Thus Federal agencies are particularly vulner-
able to falling behind the state of the art in
technology.

The greatest management failure at SSA
was lack of planning and advanced develop-
ment. Professional competence in computer
technology was scarce and had to be devoted
to solving immediate operational problems; the
budget did not provide adequate resources for

long-term systems development; top-level ex-
ecutive officers, who were not technologically
sophisticated, did not insist on its importance;
and political decisionmakers did not want to
encourage demands.

Special Problems for Federal Agencies

Box A summarizes some conclusions from
a series of OTA assessments of Federal Gov-
ernment Information Technology.’ This spe-
cial report on the Social Security Administra-
tion found that many of the generic problems
identified in these earlier studies could be ob-
served in this agency. Many of the Social Secu-
rity Administration’s problems are not particu-
lar to it, but typical of problems in large
Federal Government organizations. The con-
clusions in box A were based on cross-cutting
examination of many Federal agencies, but can
also be read as a diagnosis of SSA problems
in information technology management.

Excessive Instability of Leadership.— While
much of the SSA work force, up through the
levels of middle management, suffered from
a lack of “new blood, ” the top level of man-
agement was continually changing. Commis-
sioners are political appointees; in recent years
they came and went almost yearly. Most had
little understanding of advanced technology
resource needs and constraints, or technology-
oriented management, but sought to gain con-
trol by reorganizing the agency.

Frequent, drastic reorganizations broke up
the earlier coherence and accountability of ma-
jor programs, but failed to provide what may
have been better—a rational structure based
on a redesigned work flow and technology-
based functions. There were no organization-
wide systems or system development planning,
because operations and systems development

‘U. 8. Congress, Office of Technology Assessment, Electronic
surveillance and Civi] ~Jiberties (Washington, DC: U.S. Gov-
ernment Printing Office, October 1985); Management. Security,
and Congressional Oversight [Washington. DC: U.S. Govern-
ment Printing Office, February 1986); Electronic Record Sys-
tems and Individual Privacy (Washington, DC: U.S. Govern-
ment Printing office, June 1986). Conclusions in box A are
quoted or abstracted from Management, Security, and Congres-
sional Oversight, pp. 1-5.



Box A.—General Problems in Federal Government Information Technology and
Information Policy As Identified in Previous OTA Assessments

Strategic Planning: Failure to:

. include strategic as well as operational planning in 5-year plans;

= identify innovative opportunities for use of information technology;

.connect planning effectively to implementation;

-involve users, clients, and the interested public in the planning process;

explicitly consider the implications of information technology use for protection of data secu-
rity and privacy; and

= have an effective vision of the future, with strategies for using new technology to further
government missions.

Information Availability and Quality
- There are serious deficiencies in the scope and quality of information available to Congress
and to agencies themselves, which can hamper effective congressional oversight and agency
decisionmaking. There is a need to specify the types of information that should be reported
to assist oversight of information technology, and to strengthen data quality standards and
procedures.

Innovation
-Where there are examples of agency innovation, such as use of electronic mail, videoconferenc-
ing, and computer-based decisionmaking, the exchange of this experience and learning with
other agencies is irregular or nonexistent. Many agencies view innovations as too risky to try.

Procurement

- Government information technology procurement is subject to multiple and sometimes con-
flicting efforts to simultaneously expedite the procurement process (e.g, through General Serv-
ices Administration’s delegation of procurement authority), increase the level of competition
(e.g., the competition in Contracting Act), and more clearly demonstrate a significant return
on investment in information technology (as now required by OMB).

- The “success” of procurement is closely tied to the government’s ability to plan and define
technology needs and to match technology to those needs. There still appears to be a need
for: better training of procurement staff, greater senior management involvement in and under-
standing of the planning and procurement process, improved mechanisms to exchange procure-
ment experience and learning, and possibly a procurement and management troubleshooting
team to assist with serious trouble spots.

Information Resources Management (IRM)

- This concept was intended to bring together previously disparate functions—such as com-
puters, telecommunications, office automation, and the like-and to establish the importance
of information as a resource. Actual implementation of IRM varies widely and has been only
partially or minimally implemented in many agencies.

. IRM is essential for large, long-term investments in equipment and its related training and
recruitment demands. Chief executives are not in control long enough to realize the return
on investment in resources spent for long-range planning and development.

were constantly forced to compete for profes-
sional resources and management attention,
and because reorganizations were generally not
completed and “set,” before a new commis-
sioner and his team took over.

Private sector organizations had similar
problems. SSA'S problems were made more dif-

ficult by the imperatives and constraints that
are special to public sector organizations.
SSA'S performance in coping with technologi-
cal change in the face of these necessary gov-
ernmental rules was particularly poor; but the
explanation need not involve conspiracy, mal-
feasance, or even special ineptitude. These pit-
falls will continue to beset governmental agen-



cies as they attempt to reap the benefits offered
by advanced information systems.

In some cases, new commissioners arrived
with a political directive (i.e., immediate bud-
get reduction) that had to take priority over
finding long-term solutions to chronic opera-
tional problems or improving service delivery.
In addition, the scale of SSA operations and
the extent to which they had become depen-
dent on technological systems made it diffi-
cult for new leaders to understand SSA prob-
lems quickly. This was compounded by the
defensiveness of the long-tenured middle man-
agers. Committed to “getting the checks out
on time” and barely able to cope with grow-
ing backlogs, many of them feared any inno-
vation, seeing it as carrying a risk of disrupt-
ing daily operations.

Lack of Control Over Changes in Its Workload
and Commitment of Resources.—Corporations
—if well managed—consider many factors be-
fore seeking a greater market, offering new
services, or making significant changes in their
operations. They pay particular attention to
the timing and to the manpower, skills, and
equipment that will be required. Often this
analysis is made easier by studying the experi-
ence of similar or competing organizations. For
SSA, assumption of new programs, provision
of new services, and changes in benefits and
entitlements are mandated by Congress. In
government there are always at least three sets
of actors in this situation: Congress, which
mandates changes in mission and responsibil-
ity; the agency, responsible for performance;
and the Administration, which can to some ex-
tent constrain the flow of resources, and to a
large extent control the communication to Con-
gress of resource needs. An agency’s spokes-

‘For example, the Internal Revenue Service had serious trou-
bles with its 1985 tax processing; a contractor review (accord-
ing to Computerworld, which obtained the report from a con-
gressional committee), said that IRS lacks a strategic plan, and
its processing system is “inefficient, fragmented, and difficult
to maintain.” Mitch Betts, “ IRS Systems Need Revamp, Au-
ditors Say’, Computerworld, Mar. 24, 1986. p. 1.

man to Congress-its chief executive officer—
effectively represents the Administration,
rather than the agency.

Lack of Control Over Systems Procurement.—
Competitive procurement became a serious
problem chiefly because SSA had been accus-
tomed to working closely with the vendor to
develop systems tailored to its needs, did not
clearly understand its technological require-
ments, and already was struggling with soft-
ware loaded with poorly documented patches.
By the time competitive procurement laws were
passed, technological choices were broad, the
computer manufacturing industry offered
many alternative systems and vendors; there
were many large computer-using organizations
whose needs provided the stimulus for further
technological innovation. SSA poor procure-
ment procedures rather than the legal require-
ments for maximum competition caused it seri-
ous troubles and opened the way both for
defective systems and for fraud and abuse by
SSA officials.

Nevertheless, the ability to schedule procure-
ments at the best time for the organization,
to carry them through quickly, to choose with-
out constraints, and to gamble on innovative
but unproven technology, gives private sec-
tor organizations a large advantage over gov-
ernment agencies in making technological
choices.

Impatience in Collecting the Return on Invest-
ment.—Putting in place radically different
technology for carrying out operations requires
adjustment of the flow of work, changes in in-
ternal jurisdictions, and acquisition of a skilled
work force and management team. Attempts
to grasp the benefits too quickly—to sharply
cut labor costs before the automation is ready
to pickup the load—can lead to overloads and
disruptions that discredit the systems and un-
dermine management’s commitment to the
technology. The expectation that this will hap-
pen at SSA is now causing renewed resistance
to and criticism of the SMP both within SSA
and in oversight organizations.



WHY MONITORING AND OVERSIGHT FAILED
TO CORRECT SSA’S PROBLEMS

During the 1960s and 1970s, SSA was pro-
gressively less able to respond to congressional
mandates without herculean efforts, resulting
in large backlogs, high error rates, deteriorat-
ing cost-effectiveness, and worsening work-
place conditions. Repeatedly, congressional
oversight committees were unpleasantly sur-
prised by these outcomes, as revealed in later
hearings. Yet oversight mechanisms, during
this time, had been exercised diligently. Sev-
eral factors contributed to these unpleasant
surprises:

» Differences in priorities between Con-
gress, the Administration, and SSA itself
constrained SSA communication of re-
source needs.

The White House and both Houses of
Congress have been controlled by the
same party for only 4 of the last 18 years.
Administration constraints on the budget
sometimes overrode estimates of the
number of man hours necessary to make
changes that Congress mandated, whether
the Administration supported or opposed
those legislative initiatives. Thus in 1972,
the overwhelming demands that the Sup-
plemental Security Insurance Program
would place on SSA staff were not clearly
communicated to Congress, although
enough analysis had been done within
SSA to make clear that new and more
time-consuming ways of dealing with
clients would be necessary.

In 1982, both the Administration and
Congress supported the large investment
in SMP but with differing perspectives on
its justification and expectations of its
outcomes. The Administration supported
automation as a means of increasing
productivity and trimming the Federal la-
bor force. Many Members of Congress
give greater emphasis to improved respon-
siveness to clients.

The way in which SMP was justified to
congressional oversight committees in
1982 illustrates a problem that may oc-

cur frequently. The commissioner and his
aides presented in documents and several
hearings, a dramatically strong picture of
SSA’'S “crisis” in operations. Congress
had not heard such strong statements in
the past, and heard them in 1982 only af-
ter an internal struggle at SSA. Some SSA
middle and upper level managers then dis-
puted (and still dispute with some bitter-
ness) the accuracy of these statements—
either because the statements were exag-
gerated, or from reluctance to reveal past
shortcomings, or to protect their power
base within the agency.

All information that congressional over-
sight committees receive is of necessity
affected by the political objectives of the
Administration, and by the attention and
concerns of the congressional committee
that poses, or fails to pose, crucial ques-
tions to the responsible officials.
Conflicting priorities among oversight
committees further obscured SSA devel-
oping problems.

Oversight of SSA is shared by several

committees in both the House and Sen-
ate. Appropriations committees have one
set of concerns—accountability and effi-
ciency; other committees focus on social
programs and the special concerns of the
aging or of disabled workers; others are
chiefly concerned with competitiveness in
procurements. In addition, since 1981 the
House and Senate have been led by differ-
ent parties, which emphasizes differences
in priorities in guidance to SSA, SSA offi-
cials repeatedly assured each committee
that the agency was attempting to re-
spond to its chief concerns, without much
discussion of the conflicting directives
that this implied.
Alternative channels of communication
failed to reveal the cumulative, interac-
tive, and long-range nature of emerging
problems.

GAO performed scores of studies of
SSA for various congressional coremittees



18

during this period. Most addressed spe-
cific, narrowly framed questions posed by
the committees, usually having to do with
technical performance or compliance with
a particular law. It was difficult for any
one person—even by reading all of the
reports—to get an integrated, coherent
picture of the situation that was steadily
developing. (GAQO’s new series of agency
management reviews takes a more in-
tegrated approach.)

Special studies by national commissions
focused on the viability of the social secu-
rity Trust Fund and did not probe SSA
management issues; others (such as the
Grace Commission and the National Acad-
emy of Public Administration) looked at
management issues but did not give great
attention to quality of services or to the
long-range future.

SSA officials themselves had little moti-
vation to call attention to accumulating
problems.

Congress does not confine its attention
in hearings to the Commissioner. It heard
from many other SSA officials or former
officials, vendors, and outside experts dur-
ing this time. There are also less formal
channels of communication between bu-
reaucrats and Congress. SSA officials who
testified were nevertheless either politi-
cal appointees or under their control, and
so inclined not to dispute the Administra-
tion position. Those who held positions in
operations and those who held positions
in systems development, moreover, often
lacked a comprehensive or disinterested
view of the problems that were develop-
ing. Some others who appeared at hear-
ings either had no credible source of in-
formation about SSA'S internal problems
or (especially vendors or potential contrac-
tors) had a vested interest in possible con-
gressional actions.

Members of Congress and the staff of
most oversight comittees lacked the spe-
cid”zed expertise to challenge statements
about advanced data-processing capabil-
ities, options, or resource requirements.

Most congressional oversight commit-
tees do not have either Members or staff
with the specialized training and experi-
ence to fully understand or challenge what
they are told about the increasingly com-
plex and esoteric field of advanced infor-
mation systems. Experts themselves dis-
agree on many critical issues of design,
capabilities, choice, implementation, man-
agement, and lifecycle costs; and few ex-
perts can discuss these questions in jar-
gon-free language understandable to the
nonspecialist. Staff members who have
made themselves expert on one aspect
(such as competition in procurement, or
systems capabilities) may still not be ex-
perienced in problems of management.
Relatively few are able to ask hard ques-
tions about the likely course of technologi-
cal development over the next 10 years.
Thus, it is increasingly likely that many
important questions about long-range re-
turn on public investments will go un-
asked by Congress and thankfully un-
answered by government agencies.

» SSA own estimates may have been un-
reliable.

Though SSA people say that their re-
guests for resources were repeatedly cut
by the Department of Health and Human
Services or OMB before reaching Con-
gress, these estimates of requirements
were themselves often the focus of dispute
between operations officials, systems de-
velopment people, and the Commission-
er's office; it is not clear whether they were
credible projections.

As Federal agencies become more dependent
on large computer systems both for operations
and for internal administration, critical infor-
mation that Congress needs for effective over-
sight will more and more be embedded in large
databases. Management information systems
can be made to extract, combine, manipulate,
and format data to produce performance meas-
ures, accounting categories, benchmarks, and
trend projections tailored to almost any pur-
pose. The temptation to present such informa-



tion * ‘in the best possible light (or, according
to purpose, in the worst possible light) has al-
ways existed; but computers can make it eas-
ier to get away with it by removing such proc-
essing a few steps further from easy perusal,
everyday experience and plain common sense.
At the same time, the motivation to conceal
mistakes or failures is increased by the high
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stakes riding on investment in systems that
promise high, but delayed, return on invest-
ment, It will be more and more difficult for
most Congressmen and Congresswomen to
challenge what they are told by agency offi-
cials about their technological choices and
problems.

THE BASIC STRATEGY OF SSA’S SYSTEMS
MODERNIZATION PLAN IS SOUND

Another question addressed by this report
is the soundness of the basic strategy of SNIP.
That strategy is:

1. To Upgrade computer Capacit&V: Tocon-
solidate SSA scattered computing sys-
tems and sites, greatly increase its total
computer capacity, acquire more modern
computers, develop a local network for
high-speed data transfers, and acquire bet-
ter peripheral equipment.

2. To Integrate Its Database: To rational-
ize and integrate files into an SSA data-
base, by moving files onto disk storage,
achieving direct (random) access to data,
developing an overall * ‘database architec-
ture, ” and establishing a data dictionary
to standardize the definition and form of
separate units of data,

3. To Institute Modern Techniques of Soft-
ware Engineering: To retain and upgrade
as much as possible existing software, re-
writing as much code as necessary; enforce
consistent standards for all future soft-
ware; improve and modernize all software
documentation (reference manuals, user
and training manuals, records of changes);
develop new software applications.

4. To Build a Data-Communications Utility:
To re-engineer and consolidate three ma-
jor telecommunications networks into a
modern, expanded conduit for two-way
transmission of data and interactive com-
munications between service representa-
tives in the field offices and the headquar-
ters processing operations.

5. To Add Automated Management Tools:
To these primary goals were added, some-
what later, the development of automated
techniques for managing and scheduling
computer operations, and development of
information systems for use in manage-
ment and administration.

Most elements of this strategy are noncon-
troversial, but there are several points at which
the strategy has been questioned, as is dis-
cussed in more detail in chapter 2. One debate
centers on whether centralization of process-
ing was a sound choice; the alternative is dis-
tribution of data-processing operations to re-
gional centers. A second critical question is
whether SSA should have bought or developed
all new software, rather than choosing to pre-
serve, modify, or rewrite millions of lines of
code. (In practice, SSA now appears to be tak-
ing a middle course, rewriting some code and
developing new software to modernize some
operation s.)

The questions and criticisms regarding basic
SMP decisions are serious ones, but they do
not have definitive “right’ answers to which
all experts can agree-in general or with re-
gard to a specific organization such as SSA.
In terms of the basic SMPstrategy, the choices
that SSA has made may not be demonstrably
the “best” choices but they are reasonable, in
accord with well-established engineering-
tices, and defendable. There is no guarantee
that alternative choices or strategies, urged
or implied by critics, would be more assured
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of long-range success or involve fewer prob-
lems or risks, or indeed fewer doubts and
criticisms.

The main thrust of SMP strategy is to pro-
duce first a modernized claims process, with
service representatives in field offices using
interactive terminals to access SSA'S head-
guarters database to answer the clients ques-
tions and transmit an application to headquar-
ters for final processing. Other program
procedures and management activities will also
be automated as the plan proceeds. It can be
argued that SSA should be looking much fur-
ther ahead at developing technological capa-
bilities and new ways of accomplishing its
mission, rather than automating today’s pro-
cedures with today’s technology. This, how-
ever, involves a degree of innovation, and
perhaps risk-taking, that few government
agencies are willing or able to assume.

Substantial progress has been made in some
areas of the SMP and there have already been
large expenditures of time and effort which
should show results in the near future. Tore-
guire SSA to begin again with a different strat-
egy does not appear to be justified even the
uncertain strength of the critical arguments.

To conclude that the basic strategy is sound
and should not be abandoned, however, does
not necessarily mean that SSA can and will
carry the systems modernization plan to a suc-
cessful conclusion. Neither will it answer the

broader question of how long-range technol-
ogy planning and development— which will al-
ways be beset by uncertainty and risk—can
best be evaluated in ways that are both useful
to Congress and supportive rather than threat-
ening to public servants with a difficult mis-
sion to perform.

What is needed is a mechanism or mecha-
nisms for providing both agency officials and
Congress with an independent and disin-
terested source of expert advice and evalua-
tion, separate from monitoring and investiga-
tory functions and also apart from both
regulatory responsibilities and political objec-
tives. While there would often be a lack of con-
sensus among such expert advisors, the range
of options available for consideration by agen-
cies and by Congress would possibly be broa-
dened and the relative advantages and dis-
advantages of the options clarified before
choices are made. Such mechanisms already
exist in the several congressional support agen-
cies, but their assistance is often sought after
basic decisions have been made and imple-
mented. Also, since they are located within the
legislative branch, their assistance and advice
is usually not available in helping agencies
frame action proposals to be put forward to
the Administration or to Congress. One alter-
native is to create new mechanisms for this
kind of public service. Some possibilities are
outlined in the options section of this chapter.

CONFLICTING EVIDENCE ON PROGRESS
IN SYSTEMS MODERNIZATION

There appear to be serious implementation
problems to which SSA-in spite of strong
claims of accelerating progress-does not yet
appear to have a credible solution. Denial that
these problems exist, or unsubstantiated as-
sertions that they have been solved (in ways
that to outside experts are not clear or con-
vincing) leave considerable room for doubt that
SSA understands its technical difficulties or
is addressing them adequately. For example,

while SSA proceeds with hardware procure-
ment and upgrading, it consistently downplays
the problems it is having in defining a data-
base architecture and making decisions about
database integration and management. Only
persistent challenges to the statements of SSA
officials and comparison of those statements
with information gleaned from workers, con-
tractors, and monitors, reveal the existence of
some of SSA'S persistent, unresolved techni-



cal problems. GAQO’s forthcoming manage-
ment review, based on examination of records
not directly available to other congressional
support organizations, may answer at least
some of the questions raised in this report
about the adequacy of SSA response to tech-
nical problem areas and the amount of sound
progress that has been made. (See table 1.) If
GAO confirms the apparent gaps between
SSA'S official statements and the degree to
which SMP objectives are being realized, this
will underscore the increasing difficulties in
monitoring highly technology-dependent gov-
ernment operations.

As of the end of fiscal year 1986, it appears
that about 20 percent of SMP'S currently pro-
jected costs have been expended. Major pro-
curements for the SMP, especially for placing
the interactive data communication terminals
in field offices, will occur in fiscal years 1987
and 1988. Some SSA critics say that before
such steps are taken, Congress should insist
on a complete reexamination of the assump-
tions and strategy of the SMP with a view to
aiming it in radically different directions, or
formulating a quite different plan. At a mini-
mum, they say, the procurement of 22,000 to
39,000 interactive terminals should not be done
this calendar year as scheduled—instead, ter-
minals should be phased in over the next 2 to
5 years, or the procurement should wait until
all field office services are redesigned and auto-
mated. Even though there are no convincing
arguments for reversing SMP’'S basic strategy
at this stage, it is not certain that SSA is mak-
ing satisfactory progress in development of
software; it would not be unreasonable to move
more slowly in making major procurements
until there is proof of acceptable progress in
all areas. This decision, however, should be
made in the light of its effect on SMP as a
whole. To stop a pivotal SMP procurement on
the grounds that the 1974-82 operational cri-
sis has been surmounted would effectively be
a rejection of the concept and objectives of sys-
tems modernization.

The most unequivocal progress in imple-
menting SMP has been made in upgrading the
capacity of large primary computer systems.
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Major programmatic systems computers
have been upgraded and “mean-time to fai]-
ure " increased from 270 hours to 19,000 hours.
Telecommunication processors and some de-
cision support systems have been installed.
Major files have been moved from tape stor-
age to disk storage. The six Program Service
Centers are still using very old, too small com-
puters and a procurement award for their
replacement has been held up by a challenge
under the Competition in Contracting Law. In
general, however, the capacity upgrade pro-
gram, which will account for about 24 percent
of SMP expenditures, is approximately on
schedule, with other procurements to be com-
pleted this year.

The soft ware engineering program has had
serious problems and is behind schedule. SSA
claims to have completed essential early steps:
definition of its functional requirements for
data-handling and software applications, de-
veloping software engineering standards, and
preparing a basic Software Engineering Tech-
nology manual. The agency says that it is mak-
ing a strong effort to enforce new tools and
standards for software development.

Some new software systems and applications
have been put in place. SSA apparently judi-
ciously abandoned vague promises to rewrite
all old code, but software improvement has be-
gun. SSA is, however, still far from having
made its existing software ‘maintainable and
transferable, as was to have been achieved
by this time.

There is evidence that in some areas the func-
tional requirements are not well enough devel-
oped to be an effective guide to systems re-
design, and that use of software engineering
tools and standards is not yet stringently en-
forced. Software will not be ready for full and
efficient use of the new interactive terminals
being procured for field offices for several
years.

About 21 percent of total SMP projected
costs are allocated to the software engineer-
ing technology program; expenditures in this
program have been running somewhat ahead
of projections.

Database integration is also far behind
schedule; SSA now says that by 1987 this part
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Table .—Major Reported Accomplishments of the SSA’S Systems Modernization Plan
in Its First 4 Years and Future Milestones by Specific Program Areas

Accomplishments *

Software engineering program:

. Piloting a modernized claims system at two district
offices

¢ Initiated functional requirements for LAGs

.Completed operational software improvements

.Designed new debt management system

.Began piloting critical payment SET

.Designed AWR

« Established PDTF/TTSF

Database integration program:

¢ Implemented nationwide, on-line query capability on
several major master files for district offices

. Converted major files from tape to disk storage

7 Implemented data administration tool

« Began piloting target database architecture

. Initiated data purification

. Initiated database support for LAGs

Data communications utility program:

. Continued with procurements of DCU network and
terminals

.Replaced SSADARS host computers

¢ Upgraded telecommunicate ions lines and software

. Completed general DCU design

¢ Planned DCU and TAP implementation

Capacity upgrade program:

- Completed seven phases of DASD installation

- Converted on-line, programmatic, and test systems to
MVS/XA Operating System

- Implemented local computing network and
HYPERchannel facilities

« Installed high-speed printers at Baltimore sites

+ Replaced programmatic and TTSF host computers

System operations management program:
.Implemented new tape management system

Increased job run frequency for critical system
.Implemented automated job rerun capability
.Improved off site storage process

Administrative/management information engineering program:

- Established information center

- Initiated office automation projects for SSA
components

- Initiated MID project to provide reliable management
information for SSA

- Initiated projects to define management Information
requirements for MID

- Implemented end-user computing guidelines

- Developed framework for an integrated MIS

- Installed FAIMS database management system on the
TTSF

“The text raises questions about some of these accomplishments

KEY AWR —Annual Wage Reporting
DASD —Direct Access Storage Device
DCU —Data Communications Utillty
FAIMS —Financial and Administrative Integrated Management System
LAG — Logical Application Groups
MID —Management Information Design
MIS — Management Information System
MVS —Multiple Virtual Storage

Trirﬁition to Vsrtﬁatie cgfthé rgrtrir

- Design, develop, and implement LAG software
« Upgrade SET

« Continue software improvement

- Implement claims modernization nationwide

« Implement on-line omnibus query capability on all
major master files

+ Complete data purification through verification and
validatlon

- Develop and implement database architecture

+ Provide database support for LAGs

« Implement DCU backbone network nationwide

+ Acquire and install new terminals for district offices

+ Engineer future network components and expanded
capabilities

- Install new hardware at PSCS
« Upgrade programmatic, telecommunications, and test
capacity

* continue to Institutionalize and enforce data center
standards

- Complete user service agreements

- Expand use of automated tools to on-line and decision
support systems

+ Complete NCC integrated control center

« Modernize computer operations at PSCS

- Implement on-line operating environment

« Implement new systems to provide reliable MIS

» Increase office automation

« Implement SSA'S portions of FAIMS

- Develop management information database
architecture

- Provide telecommunications support for management
informat ion

NCC —National Computer Center

PDTF —Program Development and Test Facility
PSCs — Program Service Centers

SET —Software Engineering Technology
SSADARS—SSA Data Acqusition and Response System
TAP —Terminals Acquisition Project

TTSF —Test and Time Sharing Facility

XA — Extended Architecture

SOURCE U S Department of Health and Human Services Social Security Administration SSA Systems Modernization Plan 1986 Long Range Stralegic Plan Publication

No 40004 October 1985



of the implementation may be back in step.
Some tasks have been accomplished. Master
files have been transferred from magnetic tape
to disk storage, and the number of tapes in use
for storage has been significantly reduced.
Field offices have been given limited access to
the master data files through a file manage-
ment and access system, although processing
is still sequential, and random (direct) access
to records is still beyond SSA capability. A
data dictionary has been developed, but it will
take years to rewrite all of the 50 years of
records to make them fit the data dictionary
categories and standards.

Real database integration is, however, still
far in the future. SSA has still not settled on
a database architecture, although the agency
says that a “target” database architecture has
been defined. This in turn further delays the
rewriting of software. It is difficult to tell
whether SSA has, in fact, made any signifi-
cant progress toward real database integra-
tion. Recent statements that it has taken a big
step toward solving the architecture problem
by deciding to use an already available data
management system appear to be almost
meaningless on close examination.

This program was originally expected to
spend about 14 percent of projected SMP
costs; it appears so far to have accounted for
about 4 percent of expenditures.

The data communications utility program
appears to be about on schedule. Troublesome
data transmission backlogs were greatly re-
duced during the first year of SMP by replac-
ing the host computers, adding trunk lines, and
upgrading telecommunications. The backlogs
have now been eliminated. The design of the
communications utility has been completed,
and by early 1987 SSA plans to put over 22,000
interactive terminals in field offices, to mod-
ernize its claims process. The timing of this
move is controversial;, many critics argue that
terminals cannot be used to full capacity for
several years, and a full-scale procurement
should not go forward at this time. The data
communications development program has ex-
pended 7 percent of SMP costs to date, but
will eventually account for about 28 percent.
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In 1984a new component was added to SMP,
the systems operation and management pro-
gram, to develop automated procedures for
scheduling and managing major computer op-
erations. It has already implemented auto-
mated job scheduling and several other appli-
cations, and is on schedule. This will account
for less than 3 percent of SMP costs. Another
element belatedly added to the plan is the ad-
ministrative/management information engi-
neeringprogram, to develop management in-
formation systems and other administrative
tools, and to encourage personal computer ap-
plications and use. This effort is one of the more
advanced elements of SMP, although hardly
avant-garde. Not including this element in the
original SMP was a blunder that may have sig-
nificantly increased the costs of the manage-
ment information systems development. The
program will probably account for about 20
percent of SMP costs.

SSA reports that the backlogs and high er-
ror rates that marked the crisis period have
largely been overcome, that SMP has already
significantly improved performance, and that
the basic steps have been accomplished to al-
low continuing and steady progress in the later
phases of SMP.

According to SSA, significant progress has
been made in developing new mechanisms for
strategic planning and for resolution of the per-
sistent conflicts between operations and sys-
tems development personnel, through their
mutual involvement in the systems modern-
ization effort. There is said to be an active pro-
gram of outreach to the systems users to fur-
ther define changing functional requirements.
The agency has expanded its training pro-
grams as it implements the SMP, and has re-
cently recruited some senior computer systems
experts. A joint agreement with the union was
signed last year, which appeared at that time
to hold great promise for improving labor-
management relations.

One critical test of SSA'S claims of improved
management and resolution of internal con-
flicts over systems modernization will come
during the next 6 to 9 months, as the claims
modernization project is implemented, If these
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improvements are real, they are more hopeful
signs of progress than acquisitions or quanti-
tative measures of performance, because such
management innovations would signal a change
in SSA organizational culture and behavior.
Such changes are probably essential to the suc-
cess of SMP.

There are, unfortunately, reports that these
new mechanisms have already disappeared or
gone dormant. The joint agreement with the
union is being severely strained by SSA offi-
cial position with regard to work force reduc-
tion, and there is widespread disappointment
with the present lack of activity in putting its
provisions to practice. Since the announcement
of a change in leadership of SSA, the expecta-
tion of another drastic reorganization has
raised fears of a protracted period of uncer-
tainty, confusion, and possible internal power
struggles. The present organizational structure
is probably far from ideal; however, it has the
advantage of allowing for agencywide rather
than program-by-program design of an auto-
mated work flow, and its continuation for a
while could help avoid the disruption and tur-
moil caused by repeated reorganizations of
SSA over the last decade. Assessment of the
likelihood of progress in systems moderniza-
tion in the near future must take into account
these troublesome uncertainties.

Many critics of SMP are skeptical of SSA'S
ability to achieve its objectives. Some individ-
uals inside and outside SSA and in monitor-
ing organizations privately dispute some of
SSA'S claims of progress, say that bad news
is being concealed, or suggest that perform-

ance indicators have been changed and, there-
fore, results of SMP (in terms of comparison
with past performance) cannot be demon-
strated. Such private comments may some-
times be based on biased judgments, or on ob-
solete information; progress of SMP has, if
SSA claims are accepted, quickened in this fis-
cal year in spite of some unanticipated delays
because of challenges under the Competition
in Contracting Act.

Both SSA statements about progress or re-
sults and the statements of its critics are dif-
ficult to evaluate since those who do not have
a vested interest to protect also do not have
independent access to operational data or close
familiarity with SSA'S complicated tasks.
GAO is now undertaking an extensive man-
agement study of SSA’that will provide
another expert judgment; however, both GAO
auditors and OTA assessors are in part depen-
dent on information selected and presented by
SSA.

The more fundamental difficulty for Con-
gress, however, has been and will be the ne-
cessity of making judgments about complex
technological strategies for which there are no
categorically right or wrong answers and on
which even computer experts disagree.

‘Recognizing that good management is essential to the ef-
fectiveness of a department or agency in achieving its mission,
GAO in 1982 launched a new initiative, to perform reviews of
the overall management of selected Federal agencies. These re-
views are to facilitate effective congressional oversight by show-
ing how breakdowns or problems in agency management struc-
tures and systems contribute to long-standing programmatic
and administrative problems. The GAO management review
of SSA is not yet complete.

THE EFFECTS OF SYSTEMS MODERNIZATION:
CLOSELY RELATED ISSUES

Systems modernization is likely to affect and
to be affected by a number of questions and
issues now before Congress: suggested modifi-
cations in social security programs, independ-
ent status for the Social Security Administra-

tion, privatization of government services,
Federal labor-management relations, and data
privacy and security concerns. These are dis-
cussed briefly below, and in more detail in chap-
te 3.



SSA Responsiveness to
Congressional Mandates

The ability of SSA to respond efficiently and
quickly to congressional changes in programs,
entitlements, and benefits has improved be-
cause of the elimination of backlogs of work,
and should be further improved if the systems
modernization plan meets its objectives. So far,
however, the elimination of large backlogs and
achievement of a smoother flow in daily oper-
ations has been made possible largely by the
hardware improvements—the capacity up-
grade. Significant further improvement prob-
ably depends on resolution of the technical
difficulties with software development and
database management, and redesign of post-
entitlement systems. It is, therefore, possible
that assignment of responsibility for large new
programs (e.g., as support for immigration con-
trol measures) at this stage could complicate
and delay implementation of some SMP steps
by suddenly increasing its volume of opera-
tions, or requiring new data to be collected and
managed. Some congressional sources have
suggested a moratorium on legislative changes
until SSA is closer to completion of its sys-
tems modernization, but this is probably not
essential. The changes that appear most likely
to be proposed over the next few years, accord-
ing to congressional committee staffs, appear
reasonably small and could probably be assimi-
lated without the large backlogs that occurred
in the 1970s.

Independent Status for SSA

The House of Representatives has (in July
1986) passed H.R. 5050, a bill to give SSA in-
dependent status, and similar proposals are ex-
pected to come before the Senate. Support for
the measure comes from some who hope:

1. to give SSA more stability and continu-
ity in leadership;

2. to facilitate congressional oversight of
SSA by removing the “political filter”
that they believe distorts communications
with Congress;

3. to protect SSA from OMB work force re-
duction and privatization pressures; or

61-085 0 - 86 - 2

25

4 to prevent measures that they believe will
adversely affect the quality of social secu-
rity services, such as overly zealous at-
tempts to cut disability rolls.

Stable, experienced leadership could contrib-
ute significantly to success in systems mod-
ernization, if that modernization is a high pri-
ority of the appointed leaders. Independent
status might do relatively little to facilitate
congressional oversight, because it has also
been hampered by other factors, as described
above, including SSA own tendency to hide
its problems. Independent status must neces-
sarily be limited to a few agencies, yet most
of the problems that SSA has had in manag-
ing information technology are likely to affect
other government agencies as their informa-
tion needs expand and as they first adopt new
information systems. Congress can clearly not
make all agencies that suffer from these prob-
lems—or from specific Administration direc-
tives—into independent agencies.

Systems modernization is thus not, in itself,
an argument for giving SSA independent
agency status. However, if Congress decides
that Administration personnel and privatiza-
tion directives are likely to disrupt SSA oper-
ations before systems modernization can be
achieved, this option will become more at-
tractive.

Privatization of or Contracting Out
Government Operations

The Department of Health and Human Serv-
ices has directed SSA to develop a plan for
contracting-out the equivalent of 8,600 full-
time positions, about 12 percent of its work
force, in operations such as the processing of
annual wage reports and running the National
Computer Center (where central beneficiary
records are maintained). Privatization of de-
termination of disability status (now done by
the States) has also been proposed. OMB,
GSA, and GAO have found that privatization
of some government services can result in sig-
nificant cost-savings and improved services.
But there are serious concerns to be consid-
ered in privatizing social security operations:



26

these include the additional risk to confiden-
tiality and security of SSA’'S personal data on
160 million Americans; questions of public con-
fidence in the fairness of eligibility and bene-
fits determinations; the level of competition
that could be expected; the large amounts of
time and labor that would be necessary for con-
tractors to learn and master SSA operations;
possible disruptions from periodic recomple-
ting of the contracts; the likelihood of conflicts
of interest for many or most competent com-
petitors; opportunities for fraud; additional
difficulties of congressional oversight; and
difficulties of contractually specifying a re-
quired level of quality of service.

An important question is whether privati-
zation would reduce the return on investments
already made in SSA’'S systems modernization.
Congress will want to consider carefully
whether privatization initiatives are likely to
prejudice the objectives that it has sought in
supporting SMP, i.e., improved qua.hty of serv-
ices and equity as well as efficiency in use of
public resources.

The Work Force and Labor-
Management Relations

Increasing tension between labor and man-
agement during the decade of mounting prob-
lems in the 1970s has worsened since 1982 with
the threat of severe work force reductions. Em-
ployees and their union take the position that
improved productivity should be translated
into enhancement of services and better work-
ing conditions rather than immediate elimina-
tion of jobs.

SSA and the union recently agreed to a Joint
Statement of Common Purpose toward labor-
management relations. After a promising
start, that agreement is now said by union
sources to be breaking down. Labor-manage-
ment relations are likely to worsen if systems
modernization is directed toward immediate
labor force reduction.

Privacy and Security Concerns

Systems modernization will facilitate and
probably encourage data-sharing programs
and computer-matching programs that have
expanded under OMB directives and GAO rec-
ommendations. SSA is now considering their
use for front-end verification of eligibility,
which has not been done in the past. These
activities are considered useful for elimination
of waste and fraud, although SSA has not sys-
tematically evaluated their cost-effectiveness.
There are, however, growing concerns about
intrusions on personal privacy when data col-
lected for many specific legitimate purposes
is aggregated and used for other purposes,
and/or shared with other Federal and State
agencies.

Security measures for SSA'S main com-
puters and databanks have generally improved
since 1982 with consolidation of processing
activities in the National Computer Center and
improved backup of files. SSA does not, how-
ever, have procedures and policies to assure
privacy and security for data in personal com-
puters. Opportunities for violations of privacy,
for fraud, or for inadvertent loss of data will
increase as SSA places interactive terminals
in field offices and puts a new data communi-
cations utility into use. Although SSA plans
to use standard techniques of restricted access,
passwords, audit trails, etc., for protection,
many of the planned control systems have not
yet been developed.

Other new technologies which SSA is using
or will use in the future, ranging from personal
computers to satellite transmission and in-
tegrated services digital networks, will also in-
crease the opportunities for unauthorized ac-
cess to, misuse of, or theft and loss of data.
SSA has done relatively little as yet to imple-
ment, or even plan for, privacy safeguards for
some of these technologies.

Systems modernization will tend to inten-
sify concerns about the privacy and security
of SSA data.
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OPTIONS FOR FACILITATING CONGRESSIONAL OVERSIGHT
OF SYSTEMS MODERNIZATION

In spite of the attentions of a half-dozen con-
gressional committees and frequent hearings,
emerging problems were allowed to become
chronic and Congress was repeatedly surprised
by SSA'S serious difficulties in implementing
congressional mandates. At present, OTA has
identified a large number of unanswered ques-
tions and unresolved issues about which there
are strongly conflicting critical charges and
SSA claims regarding SSA information sys-
tems development and management. There are
disturbing signs that SSA’'S statements on
some of these questions cannot be taken at face
value. Some of these questions are in that area
of uncertainty where there are no definitive
answers and even experts may disagree among
themselves. It is increasingly difficult for non-
specialists to challenge the actions or the
statements of agency managers, who must
both be given support in carrying out difficult
assignments and be held accountable for their
actions. New ways of supporting and assist-
ing congressional committees in their diffi-
cult oversight role may be needed, including
sources of advice and evaluation that are not
associated with investigation, regulation, and
assignment of blame for inevitable mistakes.
At a minimum, Members of Congress and their
staff are concerned that they have access to
information about agency needs and agency
problems. This information can be provided
most easily by the agency, but is often filtered
or distorted to fit executive branch policies and
priorities. With particular regard to SSA, there
are a number of options that address the over-
sight issue:

1. Independent agency status for SSA has
been proposed as one approach to this
problem, but it is likely to be at best only
partially effective. Executive branch pri-
orities have been only one factor in over-
sight problems; some of the trouble has
come from inside SSA. Moreover, this so-
lution is a special or limited answer that
cannot be applied to all agencies that may
present similar problems.

2. Increasing the number of GAO audits, or

studies from other sources, is a second op-
tion. GAO audits and several national
commissions have been invaluable in sup-
porting congressional oversight but have
not entirely solved the problem. National
commission studies usually provide only
a snapshot of the situation at a given time,
and are in addition usually slow, costly,
and necessarily rare events. GAO studies
have in the past been technical and nar-
rowly focused, responding to the specific
perspective and concerns of the request-
ing committee or of the Administration,
reflecting the fragmentation of oversight
responsibilities. They thus tended to over-
look intensifying interactions between
problems, as well as the effects of one con-
gressional directive or legislative require-
ment on other competing congressional
concerns. GAO is however now undertak-
ing a broader management study of SSA
which will be available to Congress later
in 1986, and will provide additional insight
into current information technology ma.n-
agement problems and progress.

. Designation of one committee in each

House, or a joint committee representing
both Houses, for comprehensive oversight
of the Social Security Administration is
a third option. This would tend to simplify,
integrate, and intensify oversight of the
agency, and allow Members and staff to
expand the attention they can give the
agency and deepen their knowledge of its
needs and problems. However, it might
lose the benefit of different points of view
and specialized knowledge that can be
brought to bear by other committees.

. A more tightly focused mandate for the

subcommittees on government informa-
tion technology management presently in
each House is a fourth option. At present
the responsibility for information technol-
ogy is in each house combined with other,
somewhat disparate responsibilities. A
more tightly focused mandate would in-



28

crease the attention given to this subject.
This would, however, tend to cause con-
sideration of technological issues to be
divorced from considerations of each
agency'’s special mission, the quality of its
services, and congressionally proposed
changes in missions.

. An external advisory body of nationally

recognized experts on advanced informa-
tion technology could be established to as-
sist all oversight committees now con-
cerned with Federal agencies that are
becoming dependent on information tech-
nology to carry out their missions. For
best use, this body of experts should not
be charged with monitoring, investiga-
tion, or routine assessment, but should be
available, staffed, and ready on a continu-
ing basis to translate for Congress in
discussions of technological issues and op-
tions, to evaluate agency and Administra-
tion positions on basic technological
choices and strategies, and to alert Con-
gress to technological trends that might
offer alternatives. They could also assist

Federal agencies in technology-related
choices in an advisory and impartial way,
and thus could provide a counterweight
to Administration pressures for actions
that are not realistic in terms of techno-
logical capabilities.

Such a group could be located within an
existing congressional support agency.
This may however not be the best strat-
egy, because:
it is difficult to attract into government

service people of the prestige and stand-

ing that would make for greatest credi-
bility, to assure them of independence,
to give them the resources necessary to
keep their expertise and their prestige
at the desired high level; and
-within a congressional agency, they
would be viewed by the executive agen-
cies as investigatory and threatening
rather than as advisory and helpful.
Thus a blue-ribbon panel, selected

from industry and academia, with a

small but highly expert staff, may be

preferable.



Part Il
The Systems Modernization Plan
and Its Potential Effects

Chapter 2 describes the Social Security Administration’s Systems Modern-
ization Plan, discusses the status of its implementation, and identifies some per-
sistent technical and management problems. It concludes that the plan is rational
and defendable, but there are serious unanswered guestions about the implemen-
tation of the plan. SSA does not appear to recognize the seriousness of some of
these implementation problems, or has not been forthright in discussing them
with monitors and oversight institutions.

Chapter 3 discusses the implications of systems modernization and further
automation for SSA'S relationships with Congress, SSA’S employees and clients.
It considers questions about the future status of SSA, including proposals to make
it an independent agency, and to privatize some of its functions. Other public pol-
icy issues, such as the privacy and security of personal data processed by SSA,
are discussed in relation to the SMP.

Chapter 4 highlights the increased need for comprehensive long-range plan-
ning within SSA, to define goals and priorities and thus provide a context and
rationale for technological systems planning.



Chapter 2
The Status of Systems
Modernization at SSA, 1986
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Chapter 2

The Status of Systems
Modernization at SSA, 1986’

INTRODUCTION

Commissioner John Svahn, newly ap-
pointed,’ began in 1981 to work out a strate-
gic plan to develop modern information sys-
tems for the Social Security Administration’s
(SSA) data processing. A planning group was
formed under his direct control, to guide the
planning and its presentation to Congress.

The Systems Modernization Plan, hereafter
referred to as SMP, was to be an integrated
long-range plan for thoroughly upgrading
SSA'S data-handling operations, with new or
improved software, hardware, and telecommu-
nication systems and increased computer ca-
pacity. Unlike previous SSA systems devel-
opment efforts, SMP would be an agencywide
plan emphasizing integrated service to all pro-
grams and offices. In the recent past, work on
improving systems had been done in specific
SSA program areas, with little consideration

The material in this chapter (not otherwise attributed) is
drawn from the 1982, 1984, 1985, and 198&ystem Moderniza-
tion Plan, and accompanying documents, provided ?fy SSA; sev-
eral briefings t#/ top-level SSA officials in the Office of Sys-
tems and the Office of Operations; and written and oral resFonse
by SSA officials to OTA drafts or inquiries. This material was
augmented by or compared with information gleaned from more
than 65 interviews conducted by OTA and its contractors, with
knowledgeable people both within and outside of SSA; congres-
sional hearings and reports; reports of the General Accounting
Office (GAO); and the transcript of an OTA workshop in which
both SSA officials and advisors to OTA participated. The OTA
contractor for this case studii was The Educational Fund for
Individual I.iberties, New York City (Alan Westin and Kenneth
l,audon, Principal Investigators).

‘Commissioner Svahn was a former insurance companly ex-
ecutive. From 1976 to 1979 he had, however, been employed
by the firm of Deloitte Haskins & Sells (later a major subcon-
tractor on SMP).

for the fact that the district offices had to
serve all of the programs.

SSA had always tended to automate on a
project-by-project or program-by-program ba-
sis, which resulted in poor integration at the
service delivery level. This had been institu-
tionalized by the previous commissioner, who
had adopted a “partitioning strategy” that
segmented the several programmatic areas, re-
designed them, and procured hardware for
them separately. SMP explicitly rejected this
approach.

The SMP also differed in other ways from
earlier SSA practices. It was designed as a dy-
namic 5-year plan that would be reconceptu-
alized yearly to account for new developments
in technology. (The published 1982 plan, how-
ever, did not say explicitly that it would con-
tinue beyond the initial 5 years.) The plan pro-
vided explicitly for help from external expert
consultants and contractors. The solicitation
of vendors for a telecommunications upgrade
(later won by Paradyne) was already underway;
it was assumed that this would fit into the
SMP to develop a “data communications util-
it y, that is, an efficient conduit for transmis-
sion of data between headquarters and field
offices or other points on an SSA network.

The 1982 SMP was focused almost entirely
on delivery of services; internal administrative
systems got little attention, and no provision
was made for developing management infor-
mation systems. These features were added to
the plan later.
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SMP's PRINCIPLES

At a cost of nearly $500 million (which by
1986 nearly doubled, to $990 million) SMP was
one of the most expensive single civilian in-
formation systems projects ever undertaken.
The plan set out ‘governing principles, ” which
in reality are generalized aspirations: imme-
diate improvement to avoid disruption of serv-
ice; improved client service; assured account-
ability and auditability; improved timeliness
of service; improved productivity and manage-
ment control; and closing of the technology
gap (i.e., modern systems). Nine principles
were to be followed—these are important ele-
ments or descriptors of the systems modern-
ization strategy for purposes of evaluation:

1. improvements would be “incremental and
evolutionary

2. systems modernization would be kept
separate from operation and maintenance
of existing systems;

3. a systems integration contractor would
assure project continuity;

4. “proven state-of-the-art technology”
would be used;

5. the effort would “build on existing sys-
tems” to salvage past investments and
minimize risks;

6. design changes would be limited to “crit-
ical, user-defined needs”;

7. system architecture would be reconfig-
ured to take “full advantage of advanced
technology’

8. acquisitions would be planned to permit
technology upgrading within a “code
compatible architecture”; and

9. a single group would plan, manage, and
operate the modernization program.

This was a conservative strategy, following
well-established systems engineering practice,
and designed to satisfy SSA'’S critics in Con-
gress and elsewhere, while not disturbing its
supporters. SSA’'S Office of Advanced Sys-
tems, before it was abolished in 1979, had ar-

‘U.S. Department of Health and Human Services, Social
Security Administration, Office of Systems, Systems Modern-
ization Plan: From Survival toState of the ,Art, Publication
No. 41-002, 1982, p. 1-19. Hereafter cited as SMP 1982.

AND STRATEGY

gued for starting fresh, with all new procedures
and systems, but SMP rejected this approach.

The plan calls for salvaging prior invest-
ments by building on existing systems. This
means that SSA will look for immediate short-
term solutions that are compatible with long-
range goals. SSA has been criticized in the past
both for patchwork fixes to problems rather
than system redesign, and for redesigns that
failed to take into account the critical prereg-
uisites for an orderly transition.

In the past, the same personnel had respon-
sibilities for both systems development and
operations, and there was seldom time for mod-
ernization planning. A single organizational
unit, separate from operations, would now be
responsible for planning, management, and
control of the modernization program.

A system integration contractor (Electronic
Data Systems of Dallas [EDS]) was hired to
provide continuity throughout the duration of
the plan, and to coordinate across SMP pro-
gram areas. Redirection of development efforts
in midstream and frequent turnover at the top
had hampered past efforts.

SSA would not be able to work with manu-
facturers to develop innovative systems de-
signed to meet its needs, as it could do in its
first decades (see ch. 5). SMP called for proven
state-of-the-art systems from industry. This
meant that no “unproven technology” would
be used. This strategy was reinforced after
SSA suffered from its experience with a tele-
communications system upgrade procurement
(the Paradyne contract, to be described inch.
6). The phrase “state of the art, ” on the other
hand, was a signal that SSA would use con-
temporary software development technology,
and structure and document software in ac-
cordance with modern standards.

The plan limited design changes to “criti-
cal, user-defined needs, but said that systems
architecture would be reconfigured to take full
advantage of advanced technology. SSA'S as-
sumption was that with relatively simple
reconfiguration of existing computer systems



and some purchases of new equipment in the
first phase of its modernization, a large amount
of labor-intensive operations could be elimi-
nated and performance immediately improved.

Upgrading technology in such a way as to
be compatible with SSA’S old computer codes
would be difficult, since the agency had to
avoid both demanding an architecture and soft-
ware that was compatible with only one kind
of equipment (IBM), as required by the Brooks
Act; and massive reconversions of software.

SMP began in 1982, although it incorporated
some improvement projects that were already
underway. In the discussion below, some rough
indications are provided about the allocation
of resources among and between SMP program
areas, to indicate something about the relative
importance of tasks and objectives. However,
this gives only a very poor indication of the
distribution of effort and resources; some ob-
jectives have been shifted from one program
to another between 1982 and 1986. Even the
overall SMP expenditures indicated by SMP
publications are only approximate, since some
projects have been included under SMPin 1 or
2 years and not included in other years, for rea-
sons that are not clear. This is one problem that
complicates any external evaluation of prog-
ress in implementing the SMP.
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Combined with strong governmentwide em-
phasis on budget-trimming and work force re-
duction, the announcement of the systems
modernization effort in 1982 caused SSA em-
ployees considerable anxiety. As in any orga-
nization acquiring new technology, many work-
ers were concerned about their ability to learn
to use it. At the same time, most employees
were eager to have technology that could help
them overcome the constantly increasing back-
logs and recurring crises, and the union was
not opposed to more automation. SSA how-
ever failed to keep its employees well informed.
In early documents there was no mention of
the touchy subject of effects on the level of
employment. In a brochure published some-
time in 1984,'SSA states that “an overrid-
ing consideration” was that “all current SSA
employees must be assured of job security,
but the promise is not part of the formal doc-
umentation of SMP. Only in 1985 did SSA
announce an” aggressive’ plan to inform em-
ployees about SMP, and in January 1986 it
distributed to field operations employees a sim-
plified “Field Edition” of the plan. Questions
about job security were still not addressed
directly.

‘U.S. Department of Health and Human Services, Social
Security Administration, S.vstems Modernization Program-
An Overview, N0O date.

SMP PROJECTS AND PROGRAMS

The 1982 SMP called for four program areas:
software engineering, database integration,
data communications utility, and capacity up-
grade. The three chronological phases of the
program were labeled survival, transition, and
state of the art (see figure 2). The survival
phase consisted of actions to survive the im-
mediate crisis, which is described in chapter
6. The transition phase would bring SSA up to
a “contemporary data processing capability. ”
These phases were each to take 18 months, and
to be completed by 1985. The state of the art
phase, the final 2 years, would develop the new
software, new databases, new communications
utility, distributed processing, and the final

hardware configuration to achieve final in-
tegration, and the testing and certifying of
the redesigned system. By 1988, with this
achieved, SMP would evolve into a continu-
ing 5-year planning and enhancement cycle.

One important objective of the SMP is mod-
ernization of the claims process, which is per-
haps the primary point of interface between
SSA and its individual clients.

The Claims Modernization Project (CMP)

This project is in effect a plan, or a depic-
tion of the major desired outcomes of the SMP,
and it is therefore described first. CMP is
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Figure 2.—An Overview of the Social Security Administration’s Systems Modernization Plan

Survival Transition State of the art [\\
Software Software improved Software salvaged New benefit payment A
engineering and under control and redesigned system implemented
Database Tape dependency Master files Database management V [N \
integration reduced converted to disk implemented |
Data Message backlog Equipment up_gna_ded Data communications \
communications eliminated and and communications utility implemented >
utility reliability increased utility designed
quipment
Capacity reconfigured and Expanded, Advanced system
upgrade workload capacity architecture installed
requirements met
Computer center Expanded .
Syst(i_ms move completed automated control envﬁg(:\?\;f::?nfull
opera 'Ort] and operating of computer automated y N /
managemen standards set operations
Administrative/ AMIE Reliable
management program admi nistrativeimanagement
information established information  systems
engineering initiated /
18 months 18 months 24 months

aNot Included In original SMp
SOURCE U S Department of Health and Human Servtces, Soctal Security Administratton, SSA Systems A40dem/zatkKm P/an 7985 Update, Publicatlon No 40-004, January
1985

SSA'’s closest claim to a vision of how it wants
to do business, SSA'S version of “the office
of the future. ” Since SMP is a 5-year plan, this
is, however, a near-term future.

At headquarters, the four major programs
(old-age insurance, survivors insurance, dis-
ability insurance, and supplementary security
income) are fragmented and spread over 10
functional offices under four deputy commis-
sioners (see figure 3). They come together in
the district offices, where SSA meets its cli-
ents. These district offices are now largely
paper-based operations, with cases represented

by file folders. Clients must wait for service
representatives to send messages to headquar-
ters and receive information back about the
client records by way of the one or two SSA
Data and Retrieval System (SSADARS) ter-
minals, manned by a data technician, in the
back office. CMP will make the field offices into
modern, automated offices in which represent-
atives use on-line, interactive systems for both
the initial claims interview and later for case
control. There are prototypes in two field
offices,”where research is being conducted on

“York, PA, and Baltimore, MD.
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Figure 3.—Organizational Chart of Social Security Administration as of Apr. 4, 1986
Focusing on Systems Implementation

Office of the
Commissioner

' }

Deputy Commissioner, Deputy Commissioner,

Deputy Commissioner, Deputy Commissioner,

Operations Management & Systems Program & Policy
Assessment
Field liaison and
support staff Office of Planning
Support & Integration Director

Office of Central
Operations Associate
Commissioner

(ITe)gionaI Commissioners
0

source Social security Administration, 1986

its impact on the labor force. By 1988 SSA ex-
pects the system to be in place nationwide.

A claims representative will interview the
client, asking questions prompted by a desk-
top computer screen. The results will be trans-
mitted directly to Baltimore and will go
through a communications processor located
in one of the six program service centers where
the claim is further processed for earnings in-
formation. The results of the interview will also
be printed out locally for the client and for use
in case control.

This will eliminate the need for the claims
representative to queue up for the one or two
office SSADARS terminals as she or he now
does. It will also eliminate most of the Data
Review Technicians, the people who now key
data into SSADARS. (Some will be retrained
as service representatives. )

Office of System Operating
Associate Commissioner

Office of System Requirements
Associate Commissioner

Office of System Integration
Associate Commissioner

-| Office of Information Systems
Associate Commissioner

This office of the future is still an objective,
not an accomplishment, but by January 1987,
the first phase of implementation will begin.
There is a prototype model office at headquar-
ters, and there are pilot sites in SSA regions.
Two pilot sites are already working with bor-
rowed GSA terminals, of the kind the U.S. Sen-
ate is now retiring from Senators’ offices. In
large service organizations of the the private
sector, CMP would not be regarded as an “of-
fice of the future’ at best it would seem moder-
ately up to date.

Eventually, SSA'S batch-processing based
claims system will be fully redesigned and
automated, as will postentitlement control and
audit functions. The first phase of the project,
however, deals with initiating claims. In the
first z years, at least, the interactive terminals
will be used chiefly for tasks related to initial
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claims filing. Software for postentitlement pro-
cedures will not be ready; the postentitlement
process has yet to be redesigned. SSA'S plan
is to procure all of the interactive terminals
at once (in 1987) so that CMP provides a model
for and a basis of automating other operations.
An alternative would be to procure terminals
now only for some pilot sites, with automation
and modernization of all 13,000 field offices
to be phased in after 1990, or when software
development is complete. The advantages of
automating at least a portion of the work im-
mediately, providing improved service in all
rather than a few communities, giving employ-
ees experience in using the equipment, (and for
SSA, locking in the allocation of no-year fund-
ing) must be weighed against the costs for tem-
porarily underused capacity, and the uncer-
tainty of relying on software that is not yet
developed. SSA insists that immediate pro-
curement is necessary for smooth progress in
SMP implementation.

In August 1986, GAO recommended that
SSA not proceed with the full procurement un-
til there is a full evaluation of the complete sys-
tem, although GAO did not clearly specify how
this was to be accomplished.” GAO’s recom-
mendation was based on the grounds that the
agency has extricated itself from the 1982 cri-
sis and ‘these procurements are not supported
by documented deficiencies in current ADP
operations. GAO also said that there were
deficiencies in specifying functional require-
ments for system components, and in SSA’S
cost-benefit analysis for the procurement. The
GAO report did not, however, place this recom-
mendation in the context of SMP as a whole,
or SSA'S related management problems.

The decision about the procurement should,
however, be made in the context of SMP as
a whole. To argue that because the 1982 crisis
was surmounted (i.e., Phase | of SMP succeeded),
the second phase of SMP is not necessary,
amounts to rejecting the goal of systems mod-

‘U.S. Congress, General Accounting Office, ADP Acquisi-
tions: SSA Should Limit ADP Procurements Until Further Test-
ing is Performed, report to the Chairman, Committee on Gov-
ernment Operations, U.S. House of Representatives,
IMTEC-86-31, August 1986.

ernization that both the Administration and
Congress accepted in 1982. The analysis of the
costs and benefits of this procurement (or
rather, the timing of this procurement) should
include the effects of its timing on other as-
pects of SMP implementation. The risk of pro-
ceeding with the procurement is basically the
risk of incurring the cost of unused telecom-
munications and computer capacity while soft-
ware is developed for automating additional
field office services. Delaying the procurement
indefinitely may involve other costs, includ-
ing foregoing possible productivity gains in
claims processing, plus the risk that reductions
in staff may cause a deterioration in services
to claimants. The August GAO reort did not
address these broader considerations. Strong
corrective actions by SSA, DHHS, OMB, and
Congress may be necessary to resolve persist-
ent SMP implementation problems, but they
should not be driven by this procurement in
isolation from the broader and more important
issues. The option of a cautious go-ahead for
the procurement, with intensified monitoring
and oversight, should be considered.

The Software Engineering Program (SEP)

Software engineering is a new discipline that
aims to improve software through providing
better tools, concepts, and methods for soft-
ware development and testing, and insisting
on their consistent and systematic use. SSA’'S
software engineering program however was de
signed to retain (so far as possible) and upgrade
existing software so that an entirely new code
would not be necessary. It would also develop
requirements for new software and new appli-
cations, and reconfigure the database architec-
ture so as to take advantage of new technol-
ogy. Finally, it would develop standards and
productivity tools for software development.
Special emphasis was to be put on modern pro-
gram documentation, standardization of pro-
grams, and conversion to high-level languages
where possible.

SSA developed a software engineering tech-
nology manual between 1983 and 1985, but it
was found to be incomplete and lacking in nec-
essary provisions for quality assurance and



compliance, according to GAO; work in this
area is continuing.

There were in 1982 some 12 million lines of
poorly written and undocumented program
code. There were about 6,000 COBOL* pro-
grams, 1,500 assembly language code pro-
grams, and another 1,000 miscellaneous pro-
grams. Over the years SSA had translated old
manual procedures into software using now
outdated programming languages, and then,
converted them line by line to COBOL, pre-
serving the inefficiencies of the older technol-
ogy. The old code is being cleaned up and re-
written as it is needed, according to SSA.

The software engineering program has fallen
far behind schedule. However, SSA claims to
have accomplished the systematic definition
of its information requirements, for the first
time in SSA history. This was done using top-
down Business Systems Planning, a technique
for analyzing an organization’s “business func-
tions’ and defining the needs for software ap-
plications. A second technique, Critical Suc-
cess Factors ldentification, was also used.
Establishing the information requirements
was a critical first step to help the agency con-
ceptualize the uses of data in its procedures,
and to lay out a general plan for a systems ar-
chitecture (the hardware and software that
would be used to modernize and automate
these procedures). Thirty-five SSA analysts
then interviewed over 200 managers and work-
ers throughout SSA to get a detailed picture
of the agency’s business and information re-
quirements and an evaluation of existing soft-
ware, which was inventoried for the first time.
More than 180 systems-related problems and
needs were identified. This work is continuing,
with groups of users from the field office peri-
odically brought into headquarters to work
with the Strategic Planning and Integration
staff.

There is, nevertheless, considerable doubt
among many SSA systems developers and
expert observers as to the adequacy or qual-
it y of the functional requirements, as defined,
in some areas; some are still not developed at

Common Business-oriented Language.
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a level of detail that can effectively guide
systems redesign and development. Internal
reviews of specific functional requirements
repeatedly speak of incomplete functional
decomposition, improperly partitioned and
poorly named data categories, ambiguities and
contradictions between data flow diagrams,
and many other technical flaws.

A baseline Software Engineering Technol-
ogy manual has been prepared. An interim
Debt Management System and a pilot of a
Modernized Claim System are in operation. A
software improvement process has begun.
Over the next 5 years the program will design
and develop Logical Application Groups, de-
scribed as methods and systems for enhanc-
ing security controls and auditing capability.

The redesign of the batch-oriented claims
system to a contemporary interactive system
aims at allowing immediate eligibility and en-
titlement determinations, automated compu-
tations of benefits, and enhanced control and
audit functions. SSA has established in its cen-
tral office a model district office and a test proc-
essing module to evaluate software for district
offices. Data-entry screens have been designed
for district offices and the processing center.
A project is underway to obtain at least 22,000
interactive terminals for district offices (the
claims modernization project, as described
above. ) Field offices are now pilot testing some
interactive systems. These projects will be fur-
ther discussed below.

The annual wage reporting system was also
to be redesigned, and employers were to be en-
couraged to report wages on magnetic media
rather than paper. However, this project be-
came unnecessary when new Internal Revenue
Service regulations required that all organi-
zations with more than 500 employees file
reports on magnetic media by 1986, and those
with over 250 employees do so by 1987.

In 1981, SSA had $2 billion in outstanding
debts owed by people who received over-pay-
ments. A new Interim Billing and Follow-up
System was put in place in 1984 as a first step
in improved debt management. This is sup-
posed to be replaced by the new Debt Man-
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agement System by the end of 1986, which
should further reduce the average age of receiv-
ables and maintain better accountability over
all debt collections. The new system will pro-
vide on-line access to information about over-
payments, bills and notices that have been
sent, and resolution agreements. It may not
be usable in all program areas by the end of
1986, however. There are problems in complet-
ing the design for, and implementing, the new
National Debt Management System, because
it must interface with postentitlement systems
and procedures which are still to be redesigned
and automated; thus the functional require-
ments for the debt management system are
incomplete.

The automated enumerations screening proc-
ess, begun in November 1984, gives SSA the
capability to process requests for social secu-
rity numbers in 1 day; currently only 3 percent
of requests require any clerical intervention.

The 1982 SMP called for existing software
to be “made maintainable and transferable”
and to be fully documented by 1985. This has
not been accomplished. All future development
of software is to use software engineering
technology -e.g., strict rules, procedures, and
criteria to make sure that it can be fully un-
derstood, added to, improved, and corrected
when needed. The software engineering tech-
nology was supposed to be ready for full “in-
stitutionalization” by 1986. It is not complete,
and what has been introduced is not always
strictly enforced. However, SSA is installing
modern techniques to measure compliance,
which should then improve.

The software engineering program was esti-
mated in the 1982 program to cost $103 mil-
lion, or 21 percent of the total SMP 5-year cost.
In the first 3 years, 28 percent of SMP expend-
itures went to this program. Its total cost
according to the 1986 SMP will be about $200
million through 1990, still about 21 percent of
the projected total

On August 30, 1985, GAO released a report
to the Senate Committee on Appropriations
concerned with SSA'S ability to meet congres-

sional needs expressed in new legislation.’
GAO cited delays in the SMP database man-
agement program, and software efforts. It said
that SSA had failed to document existing code
(over 10 million lines) as originally promised
in the SMP and instead had chosen to ignore
this problem while developing entirely new sys-
tems in the absence of software standards and
enforcement. While praising SSA for its hard-
ware acquisition program, GAO concluded
that SSA had made little progress “in im-
proving its ability to respond to legislative
changes that require software modifications
to existing systems. ”

Within the executive branch, SMP’S soft-
ware program has also come under criticism.
In the Department of Health and Human Serv-
ices (D HHS), the Assistant Inspector General
for Audit, Felix J. Majka, conducted a review
of the claims modernization project from late
1983 through May 1984, and found numerous
deficiencies. The HHS Inspector General,
Richard Kusserow, issued reports in February
1985 and again in June 1985, criticizing SSA
for wasting over $1 million in the procurement
of useless software. Kusserow criticized SSA
for “poor planning and management of a soft-
ware replacement effort. ” He pointed to the
Claims Automated Processing System upgrade,
saying that software purchased from a ven-
dor was unusable. A similar result occurred
with an upgrade of the Manual Adjustment
Credit and Award Process (MADCAP), and the
conversion of earnings program software.

Critics inside and outside SSA point to the
software program as most behind schedule and
suffering from poor management. In inter-
views conducted by OTA, critics said:

Senior management has seriously under-
estimated the difficulty of examining, docu-
menting, and rewriting 10 million lines of code
found in SSA'S major problems.

Standards developed to control software
development are not being enforced.

"U.S. Congress, General Accounting Office, Social Security
Administration's Progress in Modernizing Its Computer Over-

ations, IMTEC 85-15, Aug. 30, 1985.



The functional (detailed) requirements of
SSA’S major systems have not been produced
on schedule. We are about 18 months behind
here.

The Business Systems Plan was a nice ex-
ercise, but it did not lead to redesigning ma-
jor SSA processes.

These criticisms, and those of GAO and the
Inspector General in 1985, may be too severe
in 1986, since SSA says much progress has
been made in the past year. This claim, how-
ever, is difficult to document and relies on SSA
assertions. SSA has discovered, as have many
business organizations, that software engineer-
ing is not a scientific formula but a set of tools
for better programming. Installing these tools
does not guarantee that they will be used or
that good code will in fact be produced. Some
private sector studies indicate that even in-
tense application of the tools brings only mod-
est gains in productivity; other experts argue
that it can double productivity. Getting SSA
programmers with 20 years’ experience to use
new tools is indeed a major problem in itself,
but SSA is now improving its monitoring of
how much of the new code is produced in ac-
cordance with software engineering standards.

The promise, implied or explicit, to document
10 million lines of old code was probably mis-
guided in the first place, and the “failure” to
pursue this objective rigorously is probably
wise. New operational procedures related to
the claims modernization process will avoid the
need for cleaning up some of the old code, and
the rest can be done as needed.

SSA has made considerable progress in im-
proving its software, but just as clearly this
is the area in which SMP is most behind, and
may be seriously floundering. A critical prob-
lem seems to be the need for more expert per-
sonnel in this area.

The Database Integration (DBI)
Program

The DBI program has achieved its first and
second phase objectives, essentially on sched-
ule. One objective was to improve the manage-
ment of over 1 trillion bytes of data per year,
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a volume which increases by billions of bytes
each year. In 1982, SSA had limited access to
its most important systems and production
files, which were on magnetic tape. Use of over
500,000 reels of tape required extensive sched-
uling and a large clerical staff just to file and
move the tapes. Over 30,000 production oper-
ations each month required 150,000 tapes to
be handled several times, causing human errors
that were estimated to consume each month
about a quarter of available computer hours.

It was very difficult to determine the num-
ber of data elements maintained on the vari-
ous databases. There was no single formal data
dictionary with standard definitions of all the
data elements.

One purpose of the DBI program was to re-
duce the use of magnetic tape through the use
of shared Direct Access Storage Devices and
to establish a data administration function (i.e.,
a data dictionary) for logical definition of data
elements and files. This would make it possible
to use available hardware and software tech-
nology to create a modern integrated database.

In its first phase, the DBI program placed
the Master Beneficiary Record and Supple-
mental Security Record master data files onto
disk storage, and provided on-line access to this
data for field offices, through the one or two
Paradyne data communications terminals that
each office already had. SSA says that this
project is on schedule. The number of tapes
in active use has been reduced from 500,000
to 250,000. More than 360 disk drive units have
been installed.

A file management and file access system—
the Master Data Access Method, or MADAM
—was developed to handle more than 500,000
gueries a day. Data has been separated from
applications programs, so that it can be used
and updated independently; this is essential
for modern data management. For the user,
MADAM appears to be a modern database
management system; the user asks for data,
and gets it, without knowing how to use vari-
ous separate software programs. In fact, how-
ever, MADAM extracts the data from a vari-
ety of separate files rather than from one
integrated database. The other new software



42

program that performs in this way is the criti-
cal payment system. The ability to update all
files at once, automatically, must await a more
modern database management system.

The earnings systems, enumeration systems,
and postentitlement claims systems update
the major master files, now on disks, using
batched sequential access. SSA is still work-
ing toward modern data administration, with
a completely integrated database.

SSA'S recently developed data dictionary de
scribes over 50,000 data elements. A data dic-
tionary, one of the first steps in data adminis-
tration, defines the data elements—that is, the
pieces of information—that should go into a
database and dictates the form they will be uni-
formly given and their labels, or the terms used
to call them up, so that retrieval and process-
ing is easier. Although the new data diction-
ary is widely cited by SSA as a major accom-
plishment, it is valuable only if it is rigorously
used. This may not be the case; OTA was told
by some people at SSA that the dictionary was
often not adhered to in writing programs and
“new uses and new data definitions are pop-
ping up all over the place. ”

The data dictionary, even if rigorously used,
does not solve SSA'S problem. The agency al-
ready has about 80 million records on RSI rolls
and 10 million on SS1 rolls, accumulated over
50 years, with data categories defined in many
different ways over the years. The attempt to
purify or clean up SSA’'S data is staggering;
one master file run through a data cleaning pro-
gram reportedly “produced 3 billion lines of
print and 120 million invalid values. ”

The DBI program has defined a “target data-
base architecture”that is, the general kinds
of structure, software and hardware, that are
needed for organizing its databases, but it has
not yet worked out what that architecture will
be (see figure 4). When the new database ar-
chitecture is decided on and implemented, it
should have tools to assure that all databases
can be updated in synchrony; that has not yet
been accomptished.

GAO contended, in a report to the Senate
Appropriations Committee in August 1985,

Figure 4—The SSA Characterization of the
Database Architecture To Be Used in SMP
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SOURCE: U S Department of Health and Human Services, Social Security
Administration, SSA Systems Modernizatton Plan 1986 Long-Range
Stategic Plan, Publication No 40-004, October 1985

that SMP is behind schedule in developing an
integrated database because of delays in
procurement.’ In late 1984, a $9.8 million re-
guest for proposals for database architecture
development was issued, but only six vendors
bid, and those were judged technically in-
competent. The procurement was withdrawn
and canceled in May 1985. The major vendors
did not bid, reportedly, because the venture
was too risky and SSA allowed only 4 weeks
to write a proposal. Some potential vendors
said that SSA asked for an “overly ambitious
architecture, ©® and complained that the Re-
quest for Proposals was vague and confusing.
SSA throughout 1985 said that it had moved
ahead with developing an architecture on its
own, and had made up the time lost on the
failed procurement.

Yet in 1986 SSA was still struggling to de-
velop a database architecture. In April 1986
SSA told OTA that it had “re-examined” a
database management system produced by
Cullinet, IDMS/R (Integrated Database Man-
agement System/Revised), which is already in
use in HHS, and decided that it would adapt
the SSA database architecture to use this soft-

‘U.S. Congress, General Accounting Office, IMTEC 85-15,
op. cit.

UW.S. Congress, General Accounting Office, Social Security
Administration’s Computer Systems Modernization Effort May
Not Achieve Planned Objectives, IMTEC-85-16, Sept. 30, 1985.



ware package, which according to SSA is com-
patible with its existing software, including
MADAM. Whether or not this could solve
SSA'S architecture dilemma is far from certain.
IDMS/R is not one of the newest database
management systems available, but it is widely
regarded as a good system, and it has replaced
IBM database management system in many
large corporations. But some information in-
dicates that SSA is not, in fact, structuring
an architecture that can use IDMS/R but
merely “layering” IDMS/R over MADAM—
that is, using information retrieval and data
management systems to obscure the fact that
it still has no firm plan for database integra-
tion. These changing and conflicting reports
provide an excellent example of the near impos-
sibility, for those not inside an agency with
hands-on access to its systems, of distinguish-
ing what is being done in implementing infor-
mation technology plans from what an agency
reports it is doing.

Failure to settle on a database architecture
in the near future could have severe conse-
guences in terms of lost productivity. Fourth
generation languages operating in a modern
database could save thousands of hours of
programmer time. Many applications could be
written in more efficient advanced languages.
However, existing programs, those already
written, will be compatible with the proposed
database architecture. It is in the area of lost
productivity that SSA would pay a price for
failure to develop a database architecture.

The most controversial accomplishment of
the data integration effort is perhaps the Mas-
ter Data Access Method, or MADAM, the file
management system that SSA developed when
it converted from tape to disk storage. Many
experts thought that SSA should have sought
or adopted off-the-shelf software for this pur-
pose, which would be maintained by vendors,
rather than developing its own, which it must
maintain (that is, improve, modify, and up-
date). MADAM may well be incompatible with
future mainframe operating systems, database
management systems, and fourth generation
languages. Thus SSA incurs future risks of
incompatibility and long-term maintenance
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costs. In the short term, there are also risks
and costs. MADAM is apparently a very com-
plicated and poorly documented system, so
that only a small group of people are suffi-
ciently knowledgeable to operate it, yet it is
the basis of SSA'S data management. This con-
stitutes a peculiar vulnerability to smooth
operations if there is any short-term emer-
gency, sudden work force reduction, or dras-
tic reorganization.l”

The DBI program was allocated about 14
percent of projected SMP costs in 1982, or $65
million. But according to the 1986 Plan, its to-
tal cost will be less than $3o0 million (3 percent
of SMP) although SMP costs as a whole have
doubled. This revision occurred after the failed
request for proposals for a contractor to de-
velop a database architecture, when SSA
decided it would be done in-house; presuma-
bly it represents the estimated difference be-
tween in-house and contractor efforts. When
the 1985 SMP Update was published, 3% years
into the plan, this program had expended about
$7.8 million, or 4 percent of total expenditures.

The Data Communications Utility
(DCU) Program

The DCU program is to reengineer the three
major telecommunication networks to consti-
tute a data communications utility; that is, a
conduit for transmission of data between and
among processing points. With the existing
SSADAR system, there are only one or two
communications terminals in each office, oper-
ated by a data technician, and service repre-
sentatives have long waits for sending and re-
ceiving messages. In its first 7 years, the
SSADAR system failed frequently, and was

As one internal critic said, “If these people get sick, die,
leave, or just get mad, then all ofssa's on-line operations could
0 down. " Another official charged that “the people who built
ADAM . . . refuse to give management the schematic dia-
grams and documentation on how MADAM works. All they
give us is the commands and a users manual. "Several SS.4
officials concurred in the conclusion that a few people have used
their exclusive knowledge of MA DAM to resist efforts to de-
velop & database architecture without MADAM, and that
MADAM Will have t0 “*be built around” in designing the ar-
chitecture. 1 n short, MADAM has become a focus of internal
tension and dispute as well as external criticism.
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sometimes inoperable for long periods. Dur-
ing the first half of 1981, it was ‘down’ about
11 percent of the time, or about 1 hour of each
working day, on the average. The most imme-
diate objective was to increase the reliability
of communications (“the mean time to failure”)
by 20 to 30 percent, and to reduce the amount
of “downtime.”

Communications software improvement be-
gan within the first year of SMP. The objec-
tives were: 1) to eliminate the daily return mes-
sage backlogs; 2) to achieve an acceptable
response time, even if the 1982 volume of daily
transactions doubled; and 3) to be able to serve
the needs of all SSA users (including those
using the new interactive terminals).

The two host computers (IBM 370/ 168s) were
replaced in 1983, trunk lines were added, and
telecommunication monitors upgraded. These
immediate improvements significantly reduced
or eliminated long communications backlogs.

The 1982 plan was that by the end of 1985,
communications software would be improved
to make it “maintainable and transferable, ”
replacement concentratorsll and processors
would be installed, the concentrators’ software
would be converted, local intelligence would
be installed at district offices, and specifica-
tions would be completed for the final data
communications utility (i.e., communications
lines, etc.).

The general design of the communications
utility has been completed, and in 1987, three
very high-capacity machines will increase tele-
processing capacity by seven times over. This
will be essential as the on-line claims modern-
ization project, already described, comes to
fruition.

The DCU program is essentially on time. It
is expected that contracts for procurement of
the 22,000 to 39,0001 interactive terminals

"Concentrators are the minicomputers which receive data
and query messages from field office terminals, through modems;
and then condense, edit, and reformat the messages and send
them on to two main host computers. The concentrators also
send response messages to the proper field office terminal.

“The procurement is to be for 22,000 terminals with an op-
tion for an additional 17,000; with peripherals, etc., about 60,000
devices will be procured.

will be let by late summer of 1986, and that
installation will begin in the fall of 1986."
But critics have raised serious questions about
whether this program should proceed as planned.
There are in fact two separate controversies
surrounding the program: whether the basic
strategy is sound, and whether SSA'S pacing
of its implementation is reasonable. In regard
to the basic strategy, two questions are often
raised:

1. Should SSA be planning to decentralize
its processing rather than to rely on in-
teractive communication between field
offices and processing computers at head-
quarters?

2. Can SSA be sure that the traffic between
district offices and field offices can be
handled?

The 1982 SMP strategy is basically one of
creating a highly centralized system. This runs
counter to a strong trend for large organiza-
tions to decentralize their operations as much
as practical, in both the private sector and the
public sector; for example, the State of Utah
began to move toward distributed processing
for government operations in 1979, well before
the SMP was formulated.

Distributed data processing was in fact a
part of the SMP strategy as first announced
in 1982. How the SMP strategy came to be
one of complete centralization of processing
is somewhat mysterious. The 1982 SMP in-
cluded “installing] local intelligence at all Dis-
trict Office terminals. ” This was a response
to GAO criticism in 1979 of SSA’'S planned
procurement of Paradyne (dumb) terminals,
which predated the SMP. In order to satisfy
GAOQO’s criticism and still proceed with that
procurement, SSA agreed, in 1980, that the
Paradyne terminals would be enhanced in
memory capacity at some time after they were
installed, to allow distributed processing. Be-

“The schedule calls for award of a contract in August 1986

(competition closed in January 1986), installation of a test site
in the National Computer Center in September, and beginning
of installation at 20 pilot sites (claims field offices) in October.
All terminals must operate without fault for at least 30 full days
out of 90. On acceptance, 500 will be installed the first month,
1,000 the second month, and 1,500 each month thereafter.



cause of persistent problems with the Para-
dyne terminals the vague plan to upgrade the
terminals was dropped. (This situation is de-
scribed in ch. 7.)

After 1982, mention of distributed process-
ing was quietly dropped out of SMP descrip-
tions. Strangely, this decision—or nondeci-
sion—seems almost to have gone unnoticed.
At late as January 1985, the HHS Inspector
General, in a memorandum to Acting SSA
Commissioner McSteen, said:

We also found [in a review ending May 1984]
that SSA had decided to centralize computer
processing even though the original SMP
called for local processing (decentralized).
Documentation to support this decision, how-
ever, was not available . . . SSA said that the
basis for deciding to process centrally was doc-
umented, however, we have not been able to
obtain this documentation.”

SSA officials now say somewhat vaguely
that they are studying the distributed proc-
essing option and will ‘move in this direction’
in future planning. They claim, however, that
to add ‘local intelligence’ would cost approx-
imately $25,000 per field office, or about $40
million, and that both technically and economi-
cally their strategy is the more defensible
choice. The agency has, to this point, held to
a belief that centralized control is necessary
to protect the integrity and security of its data.
SSA systems planners argue also that distrib-
uted data processing would force them to
choose between:

1. maintaining seven or more compete data-
bases in regional centers, with the diffi-
culty of assuring that they are simultane-
ously updated and rigorously consistent;
or

2. dividing the beneficiary files between re-
gions, with the difficulty that beneficiaries
are highly mobile and may turn up at un-
expected locations for service.

“‘U.S. Department of Health and Human Services, Office of
Inspector General, Memorandum to Martha A. McSteen, Act-
ing Commissioner of Social Security, ACN 15-52654: Audit
Report- SSA Redesign of the Claims Processing System Un-
der the Systems Modernization Plan (SMP), Jan. 30, 1985.
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Neither of these are insurmountable difficul-
ties, given modern data-processing and tele-
communication capabilities. However, this
does not necessarily mean that SSA’S choice
of centralized data processing is wrong or un-
reasonable. It is true that there are limits to
the efficiency of enormously large databases
dependent on a few central computers. Cen-
tralization increases the vulnerability of na-
tionwide operations to a breakdown at the hub,
while decentralization would provide some re-
dundancy and limit the effects of regional in-
terruptions or failures. On the other hand,
centralization allows for more management
controls, better security, and greater redun-
dancy, or better backup systems. Most large
financial corporations, in fact, are not decen-
tralizing their data-processing operations. This
is one of the many points on which experts dis-
agree, and SSA'S decision does not fly in the
face of accepted professional practice.

For the present, field offices will by means
of communicating terminals be given the same
functions, capabilities, and access that they
would have with distributed logic, according
to SSA. The communications network will be
be capable of accommodating processing at
any of the communications node, and so will
not be a hindrance to any future decentraliza-
tion of processing capability.

As to the manageability of traffic under
SSA'S plan, some critics point out that the
SSADAR system was designed in 1974 to han-
dle 20,000 messages and 80,000 data transac-
tions per day, and that within 1 year the host
computer capacity was saturated, while since
then the transaction loads have increased over
500 percent. They argue that the system could
again become overloaded as the traffic from
up to 39,000 terminals is phased in. Just as
highway improvement often encourages addi-
tional traffic and ultimately results in more,
rather than less, congestion, the use of the com-
munications network could exceed expec-
tations.

SSA is confident that it has adequately pro-
jected and modeled traffic on the system for
the foreseeable future. Basically, it has deter-
mined the maximum number of transactions
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Figure 5.—Available Computer Capacity and Projected Workload Requirements
of SSA’S Computer System, as Projected in 1982
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that a service representative can complete per tures. Big investments are scheduled for fis-
hour, and planned a system that would accom- cal years 1987 and 1988 ($184 million). By
modate all field office personnel making max- 1990, this program is projected to cost $273
imum use of the system at the same time million, about 28 percent of total SMP costs.
(which assumes that the number of field offices

and service personnel will not be increased). The Capacity Upgrade (CU) Program

The second controversy about the program
has already been discussed above, under the
claims modernization project; it concerns the
timing of the procurement of the interactive
terminals.

The CU program directly addressed the cri-
sis under which SSA in 1982 could no longer
meet the elementary, basic demands of its pro-
grams for computing. Figure 5 illustrates the
historic growth and projected workload of SSA

The DCU program was originally estimated computers. In 1982 SSA estimated that it
at $160.5 million or one-third of total SMP needed 5,000 CPU (central processing unit)
costs. By September 1985, it had expended hours per month to handle its workload plus
$12.9 million, or 7 percent of SMP expendi- its backlog, and that its installed capacity pro



vialed only 3,000 CPU hours, which was effec-
tively reduced to 2,000 by “insufficiency of
operations staff. ” The CU program was to
reconfigure and consolidate the computing
sites distributed around SSA headquarters, to
acquire much higher capacity and more mod-
ern computers, eliminate magnetic tape files
and switch over to direct access devices, de-
velop a local computing network for high-speed
data transfers, and enhance the peripheral
equipment (such as printers).

The programmatic systems computers have
been upgraded and a separate test and devel-
opment facility was purchased. Computers
that averaged only 270 hours “mean-time to
failure” (MTF) were replaced with machines
that average 19,000 hours MTF. National Ad-
vanced Systems telecommunication processors
have been installed, as have smaller systems
for decision support, development, and man-
agement of the larger systems. Additional
hardware upgrades are planned in 1987, at
which time capacity will be far in excess of
workloads anticipated in the SMP.

By 1986 computers at the National Com-
puter Center, used for programmatic, admin-
istrative, and test work, had all been replaced
and modern disk storage had been largely
achieved, although SSA still has an enormous
library of tapes in active use. Operating sys-
tems software has been modernized, laser
printers installed, and several terminals added
for software program testing.

The computers in the six Program Service
Centers still must be replaced. Four of these
are IBM 360/65s that are obsolete by any rea-
sonable criteria. They have smaller capacity
than many personal computers, but are still
running major program activities, although
constantly threatening a breakdown.” The
1982 plan called for this replacement to be ac-
complished by the end of 1985, but a procure-
ment contract award was protested under the
Competition in Contracting Activities law, ”

“The Deputy Commissioner for Systems sa~w wryly that
“only SSA and a few Third World Countries still use these com-
puters.” ) o

A potential supplier protested because the specifications
did not make allowance for reconditioned equipment. SSA was
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which has delayed the replacement. In general,
however, hardware acquisition and capacity
upgrading is on schedule.

New hardware and system software must
also be acquired for the National Debt Man-
agement System, and the Logical Applications
Groups. The Test and Time-Sharing Facility
must also be upgraded.

The CU program was planned in 1982 to ac-
count for 28 percent of SMP, $132.5 million.
By September 1985 it had spent $72.7 million,
or 41 percent of all expenditures to that time.
Other large procurements are planned for 1987.
By 1990, $237.8 million will have gone into ca-
pacity upgrade, or 24 percent of the expanded
SMP budget.

The System Operation and
Management Program (SOMP)

The SOMP was not in the original SMP, but
was added to develop automated tools and pro-
cedures for managing computer operations. It
has implemented automated job scheduling at
the National Computer Center, as well as com-
puter monitoring, training, and an integrated
control facility. The small program is projected
to cost $27.6 million by 1990, or less than 3
percent of total SMP costs, is on schedule.

The Administrative/Management
Information Engineer-
ing (AMIE) Program

AMIE was added to SMP in 1984. The SMP
originally focused on data-processing needs to
carry out primary program responsibilities,
and gave little attention to managing SSA'S
resources or providing executives and manag-
ers with information needed for decisionmak-
ing and policy. Recognizing that SSA badly
needed a management information system,

faced with accepting the possibility of using reconditioned equip-
ment which meets its specifications but would put SSA several
%/_ears behind state-of-the-art technology, or rewriting the speci-
ications to require some newly developed features, which would
not only further limit competition but would significantly de-
lay the acquisition. It chose to revise the request for proposals
to allow vendors to offer reconditioned equipment.
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Acting Commissioner Martha McStean in
April 1984, added this program to develop
management information systems software,
automate and modernize administrative prac-
tices, and encourage end-user development of
new applications.

An agencywide survey was completed to de-
termine management information needs. An
information center was developed to spur
microcomputer applications; microcomputers
have been piloted in 20 field offices to study
their uses. A Financial/Administrative In-
tegrated Management System was installed

using fourth generation database language
(IDMS/R). This led to the belated recognition
that it may be possible to use IDMS/R for
SSA'S overall database management, as al-
ready discussed.

The AMIE was allocated $311.4 million or
over 37 percent of SMP in the 1985 Update
of SMP; the 1986 version scaled this back to
$197 million or 20 percent. The cost might have
been considerably less if management infor-
mation needs had been integrated into the
original plans.

PLANNING AND INTEGRATION

SMP is a rolling 5-year plan, meant to be up-
dated each year. Both the planning and the ef-
fort to integrate SMP across programs is the
task of the Office of Strategic Planning and
Integration, within the Office of Systems. This
OSPI has a staff of 100. There are weekly meet-
ings between representatives of the SMP pro-
grams described above, with the integration
contractor. In addition, efforts are being made
to involve operations people in systems plan-
ning, since they are the ultimate users of the
systems. Some critics, in fact, argue that oper-
ations considerations are determining the
directions for SMP, and that this guarantees
that the emphasis will be on rocking the boat
to the least extent possible; that is, minimum
change in SSA procedures and customs rather
than deriving maximum benefit from advanced

technologies. This may, however, be a rational
choice for SSA at present.

Other critics, including people within SSA,
maintain that little or no integration is occur-
ring, and that the integration contractor is
often diverted to other tasks. It should be
noted, however, that “integration’ is a loose
and relative term, and can only be demon-
strated by long-term results of SMP implemen-
tation.

The integration role contract will be recom-
pleted when it expires in the fall of 1986 and
provision has been made for a 3-month over-
lap with the old contract, so that there will not
be a lapse in this function should a new con-
tractor be selected.

EVALUATING THE PROGRESS OF SMP

It is difficult to measure precisely the
progress of a very large organization in a near
billion-dollar effort over 8 years (1982 to 1990),
an effort with multiple goals, strategies, and
areas of effort. One measure is increased pro-
ductivity, or to be more accurate, achievement
of work force reduction goals. Other indicators
of progress are more qualitative or judgmental.
This study relies on inspection or analysis of

several hundred documents, supplemented
with more than 50 interviews with current and
former SSA employees at all levels, with con-
gressional committee staff people; with offi-
cials at the General Accounting Office, the
General Services Administration, and the Of-
fice of Management and Budget; with com-
puter vendors and contractors; and with other
well-informed observers.



There were significant differences in assess-
ments of progress to date, between critics of
SSA and its defenders, between representa-
tives of various oversight and monitoring
groups, and within SSA management. It
should be noted that while SSA claims to have
made great progress in solving some of its
problems, much of that progress appears to
have been made within the past 6 to 9 months,
while this study was underway. For example,
SSA has recently shown signs of moving to
improve management procedures and to change
its corporate culture; it has initiated new train-
ing programs, recruited highly trained new
programmers, started new management plan-
ning activities, and consulted outside experts.
Some of the skeptics may not be well informed
about developments during that period. At the
same time it should be noted that all of the
information about these developments neces-
sarily comes from an interested party, i.e., SSA
management.

Staff Reduction

Among Administration goals for SMP (cited
earlier in this chapter) was increased produc-
tivity, for which work force reduction is often
used as an indicator, although it is an input
measure and not an output measure. In its
1986 budget request SSA formally announced
the plan proposed earlier by OMB to reduce
the work force by 17,000 full-time equivalents
(FTEs) or 21 percent of its 1984 staff, by 1990.
This was to be achieved largely through sys-
tems modernization and privatization of some
activities.

GAO concluded in March 1986” that the
agency was “essentially on target with its
planned cumulative FTE reductions. ” In part,
however, this resulted from the fact that ex-
pected increases in agency workload did not
materialize (e. g., anticipated inquiries about
taxation of benefits); work-year savings from
systems and procedural changes were 24 per-
cent less than expected. GAO reported (on the

-U.S. (-on~~ess, General Accounting office, Socia~ Securit-"
JIct ions aJ)d I)lans To Reduce Agenc>’ Staff, briefing report to

con~r~'s~ional requesters, Il RD-86-76BR, March 1986.
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basis of SSA performance data) that claims-
processing times and backlogs decreased.

GAO said that “the evidence is inconclusive’
as to the effect on service to the public. Union
representatives and field office personnel said
(both to GAO auditors and to OTA) that serv-
ice declined; they reported longer waiting
times, a “less caring attitude” on the part of
employees, and increased error rates. SSA said
that service improved, but GAO said that SSA
performance data was incomplete. For exam-
ple, SSA does not collect data on waiting times
for clients, or on client satisfaction.

SSA Claims

SSA managers point to the SMP as the first
long-range, dynamic plan for meeting SSA’'S
information-processing needs, and say that the
goals and strategy of the plan are now closely
integrated into operations. The Acting Com-
missioner, as early as 1983, claimed significant
benefits from the plan, in terms of decreased
processing time and other quantifiable output
measures.” In addition, she spoke of “quali-
tative enhancements, “ including a general ra-
tionalizing of SSA procedures.

SSA points to a number of surveys of both
the general population and beneficiaries, which
indicate that the public continues to hold SSA
service in high regard, as both courteous and
efficient. In a GAO survey, 78 percent of a sam-
ple of SSA clients rated service as good or very
good, and only 7 percent said it was poor; 51
percent said its performance was somewhat or
much better than that of other agencies.

SSA'S top managers argue that SMP is a
complex, multifaceted program that is now in-
stitutionalized within SSA and has had a pro-

"*Prepared Statement of Acting Commissioner Martha A.
McSteen, U.S. Congress, Social Security: How Well Is It Serv-
ing the Public? Hearing Before the Special Committee on Aging,
U.S. Senate, 98th Cong., 1st Sess., Nov. 29, 1983, pp. 8-12.

“U.S. Congress, General Accounting Office, Social Security:
Quality of Services Generafly Rated High by Clients Sampled,
HRD-86-8, January 1986. The report also noted, however, that
18 percent found $sA mail difficult to understand, 30 percent
found explanations unclear or “somewhat clear, ” and 58 per-
cent had some negative comments about SSA service (e.g., long
waiting times, many telephone busy signals).
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found impact on SSA’S organizational culture.
They point to a number of initiatives not de-
scribed in SMP documents that are vital to
its efforts at renewal. Among these efforts are:

» development of a strategic planning func-
tion that will drive the development of in-
formation technology;

» enlargement of training programs in the
systems area to assure that new software
tools receive wide acceptance and new
standards are actually utilized; and

* development of new ways of handling con-
flicts between operations and develop-
ment, disagreements among organizational
subunits, and organizational conflict.

Whether these three points represent cur-
rent determined efforts, aspirations to be tack-
led at some future time, or merely lip service
paid to critics, cannot yet be determined. Pri-
vately, some SSA observers say that they de-
pend entirely on the attention and insistence
of a few key people and that they began to fade
as soon as it was learned, in early 1986, that
a change in top leadership and in internal orga-
nization is to occur. Whether or not this is ac-
curate, the future strength of these essential
conditions will depend in large part on the pol-
icies and the capability of the new Commis-
sioner.

Critics of SSA and SMP

Many critics of SSA are convinced that SMP
will fail, not because of the technology nor the
ambitious objectives, but because of SSA'S
“organizational culture, ” its long history of
mismanagement, interference from outside, po
litical pressures, and its sheer size. Those who
have generally been critical of SSA in the past
are usually skeptical of the possibility of SMP
improving agency performance. Past support-
ers of SSA tend to be optimistic about SMP.

The strong critics include some former
managers brought into the agency in the late
1970s and early 1980s, who failed in their ef-
forts to change information processing at SSA;
as well as outside observers not associated with

the agency directly but familiar with its prob-
lems and critical of its behavior. Two other
kinds of critics are noteworthy: higher moni-
toring authorities in the executive branch, offi-
cials of OMB and HHS; and Members of Con-
gress and staff concerned with SSA oversight,
who have come to distrust its statements over
recent years.

Many of the most adamant critics, however,
admit that their knowledge of events at SSA
is outdated by 12 to 18 months, so that they
have no direct knowledge with which to evalu-
ate SSA'S strong claims of recent progress. The
critics’ positions should be viewed in the con-
text of SSA’'S statements, summarized above.

One of the major themes of critics was that
SSA as an organizational culture was incapa-
ble of bringing about the kinds of change rep-
resented by SMP, because of the hostility of
SSA management to newcomers and the fact
that powerful SSA senior managers are re-
cruited from within, and promoted up the
ranks, in long insider careers. While this cre-
ates loyalty and dedication, it also creates a
strong antipathy to criticism, however well
meant, and often an inability to learn from it.
Critics felt it also creates a culture that does
not value innovation, and as a result, outside
consultants and advisors are ignored or avoided,
and internal conflicts are resolved in favor of
those who resist change.

SSA as an organization is said by the critics
to lack a modern, analytical approach to man-
agement problems. The early decision in SMP
to salvage 65 to 70 percent of the 10 million
lines of COBOL code, for instance, never had
any analytical support, it “was drawn out of
thin air. ” An SSA contractor complained of
having “our work ignored. They [SSA man-
agers] steer us away from important prob-
lems. ” Contractors complain of slow decision-
making, fallback of up to 2 years in the SMP
schedule, and sluggishness because of the sheer
size of SSA. As one noted, “there isn’'t a club
big enough to beat SSA. Below the level of
Commissioners you can’'t get an answer from
anyone. ” Many critics describe an alignment
of internal interest groups opposed to change.



As a plan of action, SMP is widely perceived
to:

- be primarily oriented towards hardware
acquisition, and

fail to provide a vision of how SSP will
do business in the future.

A continuing theme of SSA critics is that
the in-place systems personnel are a principal
impediment to successful implementation of
SMP. A former employee notes that “in-place
systems workers have impeded efforts to re-
form systems and have a stranglehold over new
projects.

Many SSA employees are critical of the im-
plementation of SMP. For example, the (AFGE
union) Local 1923 Report has carried a num-
ber of stories about the failure of SSA to bring
workers into decisions related to SMP, and to
require that managers be trained along with
workers in the new techniques and procedures
necessary with the modernized systems. The
union newsletter of March, 1986, commented:

. in the whole SMP, not a dime has been
spent on the process of managing the human
side of change in (Operations). If the right
questions don't get raised, if the necessary dia-
logue and consideration of reality and quality
are not brought into the process, SSA will
never have an adequate system for building
the data processing system on which so many
Americans depend.

Leaders in the Local welcome the new em-
phasis on training, but are critical of some of
the ways it is being carried out. They claim
that training opportunities have been deter-
mined by generic job type rather than by the
individual’s needs, that there is little or no op-
portunity for project teams to be trained to-
gether, that there is little or no training in how
to manage projects using new technology, and
that managers have received, at best, only cur-
sory training about the new technology and
that where such opportunities have been of-
fered, managers have been reluctant to attend.

On the other hand, outsiders frequently per-
ceive that SSA is spending too much time and
resources on retraining employees rather than
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hiring new young workers from outside. One
vendor notes:

Imagine what it's like—everyone started
out there and ends up there. Bank systems
people come and go, insurance and airline sys-
tems people switch jobs frequently. But not
at SSA. They never get new ideas and proce-
dures carried in on the backs of people.

How Well Has SSA Performed?

SSA'S performance in the first years of SMP
looks considerably more promising than many
of its critics will allow. There remain major hur-
dles to be surmounted if success is to be
achieved. But the struggles that SSA is hav-
ing in modernizing its systems are not unique;
they are similar to problems that other large
organizations in both the public and private
sector have had, or are now having.

The history of the Social Security Adminis-
tration illustrates some general principles of
organizational behavior. Organizations do not
innovate in areas of strategic importance un-
less there is some substantial environmental
change; they innovate when they are driven
to it by serious and persistent problems or by
crises. In nearly all organizations, there are
substantial forces resisting change, rooted in
prevailing values, norms, and interest groups.
Organizational innovation must involve more
than adopting new technology. To use it ef-
fectively requires changes in habits, behavior,
values and norms, and power relationships.
Technological change nearly always brings
fights over who gets, and uses, the technology
to what purposes. Effective managers can take
advantage of external circumstances to solid-
ify power, disarm internal opposition, and tilt
the internal conflict among groups towards
successful use of the technology. Ineffective
managers may be thwarted by those who
quietly but stubbornly refuse to adapt work
processes and procedures to make use of new
technological capability.

The problems that SSA faced and faces in
innovating are particularly difficult. Few pri-
vate firms have a business environment of com-
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parable size, complexity, or operational de-
mands. The few private firms that have
achieved the level of software sophistication
needed by SSA, or that have successfully in-
tegrated all elements of their systems devel-
opment, deal in much simpler environments.
Large organizations operating in complex envi-
ronments, such as multidivision companies,
typically have a hodge-podge of systems de-
veloped at different times by different people
and using different languages. This is the case,
for example, with General Motors, which is try-
ing to pull together its many data processing
“baronies” and expects this effort to take a
decade to accomplish. Some other large gov-
ernment agencies, such as IRS, have, in un-
dertaking systems modernization, made mis-
takes or suffered problems that for a time
seriously compromised their mission.

It seems clear that SSA has been handi-
capped in undertaking the SMP by the after-
effects of years of instability or lack of ex-
perience in its top layer of leadership, an
organizational culture that emphasizes relia-
bility and regularity in daily operations but
resists change and innovation, failure to at-
tract and hold new recruits in some critical
professional categories, and most importantly

by the immense size and complexity of the
operations. Because it is a government agency,
it had little control over changes in its serv-
ices or the volume of its operations, and was
not free to take risks in technology invest-
ments; at the same time, as a government
agency, it and its managers are insulated
against the full penalties of failures and of un-
productive behavior, and some of that behavior
is allowed to persist.

About some of the basic decisions and strat-
egies in the plan itself, there is room for con-
siderable doubt and debate among systems ex-
perts. However, for the most part these are
areas where there are no clear and certain
“right answers, and almost any decision
would have vigorous critics.

As will be seen in the case history, in Part
11, some of the greatest hurdles that systems
modernization at SSA face are not deficiencies
in the plan but long-ingrained suspicions and
hostility between operations components and
systems development components, between
newcomers and oldtimers, and between career
people and political appointees, all of whose
efforts will be necessary if modernization is to
succeed.

IMPERATIVES FOR SSA

The opportunities for improvement in SSA'S
management of information technology in the
next few years would be enhanced by:

» pacing work force reduction to match real
gains in technological capability; i.e.,
avoiding abrupt reductions that disrupt
or threaten smooth operations and pro-
duce excessive resistance by workers and
managers to further automation;

» a period without major changes in SSA
programs and adrninistrative responsibil-
ities, or, if such changes are mandated,
provision of ample time to plan and im-
plement the changes;

» absence of major reorganizations other
than those that reflect and support ration-

alization of the work flow to accommodate
changes in processing systems;

« enhanced capability to recruit competent
and well-trained systems designers, man-
agers, and programmers (which probably
depends now on pay and classification
schedules);

» continued funding for SMP itself, and for
SMP-related support functions, such as
technical and management training;

« strong commitment by top leadership to
achieving the goals of SMP and to build-
ing a cooperative relationship between
managers and workers;

- insistence by top leadership on real coop-
eration between operations and systems
development personnel,



- an emphasis on continued strategic plan-
ning, and assurance of resources dedicated
to this activity; and

- early resolution of the issue of independ-
ent agency status for SSA.

These desirable conditions imply certain
responsibilities for SSA leadership, for the
Administration, and for Congress. For all par-
ties, they would require placing long-term ob-
jectives ahead of the desire for immediate reali-
zation of the benefits sought through systems
modernization. Congressional oversight will be
most effective if it is directed toward insist-
ing that the agency and its executive branch
monitors strive to create the necessary condi-
tions for progress, rather than focusing on as-
signment of blame for problems in the past.

SSA is changing as SMP is implemented,
although these changes may not be quite as
rapid, nor as deep and smooth, as SSA sug-
gests. Most congressional staff people have not
had the opportunity to be well informed about
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recent and current progess in SSA. SSA ex-
cessive defensiveness, attempts to deny any
and all failures, and resistance to outside ad-
vice encourages its critics to suspect and ex-
pect the worst. In the past, there has been
strong tension between the institutional drive
to secure the resources to make much needed
changes, and the defensiveness of those peo-
ple who are struggling to cope, not always suc-
cessfully, with day-to-day problems. This has
at times distorted or obscured the picture that
is presented to Congress. These distortions—
whether in the past or in current efforts to re-
write history-are now important chiefly to
alert Congress to the need to probe deeply and
target questions carefully in order to assess
reliably the degree of improvement in service
delivery. Much improvement is clearly possi-
ble through the use of new information tech-
nology, and is the best way of justifying the
significant resources invested in SMP from
1982 to 1990 and beyond.
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Chapter 3

Systems Modernization and
Related Issues, 1986-90

The likelihood of success in systems mod-
ernization for the Social Security Administra-
tion depends in part on the support of its em-
ployees, its clients, its overseers in Congress,
and other institutions with which it interacts.
To the extent that SSA succeeds in moderniz-
ing both its information systems and its man-
agement, this will change the way the agency
does its business, and will affect its relation-
ships with Congress, its clients, its employees,
and with other institutions, such as State gov-
ernment. This chapter explores some of these
relationships now and in the next 5 years.

It surveys, first, two issues in SSA rela-
tionship to Congress: the monitoring and over-
sight of SSA, and SSA'’S ability to respond ef-
fectively to changes mandated by Congress in
social security programs, coverage, and bene-
fits. Next it considers SSA'S relationships with

its own employees, in the context of systems
modernization. Third, it considers SSA'’S re-
sponse to a major Federal initiative, improved
debt collection and financial management,
which significantly affected SSA relationships
with its clients.

Fourth, the chapter discusses SSA relation-
ships with the Administration and with the
private sector, in terms of possible major
changes in SSA status, such as making it an
independent agency, or privatizing part of SSA
operations. Finally, the chapter looks at a
growing issue in SSA'S relationships with the
general public: concerns about the confiden-
tiality and security of data as affected by ad-
vanced information technologies and current
practices of data-sharing and computer-match-
ing, capabilities that are likely to be facilitated
by systems modernization.

SSA AND CONGRESS: ACCOUNTABILITY AND RESPONSIVENESS

Monitoring and Oversight of SSA

SMP has already had both positive and neg-
ative impacts on SSA relations with Congress
and the White House. SMP has been regarded
by most Congressmen as good news and Con-
gress has responded with generous funding.
However, there is continuing concern over the
wisdom and cost-effectiveness of some of the
basic SMP decisions, and over SSA’S procure-
ment procedures. In addition, there is congres-
sional concern over whether SMP-related em-
ployment reductions and office closings will
result in poorer service to clients. Congres-
sional oversight committees have been particu-
larly critical of SSA apparent lack of assess-
ment of the impacts of systems modernization
on service levels. Finally, there have been seri-
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ous charges of irregularities and improprieties
in at least one SMP contract award. ’

U.S. Congress, Hearings: Contract Irregularities and Mis-
management Plague SSA ‘.s Systems Modernization Program,
Legislation and National Security Subcommittee of the lHouse
Committee on Government operations, Nov. 6 and Nov. 20.
1985.

Recently a General Accounting Office investigation alleged
that the Commissioner who initiated SMP. John Svahn, im-
properly allowed employees of his own former employer, Deloitte
Haskins & Sells (DHS) to use SsA office space next to hisown
office for a number of months just when SM P contracts we're
being developed, in which DHS had an interest as potential con-
tractors. Svahn Was also accused, along with other ssA em-
Hoyee_s, of improperly accepting restuarant meals from Deloit te

askins & Sells during this period. Deloitte Haskins & Sells,
a Big Eight accounting firm, has since become the largest sub-
contractor in the sM P Program and was a major force in rec-
ommending £ DS as the major integration contractor.
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Because of SSA’'S size and importance, and
the large share of Federal expenditures that
it administers, a small army of people is com-
mitted to monitoring and auditing SSA to as-
sist either Congress or the Administration in
oversight. A significant amount of SSA man-
agement time is spent in answering detailed
requests for information from oversight bod-
ies. SMP has added to the volume and com-
plexity of these activities.

There are inherent difficulties involved in
congressional oversight of a program like
SMP. Several committees have an interest in
different aspects of it. The House Committee
on Government Operations maintains a stern
eye on information technology procurement
and other aspects of its management. The
House Ways and Means Subcommittee on
Social Security has broad responsibility for
administrative performance, but does not have
the technical expertise to evaluate information
systems and their management. Other com-
mittees focus on service delivery, and the in-
terests of special groups in society such as the
aged and disabled.

This tends to separate consideration of tech-
nological issues from consideration of service
guality issues. In addition, the critical prob-
lem of software development or procurement
has probably received less attention than other
aspects of information technology use and
management.

The difficulty of achieving effective over-
sight is one factor in a growing movement to
split SSA off from the Department of Health
and Human Services (DHHS) and make it a
separate, independent agency. (This option will
be examined further below.) Many Congress-
men and staff people suspect that they do not
get complete or accurate information from SSA
about its resource needs, particularly on ques-
tions of its ability to respond effectively to
changing legislative mandates and changes in
benefits programs, because the agency’s an-
swers must be “vetted” through DHHS and
the Office of Management and Budget (OMB),
which may manipulate them to suit the Ad-
ministration’s policies and priorities (i.e., bud-

getary control). Thus emerging problems like
those of the 1970s can become unmanageable
before Congress is able to come to grips with
them.

Some political scientists and some computer
enthusiasts have argued that computer tech-
nology will facilitate congressional oversight
by making information more readily available,
and by allowing Congress to demand reports
tailored to its oversight needs. However, it ap-
pears at least equally likely that computeriza-
tion of data may make oversight more diffi-
cult. In the short term, it is very difficult, for
example, to compare SSA'S performance today
with that of several years ago; as work is reor-
ganized and automated, measures of perform-
ance have necessarily been redefined. More im-
portantly, and in the longer term, oversight
becomes more difficult because administrative
decisions become more highly technical and in-
volve issues of technological capability, multi-
year investments, and systems management
strategy that laymen—which includes most
congressional representatives and their staff—
find difficult to understand. Seeking and com-
paring the judgments of technical experts and
working to comprehend these evaluations is
extremely demanding of time, effort, and at-
tention; it is all the more difficult because sys-
tems experts constitute a highly concentrated
community of people with a great many po-
tentially overlapping vested interests in the
actions of SSA, a major purchaser of computer
systems.

The temptation—some would argue, the
duty (given the imperative of administrators
for institutional suMval and maintenance) -to
select and manipulate data related to organiza-
tional performance when justifying programs
and budgets, is and has always been strong
for agency officials. When those budgets in-
clude multiyear and no-year investments in
equipment for which a favorable return on in-
vestment is years away, and for which there
are many irreducible uncertainties in cost-
benefit analysis, that temptation is much
stronger. When the performance data is em-
bedded in voluminous computerized databases



and can be endlessly recategorized, combined,
and disaggregated by sophisticated manage-
ment information systems, it becomes much
easier to present a favorable picture—or an un-
favorable one, if the object is to demonstrate
a need for further modernization of systems.

Thus the task of oversight of a huge orga-
nization whose mission performance is entirely
dependent on advanced technology that is
seemingly describable only in esoteric lan-
guage, becomes much more difficult.

This difficulty is also a problem for agency
officials, who must struggle to explain their
technological resource needs to congressional
committees in ways that do not oversimplify
and distort them and yet do not conceal the
technological and administrative problems
involved in meeting congressional mandates.
Responding to a large volume of oversight in-
quiries also reduces the time that administra-
tors can spend in solving problems within their
organizations.

SSA'S Ability To Implement Changes
Mandated by Congress

Social Security as a national program was
born in a period of strong party cleavages over
having such a federally managed function in
our society, but over the next five decades, so-
cial security achieved a virtually nonpolitical
and bipartisan status. Since the late 1970s,
however, there have been a series of debates
over the size, scope, and organization of So-
cial Security. It is likely that this debate will
continue during the next 5 years, both before
and after the 1988 elections.

Some believe that current budget deficits
and economic limitations make it essential to
cut back on the system of Federal retirement,
disability, and welfare programs. Suggested
solutions range from turning social security
over to the private sector or creating a worker
option to select among competing private and
public retirement plans, to cutting programs
back in scope, benefits, and costs. Others see
the Federal program of retirement, disability,
and income-support as the hallmark of a just

59

social order and seek to expand social security
into areas such as national health insurance,
a wholly nationally administered disability
program, or a Federal program for covering
catastrophic health care of the elderly. These
positions are not necessarily related to party
affiliation. Some additional responsibilities
have been considered for SSA; for example, a
role in proposed immigration regulation.

Most national policy makers, however, prob-
ably expect that Social Security will be main-
tained generally in its present form during the
next 5 years, with at most some relatively mi-
nor changes in programs or some realignment
of SSA’S various administration responsibili-
ties for non-SSA programs. The spectrum of
possible changes that might be required of
SSA, ranging from no change to radical change
in agency status, and their relationship to
SMP. are discussed below.

Moratorium on Program Changes
or Adjustments

One option is to conclude that SSA needs
a breathing spell in its operational and
systems-development work. As recently as
September 1985, a GAO report concluded that
SMP software development was not yet im-
proving SSA'S ability to implement legislative
changes in programs, although this may no
longer be true, since SSA has at least reduced
or eliminated most of its backlogs. It has been
suggested that Congress avoid making changes
for the next 2 years, or until systems modern-
ization is further advanced.

This option is not likely to be acceptable to
those who believe that substantive changes are
necessary. As one experienced congressional
aide put it:

We gave SSA a huge bundle of money for
SMP precisely so that it could handle the
changes that Congress is going to make in
basic social programs. We expect the agency
to keep up with us; that's what ' ‘moderniza-
tion” is all about.

‘.S, Congress, General Accounting Of fice, Social Security

Administration s Computer Svstems Modernization Effort May
Not Achieve Planned Objectives, GAO 1 X! TEC-85-16, Sept. 30.

19745,
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Another aide added:

We don’t forego tax reform because IRS
may have computer problems, and we aren't
going to lose timely opportunities to im-
prove social security just because SSA has
abacklog.

It should be noted that SSA has not asked
for such a legislative moratorium. The agency
says that progress with SMP has already sig-
nificantly increased its capacity to fulfill legis-
lative directives.

Program Simplification

Major and minor program simplifications are
possible that could make both computer and
field operations easier; for example, simplifi-
cation of the formulas for recomputing bene-
fits or changes in the earnings test for eligibil-
ity. SSA has been working for several years
on concepts for formula readjustments to sim-
plify benefits calculations, but is not ready to
suggest them. One problem is that they might
require compensatory or transition payments
to soften the losses to various categories of ben-
eficiaries. Proposals for program simplification
changes may however surface in the next 5
years.

Program Modifications

Several congressional and administration
sources provided a “shopping list of program
modifications that various interest groups or
Members would like to see enacted. These in-
cluded restoring eliminated benefits to student
dependents of deceased, retired, or disabled
workers; expanding retirement coverage to
State and local employees; including partial
disability under SSA coverage or expanding
rehabilitative or work-reconnection efforts; ad-
dressing women'’s equity problems through
measures such as earning-sharing between hus-
band and wife; and correcting the “notch” or
“inequity’ problem that arose between bene-
ficiaries born pre- and post-1916, as an un-
anticipated consequence of formula changes
made by the 1977 amendments. Such new or
expanded programs would produce a tempo-
rary burst of additional work to make neces-
sary changes in benefits formulas, and might

delay ongoing redesign of processes or require
further redesign. Each proposed change should
be carefully studied in advance to determine
what resources SSA would need to make the
changes, in the context of already scheduled
work force reductions.

One major program change recently under
discussion is that of complete federalization
of disability programs, instead of the current
arrangement under which States make disabil-
ity determinations.” State determination of
disability (Disability Determination Services,
DDS) shows great variability in quality and
accuracy, in procedures and organizational
structure, and in physician participation. In
the recent effort to purge disability rolls (see
below) some States refused to do reexamina-
tion under SSA guidelines. GAO has advised
the Congress’ that:

From apurely operational perspective, ato-
tally federal structure for disability determi-
nation appears to be the preferred option.

It would give SSA direct control and account-
ability; eliminate State political influence; pro-
vide greater organizational uniformity; assure
standardized salary and qualifications for per-
sonnel; eliminate the time spent in negotiat-
ing with States on compliance; allow closer
working relationships between district offices
and determination units; and allow SSA to se-
lect the number, location, and size of offices.

GAO has advised Congress that federaliza-
tion of determinations would be likely to add
a large number of employees to Federal rolls
(11,000, according to GAO assumptions about
productivity). It could also cause the loss of
some trained and experienced examiners who
chose not to work for the Federal Government,
and would make the determination process vul-
nerable to Federal hiring freezes or other bud-
getary measures. Claims processing might be

“‘Under the Disability Insurance Pro%ram of 1954 and the
Supplemental Security Income Program of 1972 Congress man-
dated State responsibility for determinations of disability, with
oversight by SSA.

“U.S, Congress, General Accounting Office, Current Status
of the Federaf/ State Arrangement for Administering the So-
cia) Security Disability Programs, Report to the Honorable Jim
Sasser, U.S. Senate, HRD-85-71, Sept. 30, 1985.



disrupted during the changeover period, and
a new policy and system for purchasing medic-
al services might have to be developed.

GAO did not address the possibility of in-
corporating the determination process into ex-
isting SSA field offices, rather than maintain-
ing separate facilities; thus it did not speak
explicitly about the effects of federalization of
the process on the level of demand on SSA com-
puter and telecommunication systerns, or the
effect of these systems capabilities on produc-
tivity of determination examiners and support
personnel. These questions would have to be
addressed in further analysis of the effects of
this program change on SSA technological and
personnel resources, and on the quality of fu-
ture disability determination services.
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Non-Social Security Program Developments

SSA could be asked to take over adminis-
trative responsibilities for new non-SSA pro-
grams, as has happened repeatedly during its
history. Under national immigrati~n reform,
for example, employer access to SSA for veri-
fication of job applicant identities could be
mandated. If SSA were given this role, there
would be pressure to enhance the accuracy of
SSA records, such as matching accounts with
death records to detect invalid accounts, and
identifying accounts used by more than one
person, This could represent a significant vol-
ume of additional work for SSA, especially
without an integrated database in place; it
would probably require the development of en-
tirely new software systems.

SSA AND ITS EMPLOYEES: LABOR-MANAGEMENT RELATIONS

SSA began its SMP with hostile labor rela-
tions, in large part due to the deteriorating
working conditions and heavy overtime de-
mands of the 1970s. In the early 1980s labor
and management refused to negotiate a con-
tract for 18 months, and ultimately accepted
some compromises (December 1981) only with
great bitterness on both sides. Since then,
the union has filed up to 800 unfair labor prac-
tice charges each year. Until 1983, the labor
relations management of SSA would not even
call the union, for fear of being misquoted or
maligned.

Both SSA and its union agree that SMP will
lead to new levels of productivity. The ques-
tion is whether this will be used to enhance
service levels, improve the quality of worklife,
and raise the skill levels of workers; or whether
the productivity gains will be used solely to
reduce the size of the work force, speed up
work, and lower skills requirements and status
of jobs.

This debate is not merely between SSA and
the union. Also involved are Administration
policies, congressional interests, the stakes
that other unions have in office automation is-
sues, the interests of SSA’'S contractors and

vendors and those who would compete for
awards if SSA operations were contracted out,
and the interests of those who depend on SSA'S
services—the beneficiaries.

The relationship between the union and SSA
is buffeted by the maneuvering of all of these
parties. OMB pressure on SSA to drop 17,000
employees over 6 years, and to privatize oper-
ations equivalent to 8,600 jobs, as discussed
below, are good examples. As SSA managers
readily acknowledge, in the recent past, only
the extraordinary efforts and commitment of
SSA workers have allowed the agency to sur-
mount repeated crises in its operations. But
SSA must of course respond to the Adminis-
tration and Congress as they look for a return
on what will by 1990 be the billion dollar in-
vestment in SMP. Under these circumstances
the management is under great tension, and
many employees are resentful and suspicious.

A union official estimated as early as mid-
1984, that SSA workers were facing a net re-
duction of 10,000 field office jobs, one-third of
this work force, with virtual elimination of
the position of data review technician and
changes in the claims representative job (some
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managers were calling for its elimination and
replacement by clerical staff).’

These expectations proved justified; the net
job loss in 1985, as reported by SSA field
offices to GAO, was 949 full-time equivalent
jobs, or 2.4 percent of all 1984 jobs’ (see fig-
ure 6). This included 297 data review techni-
cians, 275 clerical positions, 329 claims repre-
sentatives, 86 service representatives, and 140
nonceiling employees or other positions. This
was a total of 1,127 jobs eliminated, but 178
“other positions” were created, including 123
joint data review technician/service represent-
ative positions.

On the other hand, it was also predicted that
many of the 1,386 SSA field offices would be
closed. SSA is reviewing the status of these
offices, but as of February 1986, the 228 re-
views that had been conducted had not re-
sulted in any closings.

“According to a letter from John Harris, Special Assistant
to the National President of the American Federation of Gov-
ernment Employees (AFGE), July 1984.

sU.8. Congress, General Accounting Office, Social Security:
Actions and Plans To Reduce Agency Staff, briefing report to
congressional requesters, HRD-86-76BR, March 1986.

Figure 6.—Cumulative Percentage Reduction of
Full-Time Equivalent Employees From 1984’ to 1990
in the Social Security Administration Staff by
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Under the Civil Service Reform Act (CSRA),
management retains the right to introduce new
technology and to change jobs and work meth-
ods. The union cannot force SSA to bargain
on technology adoption or work standards. But
the CSRA does require management to an-
nounce its plans and give the union an oppor-
tunity to bargain over the means and condi-
tions of proposed changes. The union can force
management to pay attention to working con-
ditions, health and safety concerns, retraining,
skill levels, and job classification.

Some observers say that this gives the union
a way to slow down, impede, and even prevent
SMP from proceeding if it so chose, at least
long enough to stir up the ire of Congress and
the public and bring the whole project down.
On the other hand, the union has not opposed
new technology nor does it want SSA to fail.
Workers have generally not complained about
the advent of new technology; rather, they
complained about the terrible workloads im-
posed by new programs for which the agency
was unprepared, the lack of technology with
which to handle this workload, and the de-
mands on workers to work overtime.

These tensions led management and labor
to try a new approach, in the common recog-
nition that both union and management need
to make SMP a success. In 1985 SSA and the
union reached an unusual agreement, which
mirrors the recent agreement between the
UAW and General Motors in GM’s Saturn Car
Division in Tennessee. The similarity is more
than superficial; key advisors to SSA and the
American Federation of Government Employ-
ees were also key advisors to UAW and GM.”

“The Joint Statement of Common Purpose, ”
was signed at SSA in September 1985. Its ob-
jectives are to avoid the degradation of work,
to enhance the quality of working life, and to
create a three-tiered management-labor struc-
ture for future shared decisions. It explicitly
avoids trying to change the statutory require-
ments of the relationship between manage-

‘They were: Irving Bluestone, retired Vice President of
UAW; and Dutch Landon, retired Quality of Work Life Direc-
tor at General Motors.



ment and labor, although the CSRA did not
envisage labor-management cooperation at
this level. In other words, the agreement will
permit both collective bargaining and cooper-
ation of a new kind.

As the union president described the
agreement:

... both sides put away “business as usual”
and go into a partnership, a joint action based
on common interests and objectives, to look
at what is going to happen to the workplace,
the work, and the worker as this automation
is brought about. . . . [W]here collective bar-
gaining is the best remedy to the problem, we
shall do it. But we will seek in the main to sol~'e
our problems together as co-equals and not as
adversaries.

The three-tiered structure consists of an ex-
ecutive committee level (which will include the
SSA Commissioner and the head of AFGE,
a project level, and a workplace level.

The Joint Policy Committee agreed on the
following guidelines:

* the process (development, implementa-
tion, and oversight) will be joint and
co-equal,

¢ employee participation at the workplace
level will be completely voluntary,

¢ innovations that result from the joint
process will not result in the loss of job
or pay of any employee,

* the joint process is independent of the la-
bor agreement and is not a replacement
for collective bargaining or the grievance
procedure,

* training and resources will be provided,

¢ the joint process will not be used as a bar-
gaining chip, and

e either part y may withdraw from the joint
process.

The policy committee chose three projects
to work on immediately; including the effects
of the claims modernization process, issues re-
lated to use of visual display terminals (VDTS),
ergonomic furniture (i.e., desks and chairs espe-

“Letter of Kenneth Blaylock, President, to the union locals,
,June 3, 1985, quoted by permission.
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cially designed for comfortable support while
working), and related workplace issues. Each
of these projects was to be developed
project team with links to working teams of
management and labor at the operating level
and to make recommendations to the policy
committee.

Most observers feel that the success of this
agreement is essential to carrying out SM P.
But in spite of the agreement, the union ex-
pects “displacement and disruption to be the
norm in the implementation of SM P. A union
official notes that:

A rupture of the work force such as widespread
job loss or reassignment can be avoided. But
only if a comprehensive program is adopted
tore-design field offices, one which starts with
the premise that all workers will be given use-
ful jobs with similar skills or will be retrained
and no one will be laid-off or downgraded. With
such a program the phasing in of automation
will be conducted with the worker in mind, not
as an after-thought. . . . This is the greatest
challenge to the union and management be-
cause it puts both into a new relationship at
a time when neither trusts the other. 9 (Em-
phasis added.)

It is clear, however, that this objective, in-
terpeted literally, conflicts directly with the
objective of reducing the work force to justify
investment in information technology. The
joint agreement could in theory provide a
mechanism for compromise on this issue while
cooperatively working toward other goals such
as improved quality of the workplace. But by
May of 1986 the joint agreement appeared to
be breaking down. According to workers, an-
nouncement of appointment of a new commis-
sioner weakened the influence of managers who
supported the mechanisms and thereafter
there were no meetings of the committees.
Union members believe that the appointment
signals a new determination by OMB to force
drastic job eliminations, and they charge SSA
managers with “passive acquiescence. ”

“Harris, letter, op. cit.
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SSA AND ITS CLIENTS: ISSUES OF DEBT COLLECTION
AND FINANCIAL MANAGEMENT

SSA'S relationships with its clients, and its
public image, have been adversely affected by
its response to the government initiative for
improved debt collection and financial man-
agement. As information technology allows the
agency to become more efficient in this area,
more judicious management techniques will be
necessary to avoid unnecessarily eroding the
trust that beneficiaries still have in the
agency’s operations.

In 1981, the President ordered tough enforce-
ment of the Disability Amendments Act of
1980, which led to summary termination of
over 1 million disability beneficiaries, causing
a huge backlog of work for SSA. Rigorous en-
forcement, by the Administration, of this act
and the later Debt Collection Act of 1982 sub-
jected SSA to bitter criticism in the press and
among its constituents and traditional sup-
porters. Continuing and future efforts to im-
prove debt collection and financial manage-
ment, and reduce fraud and waste, are likely
to be affected by the resentment that resulted
from this initiative.

During this period the political climate for
SSA was complicated by the fact that the two
Houses of Congress were controlled by differ-
ent parties, and thus oversight committees em-
phasized somewhat different priorities and
directives. Members of some oversight com-
mittees were pressing for greater assurance
that service levels would be improved as a
justification for investment in systems mod-
ernization. Members of other committees
wanted greater assurance that no effort was
being spared to reduce costs. Members of both
parties and both Houses emphasized the need
for better management, greater efficiency, and
strict accountability. These pressures affected
SSA'S response to the President’s initiative,
at a policy level; at the operational level, there
were further difficulties. While the Disability
and Debt Collection Acts were increasing the
workload, a hiring freeze was imposed on SSA,
as well as other agencies, in 1982.

Under Public Law 96-265, Social Security
Disability Amendments of 1980, the Secretary
of HHS was required to review the status of
all nonpermanently disabled DI beneficiaries
every 3 years, beginning in 1982. Until then
SSA had reviewed only a small percentage
(about 150,000) each year, primarily those ex-
pected to recover from their disability and
those voluntarily reporting either improve-
ment or gainful employment. But GAO had
estimated that as many as 20 percent of those
on the rolls might not meet the legal defini-
tion of disability .10 The Administration there-
fore ordered stringent actions to purge the
rolls.

In order to spread the workload on the States
(which make the original disability determina-
tions), SSA began implementing the reviews
9 months earlier than the statute required. Of
1.2 million cases reviewed, 500,000 benefici-
aries were summarily dropped from the rolls.
This brought about a flood of protests and ap-
peals, which only increased when 200,000 of
the 500,000 were reinstated by appeal to
administrative law judges, the first level of ap-
peal. Many congressional hearings were held
to consider these developments. ' *

Those who had been dropped from the rolls
stopped receiving benefits, until Congress
passed stopgap legislation in 1982 (Public Law
97-455) to allow them to continue receiving ben-
efits while they appealed. About two-thirds of
those who had been dropped from the DI rolls
were eventually reinstated. The courts, and the

""For background, see Social Security Administration, office
of Legislative and Regulatory Policy, Social Security Disabil-
ity Amendments of 1980: Legislative History and Summary
of Provisions, Social Security Bulletin, April 1981; and “Social
Security Disability Benefits Reform Act of 1984: Legislative
History and Summary of Pro\'’ isions, ” Social Security Bulle-
tin, April 1985 (both listed asSSA Pub. No. 13-1 1700);HHS
News Release of Apr. 13, 1984, no title; and New York Times,
Dec. 6, 1985.

"' Most recently: U.S. Congress, Government Representa-
tives: Advocates or Adversaries? Hearing Before the House Se-
lect Committee on Aging, 99th Cong.,1stsess..Mar.18,1985,
Boston, MA.



States, raised serious concerns about the cri-
teria used for “medical improvement, ” and
especially the criteria used in mental impair-
ment cases and in evaluation of pain. The
Administration adopted a policy of “nonac-
guiescence” in certain cases; in other words,
SSA would not apply court decisions about its
criteria and procedures in other judicial clis-
tricts but defended its pradices district by dis-
trict, case by case. (This policy was rescinded
in early 1985.)

By 1984, the disability review process had
all but collapsed, with half of the States either
refusing to administer the reviews or under
court order not to do so. In April, HHS Secre-
tary Margaret Heckler ordered suspension of
the disability reviews ‘until new disability leg-
islation is enacted and can be effectively im-
plemented. ” She also ordered SSA to resume
benefit payments to those in the process of ap-
pealing.

SSA had suffered a severe blow to its esteem
with the public. An internal SSA memo ac-
knowledged that “the agency’s credibility be-
fore the Federal courts is at an all-time low. ”
The official SSA position is that the harshness
of its administration of the amendments was
inadvertent and a startup problem; it says:

... agreat many admii~istrative changes were
made beginning in 1982 to deal with these criti-
cisms. Thus the disability legislation as finally
enacted, in 1984, reflects, in part, the evolu-
tion of the CDIl administrative process since
1981."

The congressional response to the problem
was the Social Security Disability Benefits Re-
form Act of 1984 (Public Law 98-460). It per-

"*Social Security Administration, Office of Legislative and
Regulator Policy, “Social Security Disability Benefits Reform
Actof 1 984:Legislative History and Summary of Provisions.”
Social Security Bulletin, April 1985, SSA Pub. No. 13-11 700.
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mits termination of Disability Insurance ben-
efits only if there is “substantial evidence of
medical improvement sufficient to allow the
beneficiary “substantial gainful activity, ” or
new medical evidence that vocational therapy
or technology makes him or her able to work,
or that the original impairment was not as dis-
abling as it was originally considered, or the
original determination of eligibility was in
error.

In 1983, similarly tough enforcement of the
Debt Collection Act led to withholding all so-
cial security payments to beneficiaries Who had
received overpayments, as opposecl to the ac-
customed procedure of withholding no more
than 25 percent of benefits until overpayments
were repaid. In addition, the U.S. Treasury
used direct electronic debiting of beneficiary
bank accounts with no prior notice (" ‘Treasury
recovery’ ‘). This could seriously jeopardize re-
cipients with no other resources.

These actions kept telephones ringing in con-
gressional offices as beneficiaries complained,
and the flood of inquiries and protests to SSA
district offices resulted in reduced attention
to servicing other clients. It also caused dis-
tortion in SSA management behavior, because
local administrators were given pay raises or
promotions based on the amount of debt they
collected.

The controversy over these enforcement pro-
cedures appears to have added to the fierce-
ness of the controversy over systems modern-
ization, even though there is little logical
relationship between the two. Critics repeat-
edly point to these episodes as illustrating a
commitment to efficiency at the cost of socially
desirable service to the public.

"On Dec. 6, 1985, the Administration announced that SSA
would again begin the review of all 2.6 million disability bene-
fits accounts, New York Times, Dec, 6. 1955,
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SSA AND THE ADMINISTRATION:
INDEPENDENT STATUS AND PRIVATIZATION

Possible Independent-Agency Status
for SSA

On July 22, 1986, the House of Representa-
tives voted 401-0 to make SSA an independ-
ent agency, as it was in its first few years of
existence ( H.R. 5050). This bill was referred
to the Senate Finance Committee 2 days later.

Making SSA an independent agency with
only the core functions of retirement, disabil-
ity, SSI, and possibly Medicare was recom-
mended by the National Commission on Social
Security in 1981. The National Commission on
Social Security Reform, in 1983, called for a
congressional study of how this could be ac-
complished, and a panel headed by former
Comptroller-General Elmer Staats conducted
a study of this recommendation for Congress.

In June 1984, the panel outlined a design for
a new Social Security agency, which would
have SSA headed by a single administrator ap-
pointed for 4 years, with a nine-member bipar-
tisan advisory board, The administrator and
board would have greatly strengthened man-
agement authority, including delegated au-
thority over personnel, facilities, and computer
systems.

Hearings on the Staats Plan were held in
July 1984. Support for the plan came from
some influential members of Congress, AFGE
union leaders, SSA local and regional office
managers and pro-social-security interest
groups. Opposition was registered by Acting
Commissioner Martha McSteen’ and former
SSA Commissioner Ross. In late 1984 the in-
dependent agency proposal appeared unlikely
to pass. But unexpected political impetus for
the proposal arose in the House in the sum-
mer of 1985, in reaction to the Administra-
tion’s proposed reduction in the SSA work
force and the closing of some local offices.

“‘Former HEW Secretary Wilbur Cohen commented that her
position was “that of OM B, not necessarily her own.

Hearings were held on H.R. 825, a bhill to
make social security “off budget” and place
it within an independent agency, in Septem-
ber 1985.” (The Social Security Trust Fund
has since been moved off budget. ) Advocates
of an independent SSA argued that independ-
ence would help shield SSA from the full force
of OMB demands for a cutback and help it
resist demands for excessive contracting out
of work. Some hoped that the threat of such
legislation would itself soften OMB pressure,
since removing SSA from DHHS would take
away about 60 percent of DHHS'S budget and
staff and leave some social programs related
to core SSA functions in DHHS without co-
herent administration.

An “independent SSA” bill with 165 cospon-
sors was reported out by the House Ways and
Means Committee and unanimously passed by
the House in late July of 1986. (The measure
is now before the Senate Finance Committee. )
This Budget and Administrative Reorganiza-
tion Act differs only slightly from the Staats
Panel recommendations. It would separate
SSA from DHHS; the agency would be gov-
erned by a three-member Board, nominated by
the President and confirmed by the Senate. The
boar-d would be responsible for the Trust Fund,
make budget recommendations to Congress,
and make policy recommendations to Congress
and the President. The members of the board
would serve staggered 6-year terms, and no
more than two could be of the same political

part y.

There would be a similarly appointed Com-
missioner as chief operating officer, who would
serve a 5-year term, and who would be specifi-
cally charged with developing and implement-
ing a long-range plan for advanced automated
data-processing systems. There would also be
an Inspector General, and a Public Ombuds-
man to represent client/beneficiary interests.

‘1. S, Egngress, Back to Basics: Social Security Off-Budget
and Independent, Hearing Before the House Select Committee
on Aging, 99th (Tong., 1 st sess., Sept. Y, 1985,



As the Staats Panel recommended, the pro-
posed SSA would (initially for an 18-month
demonstration period) have broad delegated
authority over personnel management, facil-
ities management, and ADP contracting and
management. SSA would carry out only its pri-
mary programs: old age, survivors and disabil-
ity insurance, and supplemental security in-
come programs.

Opponents of independent-agency status for
SSA say that it is unnecessary since Congress
has now helped clarify SSA responsibilities and
provided solid appropriations for SMP. SSA,
they argue, needs a period to consolidate or-
ganizational changes, provide personnel sta-
bility, and restore the confidence of benefici-
aries and account holders in SSA services,
Cutting Medicare and Medicaid loose while ac-
cess to SSA records remains vital to determi-
nations of eligibility, would be disruptive. Tak-
ing SSA out of DHHS, according to opponents,
would:

1. remove policy coherence for the different
Federal social-welfare programs;

2. deprive SSA of representation and ad-
vocacy within the Cabinet; and

3. by removing essential oversight from
DHHS and the General Services Admin-
istration (GSA), potentially allow SSA to
drift back to its old “hardware orien-
tation.

Supporters see independent status as a
means of recognizing social security’s special
status as a trust program, and giving SSA
management freedom from alleged DHHS in-
terference, GSA neglect, and OMB constraints
that do not accord with congressional priori-
ties. With “extraneous” social welfare pro-
grams removed, SSA would be able to concen-
trate on its major programs the professional
resources that have frequently been tapped to
support “non-Social Security programs. ” A
bipartisan board could concentrate on long-
range planning, policy development, and liai-
son with Congress and the executive branch,
while the Commissioner concentrates on ad-
ministration and information systems.

The strongest motivation for some sup-
porters of independent status for SSA is their
suspicion that information about SSA resource
needs, progress in modernization, and abilit~~
to carry out congressional mandates, is filtered
through executive branch agencies that want
to justify budget cuts, possibly at the cost of
reduced services. They argue that independ-
ent status would make possible more effecti~~e
congressional oversight,

Meanwhile, the whole concept of independ-
ent agencies has come into renewed dispute
as an indirect result of the Gramm-Rudman-
Hollings Act and the February 7, 1986, ruling
by the U.S. Court of Appeals. The Court struck
down key provisions of the act on the grounds
that:

... the powers conferred upon the Comptrol-
ler General . . . are executive powers, which
cannot constitutionally be exercised by an of-
ficer removable by Congress. . . .

This has been interpeted by some commenta-
tors as applying to independent agencies, par-
ticularly since the court observed in passing
that:

It is not as obvious today as it seemed in
the 1930's that there can be such things as
genuinely “independent” regulatory agencies,
bodies of impartial experts whose independ-
ence from the President does not entail cor-
respondingly greater dependence upon the
committees of Congress to which they are then
immediately accountable; or indeed that the
decisions of such agencies so clearly involve
scientific judgment rather than political choice
that it is even theoretically desirable to insu-
late them from the political process.”

"“United States District (‘our-t for the District of Columbia,
order filed Feb. '7, 1986, in Civil Action N o 85-39t5and others.
p. 40.

The first independent agency was the | nterstate Commerce
Commission, in 1887; since then a number of agencies, primar-
ily of a regulatory nature, have been created with this status.
Although executive branch agencies, they report to boththe
President and Congress, and their heads serve fixed tertus, and
can beremoved only “for wrongdoing.” Their constit utional -
i tvwasupheldini933 (11 umphrey'sE xecutor). The (Office of
Legal Counsel, in the Depart ment of Justice, has several times
rai sed t he is sue of the consti tutionali t v of independent t agen-

fcontinued on next page)
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The District Court did not say that all in-
dependent agencies whose heads have fixed
terms and are not removable by the President
were unconstitutional. It based its ruling on
the fact that the law governing the Comptrol-
ler General’'s removal from office before the ex-
piration of his fixed term says that it may be
done by joint resolution of Congress (for cer-
tain listed causes), as well as by impeachment,
which applies to all U.S. officials. Neverthe-
less, this ruling, if confirmed by the Supreme
Court, will probably strengthen the opposition
to independent status for the Social Security
Administration, a nonregulatory agency which
clearly performs executive (administrative)
duties. (Under H.R. 5050 both the Social Secu-
rity Board and the Commissioner are to serve
for fixed terms and cannot be removed by the
President. )

Regardless of the outcome of this issue, the
guestions will remain as to:

1. the justification for giving independent
status to SSA,

2. whether this would make congressional
oversight more or less difficult, and

3. whether it would solve basic management
problems within SSA.

Independent-agency status would not solve
the problems associated with systems modern-
ization and congressional oversight. First,
some factors or constraints would remain, or
be only partly removed. OMB would still ex-
ercise oversight on behalf of Presidential pol-
icies. Recruitment of expert staff would still
depend on improving the professional climate
for programmers and systems staff, and as
civil servants they would still be subject to
Federal pay scales. Legislation designed to as-
sure competitiveness in procurement would
still apply.

(continued from previous page/

cies. Theodare Olson, who headed this office during President
Reagan s first term, has filed suit challenging the constitution-
ality of the Federal Trade Commission. These challenges turn
on the point of the constitutional principle of separation of
powers and the President’s inability to dismiss the heads of
independent regulatory agencies although they are within the
executive branch. I n 1976 the Supreme Court ruled that the
composition of the Federal Flections Commission was uncon-
stitutional for this reason.

Secondly, Congress would not necessarily be
assured of better information about SSA in-
formation technology management, since ex-
ecutive branch constraints on SSA statements
to Congress have not been the only factor in
oversight problems, as already discussed.

It is clear from SSA'S recent history that
the extreme instability of leadership during the
1970s contributed greatly to SSA'S difficul-
ties in solving its internal problems; it is less
clear that frequent changes in leadership (and
the frequent reorganizations related to them)
caused the problems. They could be viewed,
alternatively, as unsuccessful efforts to solve
those problems. At least as strong a case can
be made that the long stability, insularity, and
defensiveness of SSA'S middle and upper man-
agement caused SSA to fall behind in meet-
ing the technological imperatives with which
all large data-handling organizations were
struggling.

It is also clear from SSA recent history that
it has suffered from conflicts in priorities, if
not policies, set by the Administration on the
one hand and Congress on the other; and to
some extent from conflicts in priorities of the
various oversight committees. This is however
a problem that is inherent in our form of gov-
ernment (indeed, was deliberately built into our
Constitution), and it becomes acute for nearly
every agency at some time or other. Independ-
ent status cannot be practical as a general so-
lution, and in each specific instance it carries
with it the risk of introducing unnecessary in-
coherence and irrational variation in policy for-
mulation and administrative procedures. SSA
may also have suffered from lack of a strong
direct voice in Administration policymaking
(since DHHS must speak for many disparate
and quasi-independent components); independ-
ent status would not solve this problem but
instead would worsen it.

Finally, at times, SSA communications to
Congress about problems or resource needs
were constrained by considerations of Ad-
ministration policy and political initiatives.
However, this has not been the sole source of
oversight problems. SSA defensiveness and
fragmented congressional oversight responsi-



bility have also played a part, as have the in-
herent uncertainties in technological develop-
ment. Under these circumstances, it seems
that independent status for SSA would not in
itself greatly facilitate the oversight process.

However, Congress may conclude that re-
duction of SSA work force andior closing of
field offices at this stage of systems modern-
ization would degrade service to clients to an
unacceptable degree, or would cause the re-
appearance of the problems of the late 1970s,
or would render SSA unable to respond satis-
factorily to congressional mandates—any of
which outcomes would discredit the Systems
Modernization Plan and discourage further ef-
forts to carry it to completion. In that case,
independent status would be a more attractive
option.

Privatization of or Contracting Out
Major SSA Operations

The Administration is currently pressing ex-
ecutive agencies to implement OMB's policy
directive, Circular A-76, instructing agencies
to contract to private sector organizations
those Federal operations that could be done
more cheaply outside of government. 1 n a
memorandum dated ,July 25, 1985, DHHS di-
rected SSA to develop a plan to contract out
the equivalent of 8,600 full-time positions.
Those under consideration include the process-
ing of Annual Wage Reporting now done at
SSA Data operation Centers; the filing and
mail work done in handling SSI folders: and
the operations of SSA’'S National Computer
Center where the central beneficiary records
are maintained.

There are serious management issues to be
considered. It is likely that much time and
money would be needed for a private firm to
learn the operations and functional require-
ments of the SSA system. Particularly with
functional requirements still poorly defined,
computer services firms would incur a signifi-
cant risk in bidding without assured funding
up front for startup operations. Government
contracts must be recompleted regularly, and
any change in contractors would mean an ad-
ditional learning period.
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The size of the social security programs is
also a concern. Relati\~ely few contractors
might be in a position to successfully deli~er
systems/capabilities of this magnitude; anci
therefore the level of competition might be low.

The union that represents SSA workers,
AFGE, is of course bitterly opposed to the con-
cept and is calling on labor organizations to
oppose any such ‘despoiling’ of the public so-
cial security system. Adding further to the
strong perception of job insecurity} would fur-
ther erode morale among SSA employees and
increase management problems.

There is a broader concern over whether the
competence and the commitment of SSA
workers can be matched by those of contrac-
tor organizations. The valuable experience that
SSA workers have built up over many years
has often been the saving grace that allowed
the agency to cope with a suddenl~ expanded
volume of data processing or repeated systems
failures. In a crisis, SSA often calls on loyalty
and dedication over and above the call of duty
to get the work done, and dissal of these
Federal workers now would be unwelcome to
many in Congress, as well as to many S.SA
managers.

There are major concerns about the wisdom
and long-term effects of having an essential
and highly visible Federal function such as
administering the SSA database in private
hands. Turning over sensitive and privacy act
protected records on 160 million Americans to
a private contractor would probably be shar-
ply resisted by bipartisan groups in Congress
who see the social security system as a public
trust and would not trust these records in pri-
vate hands. SSA is responsible for a signifi-
cant fraction of all Federal expenditures—
roughly 15 percent. The question of public
trust in the accountability of the Administra-
tion of these expenditures must be considered,
as well as the quality of services that can be
assured, when the temptations of for-profit
operations are combined with the possibilities
for fraud inherent in government contracting.

On the other hand, OMB and GAO have
found that in many cases privatuzatition of gov-
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ernment services results in significant savings
to the taxpayer and/or improved services.
OMB Circular A-76 requires that a function
that is not inherently governmental must be
put into a description capable of being bid on
by private companies. In some cases, the gov-
ernment agency is able to show that its costs
for providing the services is as low as, or lower
than, those in the private sector, in which case
the services are not contracted out. This ne-
cessity has provided a new and powerful in-
centive for government agencies to make their
operations cost-effective.

SSA’'S management maintains that apply-
ing Circular A-76 to SSA operations will not
necessarily result in contracting out these serv-
ices, because the systems modernization has,
or will eventually, make the agency’s perform-
ance so highly efficient that SSA could become
the lowest possible bidder. SSA officials pro-
fess not to believe that they would lose a com-
petition for carrying out their data center, pro-
gram service center or National Computer
Center operations, and thus do not see the re-
guirement of conducting an A-76 exercise as
leading inevitably to contracting out. Some ob-
servers, however, fear that some companies in
the private sector, paying low wages and anx-
ious to get SSA operations as a high-visibility
advertisement, would underbid SSA.

It has recently been proposed that determi-
nation of disability status, which is now done
not by SSA directly but by the States, be priva-
tized. GAO found that privatization of Disabil-
it y Determination Services (DDS) would make
the determination process less vulnerable to
budgetary restrictions and hiring freezes,
would improve Federal control and eliminate
State political and governmental influences,
and provide greater flexibility in selection of
location and size of offices.” These functions

"See U.S. Congress, General Accounting office, Current Sta-
tus of the Federal/State Arrangement for Administering the
Social Security Disability Programs, Report to the Honorable
Jim Sasser, U.S. Senate, HRD-85-71, Sept. 30, 1985. In estab-
lishing the Disability Insurance Program, in 1954, and the Sup-
plemental Security Income Program, in 1972, Congress provided
that the States should make determinations related to disabil-
ity (Disability Determination Services. or DDS). There has al-
ways been great variability among the States in terms of rates

would also probably cost less than alternatives
(either the current arrangements, or complete
federalization), if the productivity levels of the
10 most productive State DDS organizations
were assumed to apply. However if the aver-
age State productivity now is assumed to ap-
ply, personnel costs would be $13 million
higher than current costs.

In addition, GAO pointed to some disadvan-
tages: the time necessary to get contracts
planned, awarded, and operational, the possi-
ble loss of expertise developed by (current)
DDS examiners, and possible disruption of
claims processing during the changeover. Fi-
nally, GAO noted that there is a potential con-
flict of interest if a contractor also administers
private disability plans tied to SSA determi-
nations; and that it may be difficult to find
competent contractors who are not already ad-
ministering such plans. If more than one con-
tractor were involved—for example, a differ-
ent one for each State—there would inevitably
be disparities in costs and quality of perform-
ance. Further, the necessity of recompleting the
contract periodically would imply recurring
periods of potential discontinuity, disruption,
changes in procedures and very likely in qual-
ity, and investment in contractor learning and
experience.

GAO did not, in this report, address the
guestion of whether the level of competition
for such contracts would be adequate to as-
sure high performance and achievement of
other congressional objectives, although the
GAO report did ask, but did not attempt to
answer: “Are there enough private entities able
to process the disability cases?” GAO also
raised but did not discuss the significant pol-
icy question: “Should a major federal program
with a very complicated process and the obli-
gation to pay about $23.5 billion a year in ben-
efits, be operated by the private sector?

of accuracy, medical consultative examination procedures, phy-
sician participation, employee standards and salaries, etc. Dur-
ing the initiative to purge disability rolls (described above, also
see ch.7), some States refused to cooperate. The Social Secu-
rity Act of 1980 strengthened SSA control and oversight of DDS.
There have subsequently been proposals both to fully federal-
ize it and to privatize it.



These issues argue that the question of
whether SSA operations should remain in the
public service or he contracted out should be

seen as a matter of social policy, rather than
as a narrow question of competitive bids and
cost-effectiveness.

SSA AND THE PUBLIC: ISSUES OF
DATA PRIVACY AND SECURITY

SNP P has not had had a direct effect on
privacy or on freedom of information, but it
raises many issues for the immediate future,
and exacerbates some older issues. Congress
and the Administration are currently em-
phasizing the efficient collection and sharing
of information to reduce fraud and waste. SSA
accordingly is participating in many data-shar-
ing and computer-matching programs. It is an-
ticipated that SMP, when implemented, will
affect these programs by: 1) increasing their
number, by making them easier or less costly;
2) encouraging their use for front-end verifi-
cation (that is, original determinations of eligi-
bility for benefits programs); and 3) facilitat-
ing the electronic exchange of information,
including “hits’ or successful matches, over
long-distance wires, cables, or satellite trans-
missions. Civil livertarians are concerned be-
cause data-sharing and computer-matching
capabilities increase the opportunities for in-
advertent or deliberate violations of privacy,
and could be misused for governrnent surveil-
lance of individuals.

Throughout its history, SSA has had an ex-
cellent record of respect and care for the
privacy of its clients. Recently. however, the
increased emphasis on reduction of fraud and
improved debt collection sometimes comes into
conflict with the letter or the intent of legisla-
tion designed to protect the privacy of citizens.
For example, the privacy of tax information
is protected by the Internal Revenue Code, Sec-
tion 6103, 26 [J. S, C., which permits disclosure
only by consent of the individual, and clearly
spells out the meaning of consent as ‘ ‘volun-
tary action. “ The following notice, taken from
an SSI application form, peremptorily de-
mands from the client tax information to be
used in making Supplemental Security Income
benefit determinations:

You have a choice about signing t his form. But
we must have accurate in format ion about -your
income and what you own to pay your Supple-
mental Security Income check. If you do not sign
the form, your Supplemental Security Income
Checks may be affected.

The provision of this information, under the
implied duress, is of greater concern to civil
libertarians because of the data-sharing and
computer-matching activities described below’,
which means that the information (and errors
that it might include) can become widely dis-
seminated, through channels and to destina-
tions that the citizen does not even know about.

New Information Policy Directives
for the SSA

During the 1970s three major themes gov-
erned Federal information policy: defining the
privacy rights of individuals, defining rights
to government information, and defining the
rights of individuals to access to and partici-
pation in government decisionmaking through
eight major piece. - of legislation. .

The information policy’ legislation of th~~
1980s is concerned with different concerns and
subjects: reduction of fraud in Federal pro-
grams, efficient management of information
resources, and reducion of debt owed to gov-
ernment by releasing information to debt col-
lection agencies.

The computer-matching activities of SS.4,
and the continual sharing of SSA data with
other Federal agencies and with State agen-

“Fair Credit Reporting Act of 1970, Crime Control Act of
1973, Familv F.ducational Rights and Privacy Act of 1974, The
Privacy Act of 1974, Tax Reform Act of 1978, Protection of
PPupil Rights Act of 197X, Privacy Protection Act of 1980, Klec-
tronic Funds Transfer Act of 1950,
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cies, reflects these new priorities. These pro-
cedures are a departure in spirit if not in law
or administrative procedure from SSA'S tradi-
tional policies regarding personal data, set out
first in 1935, as described in chapter 5. While
these traditional rules allowed data-sharing
under some circumstances at the agency’s ‘dis-
cretion, ” SSA historically did so only rarely
and with reluctance until recent years. *

The Privacy Act included an ambiguous pro-
vision that agencies should share information
only for a purpose compatible with the pur-
pose for which it was originally collected—the
“routine use clause. The implied limitation
against sharing data was never seriously en-
forced by OMB.

inthe 1970s, GAO reports tended to reflect
congressional concerns with invasion of pri-
vacy; by the mid- 1980s GAO reports encour-
age the sharing of information among govern-
ment programs at Federal, State, and local
levels in order to reduce fraud, waste, and
costs. Six major GAO reports recommended
use of computer-matching and tax return in-
formation to reduce fraud and abuse in Fed-
eral entitlement and benefits programs (these
reports did not focus exclusively or directly
on SSA).”The sharing of information among
agencies was encouraged by OMB interpre-
tation of the routine use clause as covering any
use published in the Federal Register. The
President Council on Integrity and Efficiency
(PCIE) and the Grace Commission were estab-
lished in 1980 to assure that Federal agencies

""Many Federal agencies have felt the pressure for increased
sharing of data and lessened emphasis on privacy and security
concerns; but for a contrasting viewpoint, see Sherry Court-
land. “Census Confidentiality’. Then and Now, ” Government
information Quarterly 2:4, 1985, pp. 407-418.

U. S. Congress, General Accounting office, Federal Infor-
mation Systems Remain Highly Vulnerable to Fraudulent,
Wasteful, .4 busive, and lllegal Practices, NASA D-82-18. April
1982; .1 ctions Needed To Reduce, Account for, and Collect Over-
pavments to Federal Retirees, AFMD-83-29, June 1983; Com-
puter Matches Identify Potential Unemployment Benefit Over-
pavment. GG D-83-99, August 1983: (; A() Observations on the
Use of Tax Return Information for \'edification in Entitlement
Programs, t{ RD-84-72. June 1984; Better Wage-Matching Sys-
tems and Procedures Would F-nhance Food Stamp Program In-
tegrity, RCE 1)-84-1 12, September 1984: and Eligibility Verifi-
cation and Privacyv in Federal Benefit Programs: A Delica te
Balance. 11 RD-85-22, March 1985,

use modern business methods to reduce costs.
PCIE was, in particular, designed to increase
the use of government computer matching
programs.

These new initiatives have put pressure on
SSA to engage in aggressive debt collection
practices, and caused SSA to move strongly
to establish a Federal parent locator system
and a series of data exchanges with other Fed-
eral and State programs.

Concerns about privacy, confidentiality, and
freedom of information are likely to grow in
the next 5 years, although at present they are
overshadowed by concerns about efficiency
and productivity, with a resulting emphasis
on sharing of Federal data. Legislative pro-
posals to protect due process rights of individ-
uals who are the subject of Federal computer-
matching programs and related programs are
nevertheless a possibility, within the next 5
years. The need for security, data quality con-
trol, and system integrity will continue to
grow, and may well be made more acute by
the threat of political terrorism. New legisla-
tion in this area is possible, especially if there
are significant lapses in security or discoveries
of fraud.

The major thrust of information policy in the
near future, however, may be additional require-
ments for SSA to share information with other
Federal, State, and local agencies. Active po-
litical support in both parties for maximizing
government use of information will put addi-
tional demands on SSA information systems.

SSA'S Data-Sharing Programs

SSA has important reporting and data ex-
change relationships with States and localities,
other Federal programs and institutions, and
private insurers (through its continued admin-
istration of Medicaid/Medicare). These rela-
tionships are a function of policy and stat-
utorily defined programs. SSA’'S major data-
sharing relationships are:

- The Beneficiary and Earning Data Ex-
change (BENDEX), created in 1968 to pro-
vide Title 2 information to States for ad-
ministration of the AFDC programs. This



is a monthly batch system with transmis-
sions occurring at the request of specific
States (not all States are members of the
system). There are on average 3 million
inquiries per month.

e The State Data Exchange (SDX), devel-
oped in 1974 at the time of implementa-
tion of Title 16 (the Supplemental Secu-
rity Income Program), to advise States of
the amount of SSI payments, eligibility
for Medicaid, and other information to as-
sist in administration of income, health,
and food programs. Data is exchanged
(usually by magnetic tape) weekly or
monthly depending on agreements with
a State. There are about 2 million ex-
changes per month.

¢ The State Income and Eligibility Verifi-
cation System (SIEVS). The Deficit Re-
duction Act of 1984 required the States
to develop a verification system for ad-
ministering federally assisted programs
such as unemployment insurance, fod
stamps, Medicaid, and AFDC. SSA will
provide data to the SIEVS from SDX and
BEN'DEX and will respond to State re-
quests for assistance. SIEVS will also be
used in social security number \'erifica-
tion. SSA in turn will be able to receive
information from the States to aid in ad-
ministration of SSA programs and avoid
overpayments.

e The Tennessee Data Exchange (Model
Program). This is a pilot on-line data ex-
change between a Tennessee State welfare
agency and SSA,; it was designed to speed
the provision of SSA data to the State for
eligibility determinations.

The upgrade of the SSA systems so far has
substantially increased the ability to respond
to batch requests from State agencies. Whether
in the future SSA capacity will be sufficient
to support on-line response to State agency in-
quiries is still uncertain. The SIEV program
in particular will place an additional workload
on SSA; when fully implemented, SM P will in-
crease SSA efficiency in meeting the require-
ments of this system.
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SSA’'S Computer-Matching Activities

In modern society, most persons leave a trail
of transactions with various institutions—
governmental, retail, financial, educational,
professional, criminal justice, and others- as
discussed in a recent OTA report on surveil-
lance.’Before the widespread use of conl-
puter-communication systems, linking various
kinds of transactions was very difficult, if not
impossible, since transactions were paper
based and the cost of matching or linking pa-
per records was prohibitive. In addition, the
time delay inherent in paper linkages would
negate much of the potential surveillance
value. The advent of large fully’ computerized,
easily accessible databases, and the ability to
exchange and compare data between them, cre-
ates a much larger risk of violations of privacy.
At present, some government uses of data for
purposes other than those for which they were
collected, albeit for legitimate governrnent
functions of law enforcement and investiga-
tion, are being challenged.

Because SSA collects, stores, and uses a
large amount of data about individuals—earn-
ings and income, employment records, depen-
dents, home and work addresses, etc.—and
matches these data with data about the same
individuals from o{ her sources (e. g., State
prison systems and welfare agencies), its pol-
icies and procedures with regard to individual
privacy are of special concern.

Computer-matching is a technique whereby
a computer compares two databases to iden-
tify overlaps, e.g., individuals for whom both
databases have records. The rolls of recipients
under one public assistance program, for ex-

“Privacy, security, and surveillance issuesarea primary fo-
cus of a series of OTA assessments known collect ively as the
Federal Government Information Technology’ Assessments.
Three reports from this study have been published: Electronic
Surveillance and Civil Liberties, October 1985; Management,
Security. and Congressional Oversight, February 1986: and Flec-
tronic Record Systems and Individual Privacy, Junel986. The
next few paragraphs draw liberally on these reports, and on
responses to a Federal Agency Data Request which was sent
out to assist the OTA staff in collecting information for use
in these assessments
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ample, may be matched with the rolls of
another such benefits program to identify peo-
ple who are getting multiple benefits. Both
databases may include several kinds of infor-
mation about the person; the match will or can
aggregate this information, thus potentially
allowing the user to know or deduce a great
deal about the subject person. Although the
purposes of computer-matching are generally
legitimate and justifiable, it also opens the door
for misuses of such personal information by
government, or by persons who have access
to the information and may use it for unautho-
rized purposes.

There are several questions to be asked about
such programs, in addition to the broad issue
of whether they are inherently an unjustifia-
ble intrusion on privacy or an unacceptable risk
to civil liberties. These include:

e How are computer-matching programs au-
thorized and who is responsible for their
use?

¢ |s the data used strictly and solely for the
purpose for which it was collected, as re-
quired under the Privacy Act?

¢ Are these activities cost-effective?

¢ What assurance is there that the matches,
or “hits, are valid, that is, accurate and
verifiable?

¢ What safeguards does the individual ha~~e
against incorrect “matches” that penal-
ize him or her in some way'?

SSA makes liberal use of computer-matching
techniques. These matching programs are not
specifically mandated by law, but are often rec-
ommended to SSA by GAO to increase the ac-
curacy of its determinations of eligibility and
benefits amounts. In other cases SSA allows
its data to be used by other agencies—Federal
or State—for their own purposes. Table 2
shows the major computer-matching programs.

SSA computer-matching is undertaken un-
der OMB guidelines and the conditions are
spelled out in written agreements with the co-
operating (matching) Federal or State agency.
When SSA allows other Federal or State agen-
cies to use its data for matching, these agree-
ments typically contain a set of safeguards:

the files that are used remain the property of
SSA and must be returned or destroyed, as
appropriate, after use; they may not be dupli-
cated or disseminated without written permis-
sion; they must not be used to extract infor-
mation about “nonhit individuals’ (i.e., those
who appear only on SSA records); they must
be used only by authorized employees under
supervision, and those users must be explicitly
informed about Privacy Act requirements and
OMB guidelines as to protection of privacy.

As can be seen in table 2, SSA generally uses
computer-matching to verify the status of clai-
mants or their dependents with regard to ben-
efits programs or to determine whether an in-
dividual is collecting a paycheck or another
form of assistance. For example, is a bene-
ficiary’s surviving dependent in full-time at-
tendance at a legitimate school or university,
in order to qualify for students’ benefits'? Is
a recipient of disability benefits in prison (in
which case benefits are suspended)? Under a
pilot program, SSA is matching data with
State agencies about interest payments from
financial institutions, to assess individuals’ in-
come and resources, for use in Supplemental
Security Income determinations. SSA data,
conversely, is shared with several Federal and
State agencies, including IRS, the Veterans
Administration, and the State of California.

SSA does not, as yet, use conlputer-match-
ing in the original determination of eligibility
for a program for new applicants (“front-end
verification”). It may do so in the future; no
decision on this point has been reached as yet.

The computer-matching programs, it can be
argued, are a significant departure from the
spirit if not the letter of SSA'S famed Regula-
tion No. 1, issued in 1935, which expressed the
agency’s commitment to safeguarding the con-
fidentiality of personal data (see ch. 5). There
have, however, been no court challenges to
SSA on the grounds of privacy in computer-
matching.

SSA has not done any formal cost-benefit
analysis of the computer-matching programs,
either before or after the matching is run. How-
ever, there is usually a pilot run, which gives
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Table 2.—SSA Computer-Matching Activities

SSA data “matched for SSA purposes:

(continuing, annually, unless otherwise indicated)

Agency matched with Type of data

For SSA determination

U.S. Department of Education
U.S. Department of Education
U.S. Department of Defense

U.S. Office of Personnel
Management

Railroad Retirement Board
U.S. Veterans Administration

Various State and Federal
agencies

VA payments

Full-time attendance status
Student marital status
Military payments

OPM payments

RRB payments

Workers' compensation,
State pensions, AFDC,

Eligibility for student benefits
Continuing benefits

SSI overpay ments®

SSI computation

SSI computation
SSI computation
Benefit computational

general assistance

benefits

Federal and State prison
systems

U.S. Office of Personnel
Management

U.S. Department of Labor

Various State agencies

State and Federal agencies

U S. Internal Revenue Service Income data

List of felons

OPM payments
Black Lung reports

Annual interest income
from financial institutions

Workers’ compensation

Precluding payments of
benefits (Public Law
96-473)’

Prevention of overpay ments’

Overpayment of Part C Black
Lung benefits®

Overpayments from under-
reporting of income/
resources (pilot)®

Overpayments (pilot)®

Overpayments because of
unreported income/
resources

SSA data matched by other institutions for their purposes:

User agency Data

U.S. General Services SSA
Administration

U.S. Internal Revenue Service SSA data

State of California SSA data

U.S. Veterans Administration SSA data

‘As needed

‘Twice a year
‘Three times a year
‘Quarterly

‘One time
‘Monthly

SOURCE Off Ice of Technology Assessment, 1986

some indication of whether the matching will
be productive, and there is a calculation of sys-
tems costs in running a program. The agency
says that in preparation for expanded comput-
er-matching when its systems modernization
has progressed further, procedures are being
developed for systematic prerun and postrun
cost-benefit analysis.

master

Agency’s purpose

files " Social Security number

validation e

Administration of Elderly Tax
Credit*

Eligibility for Medicaid
benefits®

VA offset of SSA Black Lung
payments'

Some individuals do lose their benefits, or
have them reduced, as a result of computer-
matching; otherwise there would be no bene-
fit to the agency (and OMB) in using the tech-
nique. SSA goes to some length to verify
“hits”; they are checked against the original
data on SSA'S tapes or disks, and the subject
individual, who has not of course given con-
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sent to or been notified of the matching proce-
dure, is given an opportunity to challenge and
refute the results.

Benefits that an individual may “lose” as
a result of these computer-matching activities
are (assuming that the information is accurate)
unlawful benefits, that is, benefits to which he
or she was not entitled. The real concern of civil
libertarians is the possibility that such tech-
nigues, and the databases on which they oper-
ate, might be used for other purposes, such as
surveillance.

Future Information Systems and
Possibilities for Abuse

In 1985, OTA issued a report on the use of
computer and telecommunication technology
by the Federal Government for surveillance
and monitoring of individual behavior. * The
report said that many new and emerging elec-
tronic technologies can be used for monitor-
ing individual behavior, and the use of other
electronic technology, such as telecommuni-
cation systems, can be easily monitored or
recorded for investigative, competitive, or per-
sonal reasons. The existing statutory frame-
work and judicial interpetations, OTA pointed
out, do not adequately cover new electronic sur-
veillance applications; the law has not kept
pace with technological change.

The basic public law for protection of oral
and wire communications is Title 11l of the
Omnibus Crime Control and Safe Streets Act
of 1968, which predates most of these technol-
ogies. Digital communications between com-
puters is not covered by existing statutes, and
policy on database surveillance—the monitor-
ing of transactions on computerized record sys-
tems and data communication linkages is not
clear. The courts have on several occasions
noted that the law has not kept pace with these
technological changes. Congress in legislating
in this area attempts to strike a balance be-
tween civil liberties and the needs of domestic

*1J.8. Congress, office of Technology Assessment, Elec-
tronic Surveillance and Civil Liberties (Washington, DC: U.S.
Government Printing office, October 1 985).

law enforcement and various investigative
functions of government.

The technologies that OTA considered in-
clude for example, satellite communication sys-
tems, digital switching and transmission tech-
nology, computer databases, electronic mail,
and integrated services digitil networks, many
of which SSA uses or will be using. Others are
less likely to be of use to SSA, although their
use at some time in the future is possible. 23
SSA expects to use, but does not now use,
teleconferencing, expert systems, voice mail,
and optical disks. There are pilot projects now
underway to explore some of these techniques.
SMP does offer the potential, in the future, of
giving people access to their own SSA records
through home computers. SSA is not planning
for this but several States are considering such
plans with selected State record systems.

SSA is not an enforcement or investigative
agency, but it is responsible for certain func-
tions such as entitlement determination and
debt collection, that could involve surveillance,
as well as for safeguarding its data and its
transactions, which involves monitoring the
use of its equipment and the behavior of its
employees. Much sensitive SSA data will flow
over leased lines between headquarters and in-
teractive terminals in field offices when the new
claims modernization project becomes oper-
able. Satellite communication links are also
possible. The new systems that SSA plans to
develop to assure the integrity and confiden-
tiality of its data are not yet fully developed.

Security of SSA Systems

Data in computers and telecommunication
systems are vulnerable not only to misuse but
to inadvertent loss through systems failure,
to theft, or to manipulation or destruction
through sabotage or terrorism. The security
of information systems against internal or ex-
ternal violations is of primary importance.

‘ ‘Electronic eavesdropping technology, optical/imaging tech-
nology for visual surveillance, sensor technology, civilian band
radios and vehicle location systems, polygraphs, voice stress
analyzers, voice recognition, laser interception, and cellular radio.



The security procedures at SSA’'S National
Computer Center are those common at most
large ADP centers. Physical security for the
facility and for separate rooms and floors is
thorough; and data security is safeguarded
with standard techniques of personnel screen-
ing, restrictions on dial-up access, passwords,
and audit trails. Backup battery power and
generators are available to keep the computers
going for 3 days in case of power outages. SSA
says that all records are backed up.

The DHHS Inspector General warned SSA
in early 1984 that:

SSA is not prepared for a disaster in the
NCC. ... SSA’'S ADP systems are highly cen-
tralized in its NCC and operate without ade-
quate backup in the event of critical damage,
or worse—a catastrophe. Although there have
been attempts made to plan for contingencies,
efforts to date have been inadequate. Further,
off site backup of data and software is incom-

plete and untested.*

The audit report said that responsibility for
contingency planning had not been focused at
a high level, SSA had not performed necessary
risk analyses, and SSA components “whose
expertise is necessary to develop a workable
plan” had not contributed to the effort. Sub-
sequently SSA agreed to establish a new secu-
rity planning work group and assign greater
importance to contingency planning. A risk
analysis study for the National Computer Cen-
ter had been done in 1982; but subsequently
there have been several additional contractor
studies of risk as well as top secret access pro-
cedures and audit controls.

None of these security measures apply to the
use of microcomputers, outside of the National
Computer Center, for example in headquarters
and operations buildings, and there are no
established security policy or procedures for
microcomputer users. While the integrity of
data is fairly well assured, privacy may not be.

“'[; -S.Department of Health and Human Services. office of
I nspector General, Memorandumto Martha A. McSteen, Act-
ing Commissioner of Social Security, * Audit Report — SSA’s
Planning for Contingencies in t he New Computer (‘enter, ACN
15-42624, Mar. 22, 1 95 ¢,
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As interactive terminals and personal com-
puters are added to field offices, these concerns
will become pressing. Access controls are be-
ing reviewed and revised as part of SMP, but
this work is not complete.

There have been a number of cases of inter-
nal sabotage and computer-related crime at
SSA, as is perhaps inevitable.” SSA says,
however, that no known instances of computer
crime involved data processors; they occurred
earlier in the work process. A typical case is
a field office employee inventing a fictitious
claimant, or altering information about a ben-
eficiary or a payment amount.

SSA has long been criticized for having in-
adequate safeguards against unauthorized
access to its data. Specifically, it has lacked
programmer security controls, internal access
controls, and audit trails. Though no computer
programmer at SSA has ever been found guilty
of fraud against the agency, it has been quite
possible for programmers to make changes to
pay themselves benefits; unauthorized people
could log onto systems; data review techni-
cians in District Offices could enter claims for
themselves without leaving an audit trail.

The SMP will: create an audit trail for com-
puter program changes, assign personal iden-
tification numbers to claims representatives
and local workers, create an audit trail for all
transactions, and employ a central security
systems package like those used by the mili-
tary to handle log-on commands and records.
However the very rationalization of SSA pro-
cedures and the existence of schematics and
diagrams mapping the system, pose a threat
to security that does not exist now, in that
more people may be able to discover how to
get into the databases.

“In the 4 years before the SMP beg-an, there were at least
46 known cases of vandalism insidesecure data-processing areas,
and former SSA officials told Congress of other threats of sab-
otage that had been received. See U.S. Congress. Mismanage-
ment of SSA's Computer Systems Threatens Social Security
Programs, 33d Report by the House Committee on Government
operations. Sept. 30.1982,p. 9. The SSA response to OTA's
Federal Agency Data Request acknowledged some (presuma-
bly recent ) “known instances of crime and abuse’ but specified
that they did not involve data-processing people.



Chapter 4
The Future: The Necessity of
