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ACTING COMMISSIONER’S MESSAGE

“Our challenge is to embrace technological enhancements to
achieve efficieny without sacrficing the personal service for
which we are known.” Carolyn W. Colvin

| am pleased to present our Information Resources
Management Strategic Plan (IRM Strategic Plan) for
Fiscal Years 2016-2019. Our IRM Strategic Plan outlines
how we plan to align our information technology
infrastructure with customer service expectations. The
plan underscores our Strategic goal to Ensure Reliable,
Secure and Efficient Information Technology (IT)
Services.

JOVSSIW S.YINOISSIWWOD ONILOV

As Acting Commissioner of the Social Security
Administration (SSA), | have made investing wisely

in technology a priority as we work to increase citizen satisfaction and promote
positive experiences with the federal government by delivering smarter, better, and
more efficient service. Innovations in IT are changing the way people interact with
the government and the public’s expectations. Social Security reaches almost every
family, and at some point, touches the lives of nearly all Americans. Our challenge
is fo improve services in a time of fiscal austerity. To improve customer experience
and make it easier for people to do business with us, we will continue to expand our
award-winning online services.

In March of 2015, | along with SSA’s executive leadership established eight critical
priorities o be accomplished by December 2016. “Transforming the Information
Technology Investment Process,” one of these eight priorities, is the initiative to
help SSA select, develop, and deliver high quality IT services needed to create an
innovative organization. The new IT Investment Process (ITIP) will transform the
way we manage and invest in IT at SSA. We also established a complimentary
organization to ITIP, our Enterprise Program Management Office (EPMO), to provide
management oversight of mission-critical projects and initiatives. As a service
organization, the EPMO will increase our ability to deliver projects on time, on
budget, and with quality results. The EPMO will assist our employees in performing
their work and increase our ability to optimize taxpayer dollars entrusted to our
agency as well as help our agency make sound strategic decisions.
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Throughout our IRM Strategic Plan, we share our technology-support approach

by effectively prioritizing and managing our IT and Information Management

(IM) investments to achieve our mission and business outcomes. Our approach is
customer-centric. Personalized service continues to be the most important priority for
the 64 million beneficiaries we serve. We are continuously working to improve both
our online services and our internal IT processing systems so we can make it easier
for the public to do business with us in the manner they prefer, whether it is online, in
person or on the telephone.

We know that technology changes rapidly, therefore we made a commitment

to improve our IT Investment program. We engage in a collaborative process

that enables us to properly plan and construct our IT projects using the right
technological solutions on time and within budget to provide the best possible
service to the public and our employees. We are utilizing new technology and new
methods to deliver technology faster such as employing Agile development and
Cloud Computing.

ACTING COMMISSIONER’S MESSAGE

We are firmly committed to protecting the public’s data and identifying and
preventing fraud within our programs. The daily efforts of our employees are
vital in reducing fraud and abuse in our programs, while ensuring transparency,
effectiveness, and accessibility to all. Our IRM Strategic Plan describes our
commitment to continually develop and implement innovative IT solutions that
support our mission to deliver services that meet the growing needs of the public.

Corolyn W. Colvin
Carolyn W. Colvin

Acting Commissioner of Social Security
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ClIO MESSAGE

In September 2015, after serving as Chief Technology
Officer for nine months, | was appointed Chief Information
Officer of the Social Security Administration. When | arrived
at the agency, | found that the agency has a committed
workforce that over 30 years had built a computing
environment that met our business needs with world-class
availability. Our information systems support virtually every
aspect of our business - during fiscal year (FY) 2015, the
agency paid more than $932 billion to almost 65 million
beneficiaries each month. To accomplish this, our total IT
expenditure, including our staff, was about $1.8 billion. We
accomplish a great deal with the resources we are provided.

ClO MESSAGE

When we first began using technology to support our
business processes many years ago, we led the industry in
the adoption of new technology, and in some areas, we
drove the development of that technology. Over the years,
however, the pace of adoption technology has accelerated so rapidly, that due to resource
and budget constraints, we, like many federal agencies, have not been able to keep up.
The challenge of accelerating our adoption of new technology and modernizing the systems
that run our business will be our evolving focus over the next several years; equaling our
established focus on maintaining the availability of world-class service to our customers.

In the late 1970’s and early 1980's, because of the massive scale of our operations, we
were aggressively developing systems and databases to store information about tens of
millions of citizens. These systems pushed the state of the art. They represented Big Data
in the 1980's. Today these legacy systems represent a significant technical debt. Their
complexity makes it challenging to add the functionality required to meet the continually
evolving requirements placed on us by the Administration, Congress and the people

we serve. The mainframe languages, development and operating environment are no
longer widely taught in our university systems and the Federal staffs who developed and
maintained these systems are retiring. As a result, the interest payments on this 30-year-old
technical debt are compounding, and in the next five years we could face a crisis keeping
the systems that execute our mission running.

For several years, we have worked to reduce our accrued technical debt by chipping away
at the legacy code base as we add new business functionality. This opportunistic approach
worked well given the ebb and flow of annual funding. However, we are at a point where
this approach no longer is viable; we have to undertake a larger, multiyear, effort. To that
end, we are focusing our efforts in three primary broad areas: database modernization,
code modernization, and infrastructure modernization.

2
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Our first broad area of focus area is core database systems. Our current databases were
designed before there were disk drives and therefore before there was direct access.
Because of limitations of the technology available at that time, all updates were managed
via a sequential, batch, process that applied updates queued during the day. We have
begun several projects, including Enterprise Data Warehouse (EDW) and BORG, to build
new databases that will overcome the challenges described above. We describe this work in
the IRM Plan that follows.

3O9VSSIW OID

Our second broad area of focus area is code modernization. These efforts are designed to
address the complexity and pre-modern design of our oldest systems. We have begun to
work with tools to analyze our legacy applications and provide design advice for the re-
implementation of these systems with more modern programming languages and designs.
These tools also have the potential to generate basic code in the new design, which we
can then refine for our use. We currently have a dozen projects underway using Agile
development methods. This approach enables us to more quickly roll out new functionality
to users while reducing the risk that what we produce will not meet users’ needs. We have
also renewed focus on deploying common routines as enterprise, or application, services.

The third broad area of focus is modernization of our infrastructure. For the past 30 years,
or more, we have been predominantly a user of mainframes for our core systems. For
many years only mainframes could handle the volume of our workloads. Over the past
several years options have emerged that could satisfy our computational requirements
more flexibly and economically. To explore our opportunities to take advantage of this new
technology, we have established a Modern Development Environment (MDE) in the Amazon
Web Services cloud. MDE is a suite of industry standard tools and engineering practices for
supporting modern development. We are also establishing an internal cloud environment
that will enable us to evaluate and compare the functional and economic advantages of
both external and internal cloud implementations.

With the idea of leveraging our new data capabilities, development techniques and
infrastructure, we are beginning a fundamental re-look at how we engage our customers
and our employees. Through a new Customer Connect initiative, we are considering how
to meet customer expectations in 2020. We are identifying challenges to tackle in Systems
infrastructure, data access and tools readily available in the industry along with possible
policy and regulatory changes necessary for us to meet customer expectations. Equally
important is to ensure we are empowering our employees to evolve at the same pace as
the advancement of technology. Our new enterprise-wide IT Human Capital Operating
Plan (HCOP) represents a shift toward a more strategic role for our IT human resources;
one that recognizes that by strategically managing and investing in our IT staff we will
increase the success of the agency. The IT-HCOP is designed to address challenges with
an aging workforce to properly prepare for recruitment, hiring, developing and retaining
the IT staff of tomorrow. In addition to hiring new staff, we must train our current Systems
staff to develop new solutions to address the next generation of customers based on the
opportunities identified by the Customer Connect initiative.

3
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2 Information technology provides the fundamental operational capability of SSA, and we will
a continue to use technology to make a difference in people’s lives. To support this endeavor,
= | am pleased to present the SSA Information Resources Management Strategic Plan
) (IRM Strategic Plan) for Fiscal Years 2016-2019.
(9]
EL\_)
Robert Klopp
Deputy Commissioner for Systems
and
Chief Information Officer
Social Security Administration
4
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EXECUTIVE SUMMARY

The Fiscal Year (FY) 2016-2019 IRM Strategic Plan describes our forward-looking approach
using IT resources to support our mission goals and objectives. In FY 2015, we invested
approximately $1.8 billion into IT resources. Following the guidance identified in this plan
and detailed in the Social Security Administration (SSA) Enterprise Roadmap, will ensure
that we invest each IT dollar in the most cost-effective way to improve our service to the
public and our customers.

AIVWWANS FAILNDIX3

Our annual IT investment of $1.8 billion sustains the largest social insurance system

in the world. In FY 2015, our mainframe and client-server data stores of 40 petabytes
supported the processing of an average daily volume of approximately 185 million
individual transactions. Our workforce of more than 80,000 Federal and State employees
support these programs through a nationwide network of over 1,500 offices that includes
our headquarters in Baltimore, Maryland, regional offices, field offices, card centers,
teleservice centers, processing centers, State Disability Determination Services (DDS) offices,
hearing offices, satellite offices, National Hearing Centers, and the Appeals Council. We
also administer the Social Security programs to beneficiaries living outside the United
States, and we implement international agreements, assisted by the Department of State’s
embassies and consulates throughout the world. The Department of Veterans Affairs (VA)
Regional Office in Manila assists us in administering the Social Security programs in the
Philippines

The strategies identified in this IRM Plan are derived from the goals and objectives
defined in two major strategic documents; our Agency Strategic Plan (ASP)
www.socialsecurity.gov/asp/plan-2014-2018.pdf and our Vision 2025 Plan
www.ssa.gov/vision2025/.

Vision 2025 describes how we will serve our customers in the future. We must remain
true to our core principles and continue to provide critical services to those who need
us most. We are committed to serving all of our customers efficiently, effectively, and
compassionately, and to preserving the integrity of our programs for future generations.

We have identified a number of critical areas of focus to enhance our service delivery to our
customer base:

*  Marketing Our Online Services - Our first communications priority is marketing
our online services as a convenient option for those who prefer to conduct their
business online;

* The Social Security Program - The second communications priority is educating
the public about the Social Security program—especially the importance of
planning carefully for retirement;

* Enhance Online Customer Service - We will prioritize our work efforts to ensure
that our customers can access essential Social Security services whenever they
want and wherever they want;

5
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* Reduce the Wait for a Hearing Decision - The American public deserves timely,
high quality hearing and appeal decisions;

* Educate the Public About Social Security Programs - Every individual has a stake
in the Social Security program, including the 165 million workers who contribute
to the program and the more than 65 million people who currently depend
on monthly Social Security benefits. However, many remain uninformed or
misinformed about the programs and services we offer;

EXECUTIVE SUMMARY

e Transform the IT Investment Process - The demands for our services continue to
grow at a rate that challenges our resources. Prioritizing our investments in new
technologies will help us perform our jobs more efficiently and effectively;

* Establish a Program Management Office - We are establishing an Enterprise
Program Management Office (EPMO) to provide management oversight of
mission-critical projects and initiatives; and

* Accelerate the Use of Data-Driven Decision-Making - We will increase our
reliance on data analytics to make more informed decisions to support our
efforts to become a more innovative organization. We will develop new data
analytics to analyze our current data differently, and use this analysis to better
inform our decisions.

Each of these focus areas will use our IT resources to enhance their effectiveness and
enable growth as our requirements for service and support continue to increase.

While the IRM Strategic Plan describes how IRM activities help to accomplish our mission
and strategic goals, it also ensures that IRM decisions integrate with organizational
planning, budget, procurement, financial management, human resources management
and program decisions. The IRM Strategic Plan describes key IT goals and strategies

for the following agency-wide IT functions: IT Workforce, Enterprise Architecture (EA),
Capital Planning and Investment Control (CPIC), E-Government (E-Gov), Cyber Security,
Telecommunications and Operations, and Information Management (IM).

Social Security programs touch the lives of nearly every American, including many living
abroad. We run one of the nation’s largest entitlement programs: the Old-Age, Survivors,
and Disability Insurance (OASDI) program. Most people know OASDI as their Social
Security retirement program. We also are responsible for two of the nation’s largest federal
disability programs — the Disability Insurance (DI) program and the Supplemental Security
Income (SSI) program. In FY 2015, we paid benefits to approximately 65 million individuals
on average each month during the year. Total Federal benefits paid during FY 2015 were
about $931 billion. We provide substantial support to Medicare and Medicaid programs
and critical support to several other important Federal programs.

We focus on enhancing our ability to meet business requirements and effectively carry
out our mission while we continue as a leader in shaping the economic policies related to
federal benefits. The Office of Systems (OS) provides effective and efficient support to our
core programs. This IRM Strategic Plan articulates our IT goals and strategies to meet our
business goals.

This FY 2016-2019 IRM Strategic Plan describes our approach to using our IT resources to

. enable and enhance each of the critical areas.

Social Security Administration | socialsecurity.gov
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1.0 ABOUT OUR IRM STRATEGIC PLAN

Our IRM Strategic Plan describes our overall IT structure, recent accomplishment, and most
importantly, current and planned activities and enhancements. The scope of these efforts
includes all our IT and IM investments and is planned and carried out in accordance with
Office of Management and Budget (OMB) published guidance (OMB Circular A-130) and
applicable statutes. Our IRM Strategic Plan addresses the Government Performance and
Results Act of 1993, (GPRA 1993) the Paperwork Reduction Act of 1995, the Clinger-Cohen
Act of 1998 (CCA), the E-Government Act of 2002 (E-Gov), the Government Performance
and Results Act Modernization Act of 2010 (GPRAMA 2010), the Federal Information
Security Modernization Act of 2014 (FISMA 2014) and the Federal Information Technology
Acquisition Reform Act (FITARA) enacted on December 19, 2014.

1.0 ABOUT OUR IRM STRATEGIC PLAN

https://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-09.pdf

https://www.whitehouse.gov/sites/default/files/omb/memoranda/2015/m-15-14.pdf

https://www.acus.gov/recommendation/gpra-modernization-act-2010-examining-
constraints-and-providing-tools-cross-agency

https://www.whitehouse.gov/blog/2015/06/10/new-foundation-technology-management

We developed this plan in consultation with our stakeholders, and nationally recognized IT
experts. We periodically revisit the plan as we continually adjust the balance between the
changing service delivery needs of the public, rapidly advancing technology, and limited
fiscal resources. Our IRM Strategic Plan also identifies our existing strengths, and addresses
many of our risks and challenges

| 1.1 GUIDING PRINCIPLES (AXXB) |

Our IRM Strategic Plan directly supports our ASP. It reflects our principles, goals, and
obijectives in well-grounded, practical strategies that we will implement over the next two
years and beyond.

PRIORITIZE SECURITY AND SYSTEM PERFORMANCE — We maintain personal
information for nearly everyone in America and cannot accomplish our business goals
without secure, reliable IT. Accordingly, security and performance concerns are top priorities
in how we manage our IT resources. As we expand our online services, we will continue to
invest in our IT infrastructure to ensure that we maintain the high performance standards
and the reliability that the public and our workforce expect. We will maintain the privacy
and protection of our data, systems, and business processes, and implement effective cyber
security technologies to strengthen our information security program.

USE SOUND, VIABLE TECHNOLOGIES - We have an 80-year record of accomplishment
in making successful transitions to new technologies, as they demonstrate appropriate
return on investment (ROI) in the context of performance and meeting business needs.

8
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We are attentive to emerging technology innovations and vet all new technologies before
adoption, having learned that the costs of living with or abandoning poor technology
choices are significant. These activities include monitoring technology trends and assessing:

* Alignment with our mission and our environment;
* Maturity and anticipated life expectancy of the technology in question; and

* Long-term viability of the technology vendor

REALIZE VALUE TIMELY — We recognize large, complex IT projects come with significant
risks. We implement our IT projects incrementally and at the minimum viable level that
provides business value. This approach helps to ensure that we realize value timely, and
allows us to update our long-term plans to adapt to changing business and technology
environments and resource levels.

MODERNIZE SSA SYSTEMS — Modernization of our systems is vital to our mission. We use
innovative, adaptable, and reliable methods and technologies that enable us to achieve
our mission objectives in a manner that best meets our customers’ needs. We take a full,
life-cycle view of costing application development from initial investment, to on-going
operations and maintenance (O&M), and transition to retirement/disposal. IT modernization
enhances our capabilities and helps make our workforce more productive.

INVEST IN OUR WORKFORCE - Our IT personnel have strong business and
programmatic knowledge, possess excellent technical skills, share a common mission-
based focus, and a strong public service ethic. We are committed to maintaining this
workforce model through continued training, staff development, and a positive work
environment that values diversity and encourages employee innovation and input.
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2.0 PERFORMANCE MANAGEMENT FRAMEWORK

To ensure our IT investments align with our strategic business needs, we follow the
performance management framework set forth in our ASP. This framework provides for
appropriate oversight, monitoring, and assessment of our efforts to achieve short and long-
term outcomes that support our strategic goals.

| 2.1 OUR AGENCY STRATEGIC PLAN (AXXA, AXXB) I

Our ASP for FY 2016-2019 defines our mission, long-term goals, strategies, and
approaches we will use to address specific national needs, challenges, and opportunities
related to our mission.

Our IT Investments Alignment

2.0 PERFORMANCE MANAGEMENT FRAMEWORK
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Figure 1: IT Planning Plays a Key Role in the Performance Management Framework

Our ASP defines five high-level Strategic Goals that drive planning and decision-making:
STRATEGIC GOAL 1: DELIVER INNOVATIVE QUALITY SERVICES
STRATEGIC GOAL 2: STRENGTHEN THE INTEGRITY OF OUR PROGRAMS

STRATEGIC GOAL 3: SERVE THE PUBLIC THROUGH A STRONGER, MORE
RESPONSIVE DISABILITY PROGRAM

STRATEGIC GOAL 4: BUILD A MODEL WORKFORCE TO DELIVER HIGH QUALITY
SERVICE

STRATEGIC GOAL 5: ENSURE RELIABLE, SECURE AND EFFICIENT INFORMATION
TECHNOLOGY SERVICES
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These goals describe the strategic outcomes we want to achieve by FY 2018. In order to
reach these goals, we developed the IRM strategic plan to bridge the gaps between vision,
mission and operational strategies. With a more detailed IT plan, we are able to effectively
prioritize and manage our IT and IM investments.

Our IT management processes require all IT investments be evaluated against E-Gov,
Enterprise Architecture, CPIC, Cyber Security, Telecommunication, Enterprise Operations,
and IM guidelines to ensure compliance and alignment to our target architecture. In
addition, we provide stakeholders with the strategic tools, processes, and feedback
mechanisms they need to be effective stewards of information resources. With defined
management processes and procedures, we measure performance and demonstrate
results in managing IT investments, thus establishing a solid foundation for enterprise
transformation.

An important focus of the ASP is leveraging technology to enable us to meet our goals and
achieve the desired business outcomes. The ASP drives all lower level planning (see Figure
1 on prior page), including the objectives, priorities and constraints managers adopt in
constructing more detailed supporting plans. It is a five-year roadmap for organizational
management and operational performance based upon an analysis of customer and
stakeholder needs and requirements. The ASP contains specific goals for core mission and
support functions, including how we use information and systems technology to interact
with people seeking or receiving social security benefits.

Aligned to our ASP is the Annual Performance Report (APR), which describes how we will
achieve our goals, identify priorities among the goals, and monitor our progress. We
describe strategies we will follow and identify performance targets and key milestones we
will accomplish in the current and next FYs. Many of the expected business improvements or
outcomes rely upon the enterprise availability of our IT services. When we publish our APR,
we ensure our priorities and planning documents are consistent with achieving our goals.

Social Security Administration | socialsecurity.gov
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I 2.2 STRATEGIC PORTFOLIOS (AXXB) I

Our Strategic Portfolios (SPs) are established and monitored through a formal investment
review process, as well as the CPIC processes to ensure alignment with our strategic
planning, performance plan goals, strategic IRM planning and the Enterprise Roadmap.
Our CPIC process facilitates IT project oversight and the integration of OS processes for
making budget, financial, acquisition, program management, and assessment decisions.
The result is an Agency IT Systems Plan.

Our SPs are:

ADMINISTRATIVE AND MISSIONS SUPPORT PORTFOLIO — The Administrative and
Missions Support portfolio develops solutions that support our core business functions.
These solutions will improve our responsiveness to the American public through enhancing
our services and programs, modernizing our information technology, and building a model
workforce. The main initiatives in this portfolio span work in the areas of Human Resources,
Business Data Analytics, Notice Improvement, Earnings, and Enumeration and Death
reporting.

COMMISSIONER'S STRATEGIC INNOVATION PORTFOLIO - PORTFOLIO The
Commissioner’s Strategic Innovation Portfolio incubates large and small innovative and
experimental projects. This portfolio prepares us for possible future conditions, with the
understanding that some initiatives will not become a reality.

CORE SERVICES PORTFOLIO - The Core Services Portfolio strengthens the integrity

of our major programs (Title Il, Title XVI, and Title XVIIl). We provide innovative quality
service to the public by ensuring reliable, secure and efficient services, increasing the use
of self-services options, and partnering with other agencies and organizations to improve
customer experience and align with the administration’s One-Government approach. We
strive to transform service delivery to the public and enhance the customer experience by
completing the customer’s business at the first point of contact. Core Services Portfolio
initiatives also include plans to modernize our legacy systems and streamline workloads for
our frontline employees, maintain system performance, and continuously strengthen our
Cyber Security Program and IT services.

DISABILITY AND APPEALS PORTFOLIO — TThe Disability and Appeals portfolio promotes
IT systems that increase the quality, timeliness, and consistency of disability decisions

and services. These systems will facilitate the accurate collection, processing, and flow of
data and information that will allow our employees to provide quality service to disabled
applicants and beneficiaries. The portfolio will help ensure we make the correct disability
decision at the correct time and apply disability policy and procedures consistently across all
adjudicative levels.

INFRASTRUCTURE PORTFOLIO - The Infrastructure Portfolio provides us the stability
and flexibility we need to meet and sustain current operational requirements, adapt to
changes in business operations, and plan for future growth and demand. Our reliance on
electronic data increases with each new workload and each new service delivery channel.
The portfolio seeks to address the rising demands on our infrastructure by instituting new
and/or enhanced technologies, and continuing to deliver end-to-end availability, stability,

2.0 PERFORMANCE MANAGEMENT FRAMEWORK
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security, and performance. By anticipating technology demands, the portfolio strives to
ensure a ready environment with each application delivery, as well as improvements and
enhancements to application portfolios.

PROGRAM INTEGRITY PORTFOLIO - The Program Integrity Portfolio supports our
goals to strengthen the integrity of the Social Security programs, deliver innovative quality
services, and ensure reliable, secure, and efficient IT services. We continually improve our
comprehensive quality review and financial management programs in accordance with all
laws and regulations, which includes paying benefits accurately and on time to recipients
and beneficiaries, detecting and preventing fraud wherever it may occur, and minimizing
improper payments.

OUR STRATEGIC PORTFOLIOS ALIGN WITH OUR AGENCY STRATEGIC PLAN (ASP)

NYOMIWVYL LNIWIOVNVW IDNVWYO4¥3d 0°C

OUR ASP GOALS
Goal 1 Goal 2 Goal 3 Goal 4 Goal 5
Our Strategic Deliver Innovative Strengthen the Serve the Public Build a Model Ensure Reliable,
Portfolios Quality Services Integrity of Our through a Stronger, Workforce to Deliver Secure, and
Programs More Responsive Quality Service Efficient Information
Disability Program Technology Services

Administrative and
Missions Support v v v
Commissioner’s
Strategic Innovation v v v v v
Core Services v N N
Disability and
Appeals v v v
Infrastructure v Vv v v N
Program Integrity v v Vv

Figure 2: Our Strategic Portfolios Align with our ASP

| 2.3 HOW WE ASSESS OUR PERFORMANCE |

We rely on our IT infrastructure to support virtually all programmatic, administrative, and
Management Information (MI) processes. In order to ensure a high level of performance
across all domains, we rely on our strong governance model, robust internal controls,
and a systematic approach to quality assurance. We regularly review and assess our
performance at both the enterprise-level and the project level.

2.3.1 ENTERPRISE-LEVEL PERFORMANCE (BXXA, BXXB, BXXC, IXXB)

(BXXB) Because IT underlies all Social Security activities, we assess enterprise-level IT
performance based on our overall performance. We establish system availability goals in
the Agency’s Annual Performance Plan. We have a stated goal of 99.5% systems availability
(the ability of our IT services to be there when people need it). We continually strive to meet
or exceed the published goals and have a well-established record of doing so. Our system
availability was 99.9% in FY 2015. In addition to system availability, we also consider the

following when assessing enterprise-level performance:
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* Trends in infrastructure u