2352.204-1 – Security and Suitability Requirements (MAR 2018)
(a) Acronyms and Definitions – As used in this clause –

“Access to a facility, site, system, or information” means physical access to any Social Security Administration (SSA) facility or site, logical access to any SSA information system, or access to programmatic or sensitive information.

“CO” means contracting officer.

“Contractor” means any entity having a relationship with SSA because of this contract.  This term includes, but is not limited to, corporations, limited liability partnerships, and sole proprietorships.

“Contractor personnel” means employees of the contractor, employees of the subcontractor, any consultant retained by the contractor or subcontractor, any volunteer or intern of the contractor or subcontractor, and if the contractor or subcontractor is a sole proprietorship, it refers to the sole proprietorship.

“COR-COTR” means contracting officer’s representative-contracting officer’s technical representative.

“CPOC” means company point of contact as specified by the contract.

“CSPS” means Center for Suitability and Personnel Security.

“e-QIP” means Electronic Questionnaire for Investigations Processing. 
“PIV” means Personal Identity Verification.

“Subcontractor” means any entity having a relationship with SSA’s contractor because of this contract.  This term includes, but is not limited to, corporations, limited liability partnerships, and sole proprietorships.

(b) Purpose  
This clause provides SSA’s policies and procedures concerning the conduct of background investigations (i.e. suitability determinations) of contractor personnel.  A background investigation is required any time contractor personnel requires any type of access to a facility, site, system, or information, whether or not a PIV credential is required.  Contractor personnel may be subject to periodic reinvestigation per SSA policy.  The purpose of these investigations is to determine the suitability of contractor personnel needing access to a SSA facility, site, system, or information.  If applicable, the clause also describes the process to obtain a PIV credential.   

(c) PIV Credentials

(1) A PIV credential is required for contractor personnel requiring access to a SSA information system or routine, unescorted access to a SSA facility or site for a period of six months or more.  (See paragraph (k) for more information.)

(2) A PIV credential is not required for:  
(i) Contractor personnel requiring escorted access to a SSA facility or site for less than six months; or

(ii) Contractor personnel requiring infrequent escorted access to a SSA facility or site, even if the access may be longer than six months (e.g., contractor personnel who provide infrequent facilities or equipment maintenance or repair, or who conduct onsite shredding, etc.).  

(d) Authorities

(1) Homeland Security Presidential Directive 12 

(http://www.dhs.gov/homeland-security-presidential-directive-12). 

(2) Office of Management and Budget Memorandum M-05-24

(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf).

(3) The Crime Control Act of 1990, Public Law 101-647, subtitle E, as amended by Public Law 102-190 (for childcare center security requirements)

(http://www.gpo.gov/fdsys/pkg/USCODE-2010-title42/pdf/USCODE-2010-title42-chap132-subchapV-sec13041.pdf).

(4) Executive Orders 13764 and 12968

(https://www.hsdl.org/?abstract&did=798174) and

https://www.gpo.gov/fdsys/pkg/FR-1995-08-07/pdf/95-19654.pdf) 

(5) Title 5, Code of Federal Regulations (CFR), Parts 731, 736, and 1400 (for positions assigned a “National Security” designation) 

(http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title05/5cfr731_main_02.tpl, http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title05/5cfr736_main_02.tpl, and 
http://www.ecfr.gov/cgi-bin/text-idx?SID=ea8d9b7f129b58c4b512ea9d68a44761&mc=true&node=pt5.3.1400&rgn=div5%23se5.3.1400_1201)
(e) Suitability Process  

The background investigation and adjudication processes are compliant with 5 CFR 731 or equivalent.  Any new contractor personnel (i.e. those who have not previously received a suitability determination under this contract) requiring access to a SSA facility, site, information, or system, must complete and submit, through the COR-COTR, the documents listed in (e)(1) at least 30 business days prior to the date contractor personnel are to begin work.  The suitability process cannot begin until the contractor submits, and SSA receives, accurate and complete documents.

(1) Suitability Document Submission

a. Immediately upon award, the CPOC must provide to the COR-COTR for all contractor personnel requesting a suitability determination: 

(i) An e-QIP Applicant Listing including the names of all contractor personnel requesting suitability;

(ii) Completed Optional Form (OF) 306, Declaration for Federal Employment; 

(iii)  Fair Credit Reporting Act Authorizations (FCRA); and 

(iv) Work authorization for non-United States (U.S.) born applicants, if applicable.  

b. The e-QIP Applicant Listing must include the contractor’s name, the contract number, the CPOC’s name, the CPOC’s contact information, the COR-COTR’s name, the COR-COTR’s contact information, and the full name, Social Security Number, date of birth, place of birth (must show city and state if born in the U.S. OR city and country if born outside of the U.S.), and a valid email address for all contractor personnel requesting suitability.  All spelling of names, email addresses, places, and numbers must be accurate and legible.  

c. The required suitability forms, and a sample of properly completed forms, are available on SSA’s Office of Acquisition and Grants (OAG) website (“Information About Acquisitions” tab, “Security Information” section [https://www.ssa.gov/oag/acq/ASC_2352_204-1_Security_and_Suit_Reqrmts_Post_10012017/Links%20for%20Agency%20Specific%20Clause%202352_204-1%20Post%2010012017.htm]).  

(2) e-QIP Application 

a. Once SSA receives all completed documents, listed in (e)(1), CSPS will initiate the e-QIP process using the e-QIP Applicant Listing.  CSPS will email the e-QIP notification to the CPOC and COR-COTR inviting contractor personnel to the e-QIP website to electronically complete the background investigation form (Standard Form (SF) 85, Questionnaire for Non-Sensitive Positions; SF 85P, Questionnaire for Public Trust Positions; or SF 86, Questionnaire for National Security Positions).  

b. Contractor personnel will have up to 10 business days to complete the e-QIP application.  The 10-day timeframe begins the day CSPS sends the invitation to the CPOC and COR-COTR.  Contractor personnel must electronically sign the signature pages before releasing the application in e-QIP.  Signature pages include the Certification and Release pages for SF 85 and the Certification, Release, and Medical Release pages for both the SF 85P and SF 86.

a. Find information about the e-QIP process in the e-QIP Quick Reference Guide for e-QIP Applicants at https://nbib.opm.gov/e-qip-background-investigations/.

d. If contractor personnel need assistance with e-QIP logon and navigation, call 1-844-874-9940. 
(3) Fingerprinting 

a. The e-QIP notification email also provides contractor personnel with instructions to obtain electronic fingerprinting services.  Contractor personnel must report for fingerprint services immediately upon completion and release of the e-QIP application and within 10 business days from the day CSPS sends the invitation.  

b. If contractor personnel cannot report to the designated fingerprint locations (in the notification email), CSPS will accept completed Field Division (FD) 258 fingerprint cards.  The CO can provide the FD 258, if required.  Contractor personnel must complete all fields on the FD 258.  Incomplete fields may delay suitability processing.  

c. If you need to mail completed FD 258 fingerprint cards, send them, via certified mail along with a completed Contractor Personnel Suitability Cover Sheet-Fingerprint Cards (found on the OAG website), to:

Social Security Administration 

Center for Suitability and Personnel Security

Attn:  Suitability Program Officer

6401 Security Boulevard

2246 Annex Building

Baltimore, MD  21235

(4) Status Check  

If contractor personnel have completed each of the steps in (e) in their entirety and do not receive a suitability determination within 15 business days of their last submission, call 1-844-874-9940 to determine suitability status.  

(f) Suitability Determination

(1) CSPS uses a Federal Bureau of Investigation fingerprint check as part of the basis for making a suitability determination.  This determination is final unless information obtained during the remainder of the full background investigation, conducted by the Office of Personnel Management, is such that SSA would find the contractor personnel unsuitable to continue performing under this contract.  CSPS will notify the CPOC and the COR-COTR of the results of these determinations.   

(2) SSA will not allow contractor personnel access to a facility, site, information, or system until CSPS issues a favorable suitability determination.  A suitability determination letter issued by CSPS is valid only for performance on the contract specified in the letter.  

(3) If current contractor personnel are to perform work under a new contract, the CPOC must submit a fully completed, legible Contractor Personnel Rollover Request Form to the COR-COTR of the new contract.  CSPS will notify the CPOC and the COR-COTR CO of suitability to work on the new contract.  The Contractor Personnel Rollover Request Form is on OAG’s website.

(g) Contractor Personnel Previously Cleared by SSA or Another Federal Agency  
If contractor personnel previously received a suitability determination from SSA or another Federal agency, the CPOC should include this information next to the contractor personnel’s name on the initial e-QIP Applicant Listing (see paragraph (e)(1)(b)) along with the OF 306.  CSPS will review the information.  If CSPS determines another suitability determination is not required, it will provide a letter to the CPOC and the COR-COTR indicating the contractor personnel was previously cleared under another Federal contract and does not need to go through the suitability determination process again.

(h) A contractor is not entitled to an equitable adjustment of the contract because of an unfavorable suitability determination(s).  Additionally, if SSA determines that the number or percentage of unfavorable determinations make successful contract performance unlikely, SSA may terminate the contract for cause or default.  

(i) Unsuitable Determinations

(1) The contractor must notify the contractor personnel of any unsuitable determinations as soon as possible after receipt of such a determination.  

(2) The contractor must submit requests for clarification for unsuitable determinations in writing within 30 days of the date of the unsuitable determination to the email mailbox or address listed below.  Contractor personnel must file their own requests; contractors may not file requests on behalf of contractor personnel.

dchr.ope.hspd12appeals@ssa.gov OR

(2)
Social Security Administration

Center for Suitability and Personnel Security

Attn:  Suitability Program Officer

6401 Security Boulevard

2246 Annex Building

Baltimore, MD  21235  

(j) Contractor Notification to Government  

The contractor shall notify the COR-COTR and CSPS within one business day if any contractor personnel is arrested or charged with a crime during the term of this contract, or if there is any other change in the status of contractor personnel (e.g. leaves the company, no longer works under the contract, the alien status changes, etc.) that could affect their suitability determination.  The contractor must provide in the notification as much detail as possible, including, but not limited to: name(s) of contractor personnel whose status has changed, contract number, the type of charge(s), if applicable, date of arrest, the court date, jurisdiction, and, if available, the disposition of the charge(s).

(k) Obtaining a Credential

(1) This section applies only if contractor personnel will have access to a SSA information system or routine or unescorted access to a SSA facility or site for a period of six months or more as described in paragraph (c)(1).

(2) Once the contractor personnel receive notification of an acceptable suitability determination, but prior to beginning work under the contract, the contractor personnel must appear at the respective Regional Security Office or SSA Headquarters Parking and Credentialing Office to begin the credentialing process.  The contractor must contact the COR-COTR to arrange for credentialing.  Once the COR-COTR makes the appointment, the COR-COTR must contact the contractor to inform the contractor of the credentialing appointment(s).  The COR-COTR will also arrange for the contractor personnel to be escorted (by either the COR-COTR or a COR-COTR’s representative) to the appropriate credentialing office at the time of this appointment.  The contractor personnel must present the suitability determination letter and two forms of identification at this meeting.  At least one of the forms of identification must be a Government-issued photo identification (ID) (for acceptable forms of ID see List of Acceptable Documents on OAG’s website).  For SSA Headquarters access, a completed Form SSA-4395, Application for Access to SSA Facilities, signed by the contractor personnel and the COR-COTR is also required.  The COR-COTR will provide the SSA-4395 Form to the contractor personnel when applicable.  

(3) Credentialing appointments last approximately 15 minutes.  Depending on a contractor’s scheduling needs and availabilities, contractor personnel may be scheduled for credentialing all in one day (this process may take a few hours to complete, depending on the number of contractor personnel that need to be credentialed) or they may come in at separate times convenient to the contractor personnel’s and the COR-COTR’s schedules.  

(4) Contacts

a. SSA Headquarters’ Parking and Credentialing Office representatives can be reached at Parking.and.Credentialing@ssa.gov or 410-965-5910. 

b. Research Triangle Park Parking and Credentialing Office representatives can be reached at SSC.Parking.and.Credentialing@ssa.gov or 877-586-6650, extensions 25206 or 25207.

c. Regional Security Office contact information is in the Appendix at the end of this clause.  

(l) Contractor Return of PIV Credential  

The contractor must account for and ensure that all forms of Government-provided identification (PIV credential) issued to contractor personnel under this contract are returned to SSA’s Headquarters’ Parking and Credentialing Office or Regional Security Office, as appropriate, as soon as any of the following occur:  when no longer needed for contract performance; upon completion of any contractor personnel employment; or upon contract completion or termination.  

(m)   Government Control  

The Government has full control over and may grant, deny, or withhold access to a facility, site, system, or information and may remove contractor personnel, or require the contractor to remove contractor personnel from performing under the contract for reasons related to conduct even after contractor personnel are found suitable to work on the contract (see paragraph (n) below).

(n)  Removal From Duty  

The CO, in coordination with the COR-COTR and CSPS, may remove a contractor, or request the contractor immediately remove any contractor personnel from working under the contract based on conduct that occurs after a favorable suitability determination.  This includes temporarily removing contractor personnel arrested for a violation of law pending the outcome of any judicial proceedings.  The contractor must comply with these requests to remove any contractor personnel.  The Government's determination may be made based on, but not limited to, these incidents involving the misconduct or delinquency:  

(1) Violation of the Rules and Regulations Governing Public Buildings and Grounds, 41 CFR 101-20.3.  This includes any local credentialing requirements.

(2) Neglect of duty, including sleeping while on duty; unreasonable delays or failure to carry out assigned tasks; conducting personal affairs while on duty; and refusing to cooperate in upholding the integrity of SSA's security program.  

(3) Falsification or unlawful concealment, removal, mutilation, or destruction of any official documents, records, or Government property or concealment of material facts by willful omissions from official documents or records.

(4) Disorderly conduct, use of abusive or offensive language, quarreling, intimidation by words or actions, or fighting.  Also, participating in disruptive activities that interfere with the normal and efficient operations of the Government. 

(5) Theft, vandalism, or any other criminal actions.  

(6) Selling, consuming, possessing, or being under the influence of intoxicants, drugs, or substances that produce similar effects.  

(7) Improper use of official authority or credentials.

(8) Unauthorized use of communications equipment or Government property.

(9) Misuse of weapon(s) or tools used in the performance of the contract.

(10) Unauthorized access to areas not required for the performance of the contract.

(11) Unauthorized access to SSA’s employees' personal property.

(12) Violation of security procedures or regulations. 

(13) Prior contractor personnel unsuitability determination by SSA or another Federal agency.  

(14) Unauthorized access to, or disclosure of, agency programmatic or sensitive information, or Internal Revenue Service Tax Return information.

(15) Failure to ensure the confidentiality of or failure to protect from disclosure, agency information entrusted to them.  Certain provisions of these statutes and regulations apply to Federal employees, and apply equally to contractor personnel:  The Privacy Act of 1974, The Tax Reform Act of 1976 and the Taxpayer Browsing Protection Act of 1997, SSA regulation 1, The Computer Fraud and Abuse Act of 1986, and Section 1106 of the Social Security Act. 

(16) Being under investigation by an appropriate authority for violating any of the above.  

(o) The contractor is required to include the substance of this clause in any subcontract requiring the subcontractor to access a SSA facility, site, system, or information.   However, the contractor must obtain, review, and submit to SSA all of the completed and required forms (see paragraph (e) from the subcontractor.  SSA will not accept completed forms from anyone other than the contractor.  

Appendix: 

Regional Security Offices

Regional Credentialing Contacts for Contractor Personnel

Region 1 – Boston

Management and Operations Support, Wilson Osorio, 617-565-2840



Region 2 – New York

Center for Materiel Resources, Physical Security and Safety Team, Emmanuel Fernandez, 212-264-2603

Region 3 – Philadelphia

For Mid-Atlantic Social Security Center occupants: Center for Materiel Resources, Kevin Wiley, 215-597-1627

For all others: Center for Automation, Security and Integrity, 215-597-5100

Region 4 – Atlanta

Center for Security and Integrity

Willie Martin, 404-562-1761

Charlene C. Jones, 404-562-1432

Glen Gaston, 404-562-1871

Dennis Loewer, 404-562-1340


Region 5 – Chicago

Management and Operations Support, Building Services Unit

Sharon Young, 312-575-4150

Evelyn Principe, 312-575-6342

Sofia Luna, 312-575-5762

Carlon Brown, 312-575-5957

Colleen Carrington, 312-575-5242

Region 6 – Dallas

Center for Materiel Resources, Employee Relations, Veronica Drake, 214-767-2221

Region 7 – Kansas City

Center for Automation Security Integrity, General Office Line, 816-936-5555

Region 8 – Denver

Center for Security and Integrity, Phil Mocon, 303-844-4016

Region 9 - San Francisco

Center for Security and Integrity, Cassandra Howard, 510-970-4124

Region 10 - Seattle

Center for Security and Integrity

Mary Bates, 206-615-2105

Lisa Steepleton, 206-615-2183

(End of clause)
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