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We improve the Social Security Administration’s programs and
operations and protect them against fraud, waste, and abuse by
conducting independent and objective audits, evaluations, and
investigations. We provide timely, useful, and reliable information and
advice to Administration officials, Congress, and the public.

By conducting independent and objective audits, investigations, and
evaluations, we are agents of positive change striving for continuous

improvement in the Social Security Administration’s programs,
operations, and management.



Message from the
| nspector General

I am pleased to release the Social Security Administration’s (SSA) Office of the Inspector
General (OIG) Semiannual Report to Congress for the period October 1, 1999, through
March 31, 2000. This report meets the requirements of the Inspector General Act of 1978,
as amended, and includes other information that is mandated by Congress.

Inside, you will find details about our most significant achievements for this reporting
period. Each component of this office has completed work during this reporting period that
advances SSA's goal to make SSA program management the best-in-business, with zero
tolerance for fraud and abuse. Our auditors, investigators, and lawyers also joined together
and coordinated with other Federal agencies to take on one of the fastest growing problems
in the Nation, Social Security number misuse and identity theft. They also joined forces to
assist SSA in dealing with vulnerabilities in its Representative Payee Program.

Our investigative operations continued to produce impressive results. The Office of
Investigations reported over $122 million in investigative accomplishments with over
$65 million directly impacting SSA'’s programs. The Office of Audit issued 27 reports with
recommendations that over $45 million in Federal funds could be put to better use and
identified over $108,000 in questioned costs. The Office of the Counsel to the Inspector
General (OCIG) had a significant increase in Civil Monetary Penalties for this reporting
period. It reported more during this 6-month period than in all of Fiscal Year 1999 with
$164,758 in penalties and assessments imposed for persons making false statements. In
the area of Misleading Advertising, OCIG imposed $279,500 in penalties, executed
voluntary compliance agreements with three separate entities, issued seven Cease and
Desist letters, and issued a Notice of Proposal to Impose Penalties against five separate
entities.

On March 31, 2000, we marked the 5t anniversary of an independent SSA and our OIG.
While we are one of the youngest OIGs, we are one of the most productive. | am very proud
of our accomplishments and realize they could not have been achieved without a great
effort from OIG staff, the cooperation of the Agency, and the support of Congress.

Sincerely,

A

%ﬁiﬁﬁ

James G. Huse, Jr.
Inspector General of Social Security
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Reporting Requirements

The Inspector General Act of 1978, as amended, specifies reporting requirements for

semiannual reports. The requirements are listed below and indexed to their

appropriate pages in this report.

Section 4(a)(2):
Section 5(a)(1):

Section 5(a)(2):
Section 5(a)(3):
Section 5(a)(4):
Sections 5(a)(5)

and 6(b)(2):

Section 5(a)(6):
Section 5(a)(7):

Section 5(a)(8):

Section 5(a)(9):

Section 5(a)(10):

Section 5(a)(11):

Section 5(a)(12):

Review of Legislation and Regulations
Significant Problems, Abuses, and Deficiencies

Recommendations With Respect to Significant
Problems, Abuses, and Deficiencies

Recommendations Described in Previous Semiannual
Reports on Which Corrective Actions Have Not Been
Completed

Matters Referred to Prosecutorial Authorities

Summary of Instance Where Information Was
Refused

List of Audit Reports
Summary of Particularly Significant Reports

Statistical Table Showing the Total Number of Audit
Reports and Total Dollar Value of Questioned Costs

Statistical Table Showing the Total Number of Audit
Reports and the Total Dollar Value of
Recommendations That Funds Be Put to Better Use

Audit Recommendations More Than 6 Months Old for
Which No Management Decision Has Been Made

Significant Management Decisions That Were Revised
During the Reporting Period

Significant Management Decisions With Which the
Inspector General Disagrees

10-11

1-53

1-53

77-79

7-35

None

57-59

37-53

55

56

55-56

None

81




Significant Activities

The Office of the Inspector General’s (OIG) components have partnered in a number
of initiatives to capitalize on the skills of our staff and to make the most of our
limited resources. We also work with other Federal and State agencies in those
instances where appropriate. Perhaps our most significant activity for this
reporting period is our continuing efforts in the Social Security number (SSN)
misuse and identity theft area.

SSN Misuse and ldentity Theft

OIG’s Office of Audit (OA) provides SSN misuse and identity theft leads to the
Office of Investigations (Ol) that have been uncovered during the course of OA’s
reviews. These leads for the most part evolve into investigations that are easily
prosecutable.

OIG’s Identity Theft Task Force members are active in the intergovernmental work
groups that review the extent of the identity theft problem and initiate programs to
solve these problems. One of these is the Department of Justice Identity Theft
Subcommittee of the Law Enforcement Initiatives Committee of the Attorney
General’s Council on White-Collar Crime. This subcommittee gauges whether new
law enforcement initiatives or strategies are needed.

During this reporting period, there were two important events that brought the
private and public sectors together to discuss efforts to address identity theft. The
first of these events was the Canadian Identity Fraud Workshop, which was held in
Toronto in February 2000. Staff members of OIG gave a presentation to
Government representatives from Canada, Australia, and the United Kingdom
regarding identity theft in the United States. OIG staff provided an overview of
identity theft and its impact in the United States that included:

o The role of SSNs in identity theft crimes;

o Federal and State government initiatives to combat identity theft (i.e., the
Identity Theft and Assumption Deterrence Act of 1998, biometrics in entitlement
programs); and

o The Social Security Administration (SSA) OIG’s initiatives to combat identity
theft.

OIG staff also participated in round table discussions with representatives from
other Nations to identify common problems and possible remedies.




The second event, the National Identity Theft Summit held in March 2000, was
hosted by the Department of the Treasury in Washington, D.C., and incorporated
five panels to discuss victim issues, prevention measures, and short-term remedies
for both the private sector and governmental agencies. OIG co-coordinated the
prevention panel, which the Inspector General moderated. This panel was designed
to give the attendees ideas and suggestions on how to prevent identity theft.

Since the passage of the Identity Theft and Assumption Deterrence Act of 1998,
which designated the Federal Trade Commission (FTC) as the clearinghouse for
identity theft complaints, OIG developed a referral system that will allow for the
automated transfer of data between the agencies. This referral system will not only
improve our ability to assist victims, but will allow us to detect individuals
committing identity theft more quickly. Based on a recent analysis by FTC, we
estimate that referrals of SSN misuse from FTC could reach 2,000 a month.
Because of this expectation, we are redesigning our systems to capture SSN misuse
referrals in a more defined structure that will delineate SSN misuse by type. In
order to process the thousands of SSN misuse and identity theft allegations we
receive, Ol launched SSN misuse pilot projects in five cities across the Nation. Our
investigators provide the lead in working with Federal and State law enforcement
agencies to review allegations and, if warranted, open investigations. During this
reporting period, we opened 656 investigations and presented 351 individuals for
prosecution related to SSN misuse.

To further our fight, we proposed to Congress and SSA that they expand the Civil
Monetary Penalty (CMP) program to include SSN misuse and identity theft
penalties for those cases that are not accepted by the U.S. Attorney’s Office for
prosecution. We have also detailed a lawyer to the Department of Justice to assist
in the prosecution of SSN misuse and identity theft cases.

We expect that SSN misuse and identity theft allegations and investigations will
increase as this crime becomes more widespread and legislative remedies are made
available.

Allegations Received by the SSA Fraud Hotline with SSN Misuse as a
Secondary Complaint

Title XVI-Disability
44.13%

Title Il-Retirement|
21%

Title II-Disability
41.66%




Cooperative Disability Investigations Teams

OIG, in conjunction with SSA’s Office of Disability, administers the Cooperative
Disability Investigations (CDI) teams. These teams investigate Social Security
disability benefits and Supplemental Security Income (SSI) disability benefits
claims that the State Disability Determination Services (DDS) personnel deem to be
suspicious. The results of these investigations are reported to the DDS to either
verify or refute the suspicions and also provide sufficient evidence to sustain any
denials through the appeals process. Seven teams are fully operational and a total
of 11 teams will be working by the end of Fiscal Year (FY) 2000.

Below is a statistical breakdown of CDI's accomplishments.

Atlanta

Baton
Rouge

Chicago

New York
City

Oakland

Salem

St. Louis

Total

CDI Statistics

(October 1, 1999, through March 31, 2000)

Confirmed
Allegations Cases of SSA Recoveries s Non-SSA
Received Fraud/Similar | & Restitution SSA Savings Savings*
Fault

153 82 $23,851 $4,657,388 $1,567,686
85 18 0 $910,100 $62,000
82 11 $22,991 $460,955 $570,000
81 65 $62,932 $2,389,953 $196,620
232 98 0 $5,943,010 $4,072,260
95 16 0 $852,496 $301,155
68 24 $25,507 $1,546,250 0
796 314 $135,281 $16,760,152 $6,769,721

*The methodology used to identify SSA program savings has been developed in consultation with
SSA's Office of Disability and the Office of the Actuary. Non-SSA savings are projected, whenever
another governmental program ceases to pay benefits as a result of CDI investigative reports, using
the same methodology.




Representative Payees

SSA provides benefits to the most vulnerable members of our society — the young,
the elderly, and the disabled. Congress granted SSA the authority to appoint
representative payees for those beneficiaries judged incapable of managing or
directing their own benefits. Representative payees receive and manage payments
on behalf of these individuals. For the most part, representative payees are honest
individuals who are true caregivers to the beneficiaries. However, there are some
unethical people who will take advantage of these vulnerable individuals. Because
of this, it is imperative that SSA has appropriate screening safeguards and
monitoring plans in place to ensure that representative payees meet their
responsibilities to use funds appropriately.

Recent media attention concerning the Representative Payee Program has focused
attention on the Agency’s monitoring of representative payees. OIG will assist the
Agency by performing independent on-site audits of a limited number of
representative payees. These audits will enable the Agency to identify problem
areas that need to be addressed to ensure that beneficiaries’ benefits are being
managed in a sound fiduciary manner.

Representative payee fraud is also a major focus of Ol. It has responded to
allegations involving all types and sizes of representative payees, from individuals
to large-scale organizations who represent hundreds of beneficiaries. During this
reporting period, one of the investigations we conducted was of the Aurora
Foundation, a representative payee located in West Virginia. Aurora Foundation,
Inc. was a high-volume, fee-for-service, organizational representative payee that
served over 140 disabled individuals. Our investigation revealed the president of
the foundation had embezzled over $300,000 between April 1995 through

May 1999 and over $160,000 of the embezzled funds were SSA benefits. The
president of Aurora has since pled guilty to the embezzlement of Social Security,
Veterans Affairs (VA), and private funds and is scheduled for sentencing

June 5, 2000.

Other cases involving representative payees are found in the Ol section of this
report.

Federal Records Service Corporation Settlement

In our last Semiannual Report to Congress, we reported a significant misleading
advertising case against the Federal Records Service Corporation (FRSC). During
this reporting period, in conjunction with the U.S. Attorney’s Office for the Southern
District of New York and SSA’s Office of the General Counsel, we reached a final
settlement in this case with the last party involved, FRSC, the Florida Corporation.
Previously, a settlement was reached with FRSC, the New York Corporation, for




$845,000. FRSC was a private company that formerly sent direct mail solicitations
to consumers that appeared to be from, or endorsed by, SSA. Their $15 service
consisted of retyping a person’s information onto an SSA application form for name
changes or for a newborn’s SSN. Yet, SSA provides assistance in filling out these
forms free of charge. The settlement included a $237,000 payment to the SSA Trust
Fund.

Year 2000 Transition a Success

Both SSA and OIG had an uneventful transition to the New Year. All systems
remained “go” and no business processes were disrupted. The OIG systems support
staff manned their sites at designated locations throughout the country on New
Year's Eve and New Year’s Day to assure the continued operations of systems in
OIG offices. In preparation for the calendar change to “00,” we coordinated all our
systems support activities with SSA systems staff to assure that we were prepared
for the transition. During the transition weekend, we tested hardware and software
to assure that all the components of our automated systems would function
normally on the first business day of the New Year. As a result of these efforts,
there was a smooth transition of our systems in OIG with no disruption in service.

Critical Infrastructure Division

In response to the Presidential Decision Directives 62 (Terrorism), 63 (Critical
Infrastructure Protection), and 67 (Continuity of Government), OIG established the
Critical Infrastructure Division (CID). CID is composed of both auditors and
investigators. CID is working with SSA’s System Security Officers and
representatives from SSA’s National Computer Center to define an intrusion
response policy that includes OIG notification and investigation, if warranted. As
SSA becomes more dependent on electronic data, special consideration must be
given to protect the transmission, storage, and processing of this sensitive data from
cyber and/or physical threats. SSA’s systems are critical to customer service
delivery. Technology is rapidly changing in this new electronic age, especially in
the use of the Internet to conduct business. We need to be sure that the appropriate
safeguards are in place to protect SSA'’s critical infrastructures and to ensure that
SSA can continue to serve its customers by using technology to its advantage. We
recognize that this mission goes far beyond our traditional audit and investigative
roles.

Included in CID is the Electronic Crime Team (ECT). As SSA is migrating to
“electronic service delivery,” many of its functions on the Internet, the occurrences
of Internet fraud, and criminal activity conducted in an automated environment,
will increase. ECT is designed to meet this challenge. This group provides
technological assistance to investigations conducted by Ol Special Agents and the
investigations of intrusions into the network computer systems of SSA.




Office of Executive Operations

The Office of Executive Operations (OEO), which merged the Office of External
Affairs and the Office of Management Services, is a new component within OIG that
is responsible for a broad range of functions that communicate the results of our
work with our external stakeholders and provide the internal administrative
support for all OIG activities.

Within OEO, the External Affairs Division is responsible for all our congressional
liaison activities, as well as communications with the press and private citizens who
direct inquiries to OIG. This office is also responsible for our Semiannual Reports
to Congress, preparation of congressional testimony for the Inspector General, and
all other communications with our external stakeholders.

Also under the auspices of OEO is the Quality Assurance and Professional
Responsibility Division (QAPRD). This office conducts site inspections at OA and
Ol divisions throughout the country and at Headquarters. QAPRD also
investigates allegations of impropriety received about OIG employees and SSA
senior-executive level staff.

The other offices within OEO provide the internal administrative support for all
OIG components to function. The support functions include personnel, budget,
space management, and systems support that OIG components require on an
ongoing basis.




Office of the Counsel to the
| nspector General

The Office of the Counsel to the
Inspector General (OCIG) provides
legal advice and counsel to the
Inspector General and the various
components of OIG.

OCIG supports Ol and OA by
identifying and reviewing legal
implications and conclusions from
audit and investigative findings.

This office is also responsible for
implementing the CMP authority under sections 1129 and 1140 of the Social
Security Act. The CMP authority provides a vehicle to recoup losses and deter
fraud on cases declined civilly and criminally by the Department of Justice, to
advance the Agency’s “Zero Tolerance for Fraud” initiative.

Section 1129 of the Social Security Act - False
Statements

The Commissioner of Social Security has delegated to OIG the authority to impose
CMPs against violators of section 1129 of the Social Security Act. Section 1129
prohibits persons from making false statements or representations of material facts
in connection with obtaining or retaining benefits or payments under titles Il or
XVI of the Act. If the U.S. Attorney’s Office declines to take civil or criminal action,
OIG is authorized to impose penalties of up to $5,000 for each false statement or
representation, as well as an assessment of up to twice the amount of any resulting
overpayment. This program continues to grow as our investigative organization
matures. As previously stated in the Significant Activity section of this report,
OCIG reported more CMP activity during this reporting period than in all of

FY 1999.




The following table provides details for these activities.

1129 Cases

First Half of

FY 1999 EY 2000

Open CMP cases as of the beginning of the
reporting period

13

New CMP cases referred from Ol 41 121

CMP Cases Closed 17 71
Open CMP cases as of the end of the reporting

. 37 87
period
CMP Penalties and Assessments Imposed $110,441 $164,758
Number of Hearings Requested 0 0

The following cases highlight some of the most significant work in this area.

o In 1985, a spouse acting as representative payee for his wife began collecting
disability benefits after she sustained serious injuries in an automobile accident.
When the couple divorced and the wife returned to work, the ex-husband
continued to tell SSA that he was married; that his wife did not work; and he
continued to receive her benefits. This resulted in a $57,361 loss to the
Government. Although he pled guilty to one felony count of Representative
Payee Abuse, court ordered restitution was only $657. After initiating a CMP
action, OCIG obtained a settlement for $65,000.

o A mother, serving as representative payee for her daughter, made numerous
false statements to SSA to conceal her daughter’s death which occurred in
1994. As a result, she improperly collected SSI payments from August 1994
through March 1998 totaling $20,656. On January 20, 2000, OCIG imposed a
penalty and assessment of $62,180. This consisted of twice the amount of
overpayment from her false statements occurring after October 1, 1994, plus an
additional $5,000 for each of those false statements.




Section 1140 of the Social Security Act - Misleading
Advertising

Section 1140 of the Social Security Act prohibits the use of SSA’s program words,
letters, symbols, or emblems in advertisements or other communications in a
manner that falsely conveys approval, endorsement, or authorization by SSA. Each
misleading communication subjects the violator to a maximum $5,000 penalty. In
enforcing section 1140, OIG is responsible for initiating proceedings, conducting
settlement negotiations, and litigating cases before the Department of Health and
Human Services’ (HHS) Departmental Appeals Board.

The following table shows section 1140 case activity for this reporting period.
Penalties imposed during the reporting period totaled $279,500.

1140 Cases

New Cases Opened 16

Cases open as of the end of the reporting 30

period

Cases Closed 17
No Violation 9
Voluntary Compliance 3

Settlement Agreement 3 for $254,500

(# of cases/amount)

Penalty/Court Action

(# of cases/amount) 2 for $25,000

Cease & Desist Letters Issued 7

Penalty Letters Issued 5

Cases Taken to Hearing 1

Because of our aggressive tactics against misleading advertisers, OCIG is receiving
fewer complaints of misleading SSA-related solicitations. This demonstrates that
the implementation of the CMP is accomplishing its objective — to prevent and deter
fraud. However, the number of penalty letters issued against companies that have
refused to comply with section 1140 have increased. In cases where companies may
not be violating section 1140 but may be violating State or Federal laws enforced by




other Federal agencies, we are referring the complaints to the appropriate agency
for action. The following misleading advertising cases are examples of the work
processed by OCIG in this area during this reporting period.

o Senior Direct, under the name “Regional Processing Center,” sent death benefit
insurance “lead card” mailings to senior citizens that appeared to be from, or
related to, SSA. When a senior citizen would return the “reply card,” an
insurance salesperson would try to sell a policy to the individual. We entered
into a settlement agreement with Senior Direct, Inc., whereby the company
agreed to pay $17,500 to the SSA Trust Fund.

o National Processing Center, an assumed name owned by an individual, also
profited from death benefit insurance “lead card” mailings sent to senior citizens.
Shortly after imposing a $15,000 CMP on the owner, Ol found the owner picking
up “reply cards” for similar misleading mailers using a different business name
and a different post office box. The company owner never appealed the
$15,000 CMP and we referred the matter to SSA for collection.

Legislative Proposal and Regulatory Comment Reviews

The Inspector General Act of 1978, as amended, authorized the Inspector General to
review existing and proposed legislation and regulations relating to the programs
and operations of the relevant agency. During this reporting period, OCIG reviewed
various legislative proposals related to SSA and fraud, waste, and abuse. In the
course of the review, OCIG sought to ensure that the potential for fraud and abuse
in SSA programs was adequately addressed. OCIG also provided comments on
legislative options proposed by SSA to address specific areas of concern regarding
identify theft.

In this reporting period, we reviewed 13 legislative proposals. One legislative
proposal was the ldentity Theft Prevention Act of 2000 (introduced in the Senate)

S. 2328. This bill extends SSA’s CMP authority to impose penalties against
representative payees who convert benefits for their own use, persons who use an
SSN obtained through false information, and persons who use SSNs that they know
are not the true SSNs assigned to them. The bill provides additional protections
from identity theft by requiring issuers of credit to confirm changes of address and
requires consumer reporting agencies to notify the consumer when it becomes
aware that someone is trying to open a new credit card at another address.

We reviewed five regulations that affect SSA. One was the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) privacy regulations. HHS’
proposed regulations implement sections 261 through 264 of HIPAA, Public Law
104-191. The regulations implement privacy and disclosure standards. The types
of information covered essentially include all medical information and the proposed

10



regulations impact the ability to obtain medical information in SSA disability cases.
Essentially, no disclosure may be made without patient consent, except as provided
in the proposed regulations. Due to the many comments received, HHS has not set
a deadline to publish the final regulations.

OI1G submitted comments to SSA which were included in its comments to HHS. We
are participating in both an interagency group and an SSA group to review the
50,000 plus responses to the proposed regulations.
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Office of Investigations

Ol conducts and coordinates investigative
activities related to fraud, waste, abuse,
and mismanagement in SSA’s programs
and operations. It investigates
wrongdoings by applicants, beneficiaries,
contractors, physicians, interpreters,
representative payees, third parties, and
SSA employees. The office also frequently
conducts joint investigations with other
Federal, State, and local law enforcement
agencies. In addition to its 5 Headquarters
divisions, Ol is organized into 10 field divisions nationwide. The Allegation
Management Division (AMD) operates the SSA Fraud Hotline. The following
organizational chart outlines the structure of the office.

ASSISTANT INSPECTOR
GENERAL FOR INVESTIGATIONS

DEPUTY ASSISTANT INSPECTOR
GENERAL FOR INVESTIGATIONS

10 FIELD DIVISIONS ALLEGATION
ENFORCEMENT MANAGEMENT STRATEGIC MANPOWER AND CRITICAL

Boston OPERATIONS DIVISION ENFORCEMENT ADMINISTRATION INFRASTRUCTURE
DIVISION (SSA Fraud Hotline) DIVISION DIVISION DIVISION

New York
Philadelphia
Atlanta
Chicago
Dallas
St. Louis
Denver
Los Angeles

Seattle

13



Ol focuses its work in the eight areas in SSA’s programs and operations that have
potential for widespread fraud and abuse. These areas are:

Financial Institution Fraud with Employee Involvement
Employee Fraud

Disability Fraud

SSI Eligibility Fraud

Institutionalization

Payments Made to Deceased Individuals

SSN Misuse

Representative Payees

0000000 D

During this reporting period, we opened 4,277 new investigations, closed

4,069 cases, and reported $122,864,354 in recoveries, fines, settlements/judgments,
restitution, and estimated savings (see the following two tables). The following
sections describe the work and highlight selected investigations.

Investigative Statistics

Allegations Received

Cases Opened

Cases Closed

Total Convictions

Illegal Alien Apprehensions

Fugitive Felons

Court Actions

14



Funds Reported

SSA Funds

Non-SSA

Total Funds

Funds*

Scheduled Recoveries $5,881,826 $704,517 $6,586,343
$1,200,634 $279,005 $1,479,639

Settlements/
Judgments $858,486 $6,507,210 $7,365,696
Restitution $6,633,043 $42,105,872 $48,738,915
Estimated Savings $51,190,451 $7,503,310 $58,693,761
$65,764,440 $57,099,914 $122,864,354

*Non-SSA Funds represent monies attributed to other government organizations and financial institutions that

benefit from the results of Ol’ s investigative work.

The SSA Fraud Hotline

The SSA Fraud Hotline provides an avenue for reporting fraud, waste, abuse, and
mismanagement within SSA’s programs and operations.

During this reporting period, the Hotline received 44,944 allegations. Almost
97 percent of the allegations received fall into four main categories: SSN misuse
(22,408 allegations), Title XVI Disability (9,777 allegations), Title Il Disability
(8,200 allegations), and Title 11 Retirement (3,059 allegations).

Since the passage of the Identity Theft and Assumption Deterrence Act of 1998,
OIG has taken a proactive approach in the investigation of identity theft crimes. In
an effort to assist law enforcement agencies in the detection of individuals
committing identity theft crimes, AMD is preparing to provide FTC with

information on identity theft allegations.

The following two pie charts provide detail to the sources of allegations and

allegations by category.

15




Sources of Allegations

SSA
Employees Private
9.0% Citizens
48.6%
Anonymous
28.4%
Other
0.4%
Public
Agencies Law
3.4% Beneficiaries Enforcement
24% 7.8%

Allegations by Category

Title XVI-Disability
21.8% Social Security
Numbers
49.9%
Title XVI-Aged
0.6%

Employee Related
0.6%

Title lI-Disability
18.2%

Title ll-Retirement 2.1%
6.8%

16



Investigation of SSA Employees

While employee fraud comprises the fewest number of allegations and cases, it will
always remain an Ol priority. One employee working alone or with conspirators
can corrupt the computer system, cause financial losses to the Trust Fund, coerce
claimants and other employees, and undermine the integrity of SSA’s programs. In
ongoing cooperative efforts with financial institutions, Ol has identified 12 SSA
employees who provided confidential SSN data to individuals who used the
information to fraudulently activate credit and debit cards. During this reporting
period, we identified over $1 million in fraud losses to financial institutions.

During this reporting period we opened 42 employee investigations, closed
64 employee investigations, and took judicial actions that resulted in the conviction
of 20 SSA employees.

The following cases highlight Ol’s efforts in this area.

Financial Institution Fraud with Employee Involvement

One SSA Employee and Two Co-Conspirators Arrested and Convicted for
Selling SSA Systems Information

An SSA employee who worked as a Contact Representative in an SSA Teleservice
Center in Los Angeles, California was providing her boyfriend with information
from unauthorized queries of the Modernized Claims Systems/Customer
Information Control Center transaction files. The investigation disclosed that the
information was then passed to another subject and his associates to commit credit
card fraud. Our analysis identified $545,212 in credit card fraud attributed to
accounts associated with this employee. As a result, the employee was terminated
from SSA and prosecuted in Federal court on charges involving conspiracy to
commit credit card fraud. The employee was sentenced to 2 months’ home
detention with electronic surveillance and 3 years’ probation. A co-conspirator was
sentenced to 12 months and 1 day of incarceration with 3 years’ probation. The
third subject was sentenced to 21 months of incarceration with 3 years’ probation.
All three individuals were ordered to pay restitution totaling $545,000.

SSA Systems Information Sold to Credit Card Fraud Ring

An SSA Service Representative in Staten Island, New York was arrested on charges
involving computer fraud. The employee subsequently pled guilty to selling SSA
systems information to a credit card fraud ring. The employee cooperated in the
investigation, making consensually monitored telephone calls and conducting
several monitored meetings with another target to whom the employee provided
SSA systems information for cash. On February 4, 2000, the employee was

17



sentenced to 3 years’ probation and ordered to pay restitution of $200,000 to the
defrauded financial institutions. Two co-conspirators have also been sentenced and
ordered to pay restitution. A third is awaiting sentencing.

Former SSA Employee, Daughter, and Daughter’s Fiancé Successfully
Prosecuted in Connection with Using SSA Systems Information to Commit
Credit Card Fraud

Ol conducted an investigation into the illegal activities of an SSA Service
Representative in Huntington Park, California who was providing her daughter and
her daughter’s fiancé with SSA systems information that was used by the fiancé
and others to commit credit card fraud. Fraud analysis identified $393,332 in credit
card fraud attributed to accounts associated with this employee.

All three subjects were prosecuted on charges involving unauthorized queries of the
SSA computer system, credit card fraud, and conspiracy. The former employee, her
daughter, and the fiancé were sentenced on February 14, 2000. They were
incarcerated and ordered to pay restitution in the amount of $257,577.

Selling SSA Systems Information Results in Imprisonment

A former SSA Contact Service Representative in Jamaica, New York was involved
in selling SSA systems information, used to activate stolen credit cards. The
employee was identified through the cooperative project between OIG and several
financial institu