Scam Awareness Social Media Toolkit

2022

Why do we need scam awareness?

Social Security takes protecting your personal information seriously. We are aware that there have been
many scammers pretending to be government employees, and it continues to spread across the United
States. We are working with Social Security’s Inspector General to:

e Inform and educate the public about scams.
e Teach the public how to avoid scams.
e Encourage people to report scams.

What is Slam the Scam Day?

National “Slam the Scam” Day is designated by Social Security’s Inspector General to raise awareness of
government imposter scams, which continue to spread across the United States. Slam the Scam Day is
Thursday, March 10, 2022, as part of National Consumer Protection Week, which takes place this year
from March 6-12.

What is the message?
Be very cautious of calls or emails from a government agency telling you about a problem you don’t
recognize. Real government officials will NEVER:

e Threaten arrest or legal action against you if you don’t immediately send money.

e Promise to increase your benefits or resolve identity theft if you pay a fee or move your money
into a protected account.

e Require payment with retail gift card, wire transfer, internet currency, or by mailing cash.

e Send unsolicited texts or emails that contain your personal information.

If you ever owe money to Social Security, the agency will mail you a letter with payment options and
appeal rights. Social Security doesn’t suspend Social Security numbers or demand secrecy from you to
resolve a problem—ever.

Where is the conversation?

Please join us in promoting these messages, tools and materials on Twitter, Facebook, Instagram, and
LinkedIn. You may also participate by using the #SlamTheScam hashtag at any point and can participate
in the larger National Consumer Protection Week conversation by using the #NCPW2022 hashtag.



https://www.consumer.ftc.gov/features/national-consumer-protection-week
https://twitter.com/search?q=%23SlamTheScam&src=typed_query&f=live
https://www.facebook.com/hashtag/slamthescam
https://www.instagram.com/explore/tags/slamthescam/
https://www.linkedin.com/search/results/all/?keywords=%23slamTheScam&origin=GLOBAL_SEARCH_HEADER

Slam the Scam Facebook Live
March 10,2022 7 p.m. ET

Did you know Social Security imposter scams are the number one type of government imposter fraud
reported to the Federal Trade Commission? We're teaming up with the FTC to help “Slam the Scam”
during National Consumer Protection Week and will share tips on how to avoid government imposter
scams.

Joining us for the conversation are Anthony “AJ” Monaco, Special Agent-in-Charge for the Major Case
Unit for the Office of the Inspector General at Social Security Administration and Rosario Mendez, from
the Division of Consumer and Business Education at the Federal Trade Commission.

Slam the Scam Twitter Chat

March 10, 2022
1 p.m. ET in Spanish
3 p.m. ET in English

Hashtags to follow: #SlamTheScamChat
#OjoConlasEstafas
#NCPW2022

We can all help the public identify different types of scams, notice red flags, and report suspicious
events. Join @SocialSecurity and @SeguroSocial for Twitter chats in English and Spanish as we discuss
ways to keep consumers safe during National Consumer Protection Week (March 6-12). The chats will
be moderated by @ USAGov and @USAGovespanol, and will include @FTC, @LaFTC, @TheSSAQIG,
@IRSTaxSecurity, and @BBB among others.

How can | help?

1. Publish the social media messages below on your organization’s social media and/or share posts
from Social Security on Facebook, Twitter, Instagram, LinkedIn, and YouTube.

2. Join the conversations on our social media channels and be an active, positive voice in the
comments.

3. Spread the word to your audiences about scams on social media and encourage them to “Slam
the Scam!”

4. Follow our Slam the Scam webpage at www.ssa.gov/scam for more information.

Where can | learn more?
Social Security Scam Awareness

National Slam the Scam Day Approaching on March 10



https://twitter.com/search?q=%23SlamTheScamChat&f=live
https://twitter.com/search?q=%23OjoConLasEstafas&src=typed_query&f=live
https://twitter.com/search?q=%23NCPW2022&src=typed_query&f=live
https://twitter.com/SocialSecurity
https://twitter.com/SeguroSocial
https://twitter.com/USAGov
https://twitter.com/USAGovEspanol
https://twitter.com/FTC
https://twitter.com/laFTC
https://twitter.com/TheSSAOIG
https://twitter.com/IRStaxsecurity
https://twitter.com/bbb_us
http://www.ssa.gov/scam
https://oig.ssa.gov/scam
https://blog.ssa.gov/national-slam-the-scam-day-approaching-on-march-10/

Slam the Scam Awareness Kit

New Tactics for Government Imposters

Report a Social Security Scam to the Inspector General

Social Security Fraud Prevention

Protect Yourself from Social Security Scams Infographic (English)

Protect Yourself from Social Security Scams Infographic (Spanish)

Available messaging and posts:

Did you know that #SocialSecurity imposter scams were the #1 fraud reported to the Federal Trade
Commission? Learn how you can #SlamTheScam and protect yourself and your loved ones:
http://ow.ly/Wp9b50I8csy #NCPW2022

Avoid becoming the victim of fraud and know what to do if your #SocialSecurity information is
compromised. Help us #SlamTheScam and stop government imposters in their tracks.
http://ow.ly/Wp9b5018csy

We need your help to #SlamTheScam on government imposters. Learn how to spot scams, identify red
flags, and report suspicious activity: http://ow.ly/Wp9b5018csy

It's National Consumer Protection Week, and we need your help to #SlamTheScam on government
imposters. Learn how to spot scams, identify red flags, and report suspicious activity:
http://ow.ly/Wp9b50I8csy #NCPW2022

Don’t be fooled! #SocialSecurity employees may call you in some situations, but will NEVER threaten
you, demand immediate payment, or suspend your Social Security number. Help us #SlamTheScam on
these fraudsters: http://ow.ly/Wp9b5018csy

Do you know what to do if you receive a scam call? Follow these simple steps to #SlamTheScam:
http://ow.ly/2JhV50HWzkz

Scammers are pretending to be government employees. They may threaten you and demand immediate
payment. Don’t be fooled! #SlamTheScam and HANG UP! Report the scam at: oig.ssa.gov


https://oig.ssa.gov/scam-awareness/press-kit/
https://blog.ssa.gov/ssa-inspector-general-new-tactics-for-government-imposters/
https://blog.ssa.gov/ssa-inspector-general-new-tactics-for-government-imposters/
https://oig.ssa.gov/report-fraud-waste-or-abuse/fraud-waste-and-abuse
https://www.ssa.gov/fraud
https://www.ssa.gov/fraud/assets/materials/EN-05-10597.pdf
https://www.ssa.gov/espanol/fraude/assets/materials/05-10597-SP.pdf
http://ow.ly/Wp9b50I8csy
http://ow.ly/Wp9b50I8csy
http://ow.ly/Wp9b50I8csy
http://ow.ly/Wp9b50I8csy
http://ow.ly/Wp9b50I8csy
http://ow.ly/2JhV50HWzkz
https://socialsecuritygov-my.sharepoint.com/personal/mary_j_king_ssa_gov/Documents/oig.ssa.gov

Join a Facebook Live with Social Security and the Federal Trade Commission at 7 p.m. ET on March 10 as
they team up to #SlamTheScam during #NCPW2022, and share tips on how to avoid government
imposter scams: RSVP: Slam the Scam - BEWARE OF PHONE SCAMS | Facebook

How do you identify scams and where do you go to report them? Find out during a #SlamTheScam
Twitter Chat on March 10! Follow along: #SlamTheScamChat #NCPW2022

Government imposter scams continue to grow across the United States. Join a #SlamTheScam Twitter
Chat on March 10 for tips on how to identify and protect yourself from becoming a fraud victim. Follow
along: #SlamTheScamChat #NCPW2022

¢#Sabiausted que impostores estafadores son la denuncia nimero uno presentada a la Comision Federal

de Comercio? Inférmese mejor, #OjoConLasEstafas y protéjase usted y a sus seres queridos. Visite
http://ow.ly/INbg50I18kfZ #NCPW2022

Evite ser una victima del fraude e informese mejor sobre qué hacer si su informacion de #SeguroSocial
esta en peligro. #OjoConLasEstafas y paremos en seco a estos impostores. Visite
http://ow.ly/INbg5018kfZ #NCPW2022

Necesitamos su ayuda para echarle un #OjoConlLasEstafas y a los impostores. Inférmese mejor sobre
como identificar una estafa, las sefiales de una estafa, y como reportar actividades sospechosas. Visite
http://ow.ly/INbg5018kfZ #NCPW2022

Esta es la Semana Nacional de Proteccién del Consumidor, y necesitamos su ayuda para mantener un
#OjoConlLasEstafas e #impostores. Informese mejor sobre como identificar una estafa, las sefiales de
una estafa, y cdmo reportar actividades sospechosas. Visite http://ow.ly/INbg5018kfZ #NCPW2022

iNo se deje engafiar! Es posible que los empleados del gobierno lo llamen, pero NUNCA lo amenazaran,
ni exigiran que pague, ni suspenderan su nimero de Seguro Social. Ayudenos a echarle un
#OjoConlasEstafas y a estos impostores. Visite http://ow.ly/INbg5018kfZ #NCPW2022

¢Sabe usted qué hacer si recibe una llamada de un estafador? Siga los pasos que detallamos (en inglés)
en este video para mantener un #OjoConlLasEstafas:_http://ow.ly/INbg5018kfZ #NCPW2022



https://www.facebook.com/events/371397857772880
http://ow.ly/INbg50I8kfZ
http://ow.ly/INbg50I8kfZ
http://ow.ly/INbg50I8kfZ
http://ow.ly/INbg50I8kfZ
http://ow.ly/INbg50I8kfZ
http://ow.ly/INbg50I8kfZ

Estafadores se hacen pasar por empleados del gobierno. Lo amenazan y exigen que usted pague
inmediatamente. iNo se deje engafiar! i#0joConlasEstafas y CUELGUE el teléfono! Reporte la estafa a:
http://ow.ly/AnXf5018luS #NCPW2022

Unase al Seguro Social y la Comisién Federal de Comercio por Facebook Live (solo en inglés) a partir de
las 7 p.m. este 10 de marzo con el tema #0joConlasEstafas durante la #NCPW2022. Inférmese sobre
como evadir a los impostores y estafas: Inscribase aqui: Slam the Scam - BEWARE OF PHONE SCAMS |
Facebook

¢Como puede usted identificar las estafas y como reportarlas? jInférmese en el chat por Twitter
#OjoConLasEstafas el 10 de marzo ala 1 p.m.! Use el hashtag: #0joConlLasEstafas #NCPW2022

Los impostores haciéndose pasar por empleados del gobierno sigue en aumento en todos los Estados
Unidos. Siga el chat por Twitter titulado #0joConLasEstafas el 10 de marzo e inférmese cémo identificar,
protegerse y evitar ser victima del fraude. Siga el chat por Twitter: #OjoConlLasEstafas #NCPW2022

Shareable Images


http://ow.ly/AnXf50I8luS
https://www.facebook.com/events/371397857772880
https://www.facebook.com/events/371397857772880
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SCAM ALERT =

The Social Security Administration will never threaten,
scare, or pressure you to take an immediate action.

If you receive a call, text, or email that... (((

* Threatens to suspend your Social Security * Requests secrecy
number, even if they have part or all of your

Social Security number Threatens to seize

your bank account

* Warns of arrest or legal action e Promises to increase your

* Demands or requests immediate payment Social Security benefit

* Requires payment by gift card, prepaid » Tries to gain your trust by providing fake
debit card, Internet currency, or by “documentation,” false “evidence,” or
mailing cash the name of a real government official

* Pressures you for personal information

...it is a scam!

Do not give scammers money or personal information - Ignore Them!

Protect yourself and others from Social Security-related scams

* Try to stay calm. Do not provide anyone with money or personal information when you feel
pressured, threatened, or scared.

* Hang up or ignore it. If you receive a suspicious call, text, or email, hang up or do not respond.
Government employees will not threaten you, demand immediate payment, or try to gain your
trust by sending you pictures or documents.

* Report Social Security-related scams. If you receive a suspicious call, text, or email that
mentions Social Security, ignore it and report it to the SSA Office of the Inspector General (OIG).
Do not be embarrassed if you shared personal information or suffered a financial loss.

* Get up-to-date information. Follow SSA OIG on Twitter @ TheSSAOIG and Facebook @ SSA
Office of the Inspector General for the latest information on Social Security-related scams. Visit
the Federal Trade Commission for information on other government scams.

* Spread the word. Share your knowledge of Social Security-related scams. Post on social
media using the hashtag #SlamtheScam to share your experience and warn others. Visit
oig.ssa.gov/scam for more information. Please also share with your friends and family.

Social Security Administration | Pubication No. 05-10587 | Septamber 2021 | Produced at U.S. laxpayer expense n u n m



Asegurando el presente

/g
y el futuro

ALERTA DE ESTAFAS (.
La administracion del Seguro Social nunca lo
amenazara, asustara, o presionara para que

tome una acciéon inmediata.

iSi recibe una llamada, un mensaje de texto, o un correo (((
electronico que...

* Amenaza con suspender su niimero de + Solicita confidencialidad
Seguro Social. incluso sl tienen parte o la

* Amenaza con embargar
totalidad de su nimero de su Seguro Social ron

su cuenta bancaria

* Advierte el arresto u accién legal o Prirmaa skt s baraiiios

« Exige o solicita un pago inmediato de Seguro Social

* Requiere un pago con una tarjeta de regalo, + Trata de ganarse su confianza proporcicnande
una tarjeta de débito prepagada, dinero «documentacién» falsa, «evidencia» falsa o el
electrénico, o dinero en efectivo por correo nombre real de un funcionario del gobierno

* Presiona para obtener su informacién personal

...es una estafa!
iNo de dinero u informacion personal a los estafadores Ignérelos!

Protéjase a usted y a los demas de las estafas relacionadas con el Seguro Social

* Trate de mantener la calma. No proporcione dinero o informacién personal a nadie cuando se slenta presionado,
amenazado, o asustado.

* Cuelgue o ignérelo el teléfono. Si recibe una llamada. mensaje de texto o correo electrénico sespechoso, cuelgue
o no responda el teléfono. Los empleados de goblerno no lo amenazaran, exigiran un pago inmediato ni intentaran
ganarse su confianza envidandole fotografias o documentos.

* Reportar estafas relacionas con el Seguro Social. Si recibe una llamada, mensaje de texto, o correo electrénico
sospechoso que menciona el Seguro Social, ignérelo, y dendncielo a la Oficina del Inspector General (OIG) de
la administracién del Seguro Social (SSA). No se averglence si compartié informacion personal o si sufrié una
perdida financiera.

+ Obtenga informacién actualizada. Siga a SSA OIG en Twitter @ TheSSAOIG y Facebook @SSA Office of the
Inspector General para obtener la informacién mas reciente sobre estafas relacionadas con el Seguro Social.
Visite la Comisién Federal de Comercio para obtener informacion sobre otras estafas.

* Difundir la palabra. Comparta su conocimiento sobre las estafas relacionadas con el Seguro Social. Publique
en las redes sociales usando el hashtag #SlamtheScam para compartir su experiencia y advertir a otros. Visite
olg.ssa.gov/scam para obtener mas informacion. Por favor, también comparta con sus familiares y amigos.
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